CETEBOW MOHVTOPHHT .
METO/1bl ! CPE[ICTBA

TOM 1

Yebokeap 2019



DenepanbHOE TOCYIaPCTBEHHOE OIOKETHOE YUPEXKICHNE HAYKH
«lleHTpanbHBIN S5KOHOMUKO-MaTeMaTndeckuil tHCTUTYT PAH»

AM. TEPEHTBEB

CeTeBOM MOHUTOPHUHT.
Metoabl M cpeacTna.
Tom 1

Momnorpadus

Yebokcapst 2019



YK 004.42
BBK 32.973.5
T35

Peyenzenmor:

Xpycmanée Eecenuit FOpvesuu, 1-p 5KOH. HayK,
r.a.c. DI'BYH «llenTpanpHblii 3KOHOMUKO-MaTEeMaTUIECKUI
uHcTUTyT PAH»

Tenvnoe IOpuit @ununnosuy, 1-p YKOH. HAYK,
3aB. Kadeapoil IpuKIaTHON MH(POPMATHKI
u nHpopmarmonHoi 6e3onacnoct PI'BOY «Poccuiickuii
sKoHOMHUeckuil yHuBepcuteT uM. I'.B. [lnexanoBay

TepenTben, A. M.

T35 CeteBoii MonuTopuHr. Metoanl u cpeactsa. T. 1: mMoHOrpadus /
A. M. Tepentnen. — Uebokcapsr: T «Cpena», 2019. — 116 c.

ISBN 978-5-6042304-9-7

B nanHO# paboTre onmcaHa OpUTHHANIBHAS TEXHOJIOTHS KPYIJIOCYTOYHOTO
OTCIJIE)KMBAHMS CETEBBIX TAKETOB, IUPKYIUPYIOMINX B JIOKAJTBHON CETH.

TexHonorus 6asupyercst Ha BbIIEJIEHHON pabodeil cTaHImy, paboTaromieil B
MS-DOS u npuHIMaromel Bce JOCTYIHBIE TaKeThl. ATpErHpOBAHHBIC JaHHEIE
niepezarotcst Ha cocenunii Windows-komriibtotep 4epes serial-coenunenue. Mo-
HUTOpHAs mporpamma Ha 3ToM Windows-I1K crocobHa oTcneauTs 3apakEHHbBIE
[K ¥ BBINOMHUTE JAEHCTBHS IO OTKITIOYEHHUIO UX OT JIOKAJIBHOH ceTH. Ota (yHK-
ST ICTIOJTHSIETCSI € TIOMOTIIBE0 KomMyTartopa Cisco.

B nepBomM TOMe naroTCs MOJHBIE CBEAECHUS O METOJIaX U CPEACTBAX MOHH-
TOPHHTA, a TAK)KE ONMCAHA MWIOTHAsI BEPCHSI IPOTPAMMBL.

JlaHHas TeXHOJIOTHS peain30BaHa B BuJie MWIOT-nipoekTta B [[IOMU PAH ¢
2000 r. u ycnemrHo 3kcroryaTapyercs ¢ 2006 1. B poQecCHOHATBHOM PEXKH-
Me. MakcumalibHOe urciio nofib3oBateneid mpessimano 200 I1K u cepepos.

3a npoBenEHHBIE UCCieqoBaHMs MO JaHHOW Temaruke B 2003 r. aBTOp
ynocroeH yu€noro 3Banus “Doctor of Philosophy” EBponeiickoit Axagemun
nHpopmarmzanuu (bproccens).

MoHorpadus pekoMeH10BaHa K nedaTn YuéHbM coBeToM DenepanbHoro
TOCYAapCTBEHHOTO OI0KETHOTO yupexaeHus Hayku [IOMU PAH.

ISBN 978-5-6042304-9-7 VK 004.42
DOI 10.31483/a-62 BBK 32.973.5
© A M. Tepentses, 2019.
© Msparennsckuii noMm «Cpemay, 2019.



OI'JIABJIEHUE

272 T=Y 2 (=) o] = X 5
MABA 1. AHAJIU3 U MOCTAHOBKA NPOBJIEMbI ................... 9
1.1. MpuHATanA CTPyKTYpa AaHHLIX B CETAX 10
1.2. CtpykTypa cetert IOMU PAH 12
1.3. OCHOBHbIe n3mepsAeMbie NAPAMETPbI CETU ....cccrrmremssesnsnass 20
1.4. U36paHHbIN MeToA UCCenoBaHUs CETEBbIX MOTOKOB...... 21
1.4.1. Tononornst UCCNeaYEMOM CETU ........uvrereeeeeeeeeinnnnns 22
1.4.2. N'aBeCTHble CpeacTBa CETEBOrO MOHUTOPUMHSA ...... 24
1.4.3. CeTeBble agantepbl C 0COObIMU CBOWCTBAMM........ 25

1.4.4. dopmaTtbl HAbNOAAEMbIX CETEBbIX NAKETOB (kagpoB)..31

1.4.5. KoHurypauus HabnogatoLwen CTaHU M. .............. 32

1.5. 3akntountenbHbIN aHaNu3 33
MABA 2. CUHTE3 MPOrPAMMHOW CPE[lbl MOHUTOPWUHIA. 34
2.1.06wWwmin anropuTm NporpamMmb| 34
2.2. BxogHble AaHHble U ynpaBrieHue 37
2.3. UHbopmaums Ha akpaHax nporpamMmmb| 38
2.4. BAT-channbl 1 BO3MOXHble KOAbl 3aBepLUeHus npo-
rpamMmmbl 51
2.5. OnepatvBHasn 61 54
2.6. BbixogHble oTyeThI 56
2.7. NMpocmoTp AaMNUPOBaHHLIX NaKeToB 58
2.8. CpegctBa opraHM3aUmm KPyriocyToOYHOW paboTbl ........... 65
2.9. CpepcrBa Nony4YeHUs CyTOYHbIX U HeAernbHbIX OTYETOB. 67
2.10. CBogHble exxeOaHeBHbIe AaHHbIe 68
2.11. CBoaHble exeHeaenbHbIe JaHHbIe 72
naea 3. MNporpaMmmHan peannM3aums MOHUTOPUHIA ......cceeeeee 83
3.1. Co3paHue nporpaMMHON cpebl MOHUTOPUHIA. .......coceeeses 83
3.2. Cneuundonyeckre NPOrpaMMHBIE CPEACTBA .......cwesemsesrsseass 88
3.2.1. lNporpamma ceTteBoro moHuTopuHra TamCNet.exe .. 88
3.2.2. KnaBnatypHbii gpansep TamKb.com .................. 90
3.2.3. Apaneep nmutaumm npuémMa nakeToB U3 JfOKanbHOWM

CeT TamDIVIrEXE ... 91

3.2.4. bubnmnoteka koHBepTauun gaHHbIXx TamCnv.OBJ .. 91
3.2.5. HuskoyposHeBbIn Nprém ceTesbix naketos TamINet. OBJ.94
3.2.6. NMporpamma nNpocMoTpa JamMnNMpoBaHHbIX CETEBbLIX MNa-
KeToB TamViewW.EXE ... 94
3.2.7. lNporpamma npocmoTpa caenaHHbIX CKPUHLLOTOB
TamVPCX.EXE ... 95



CeTeBoii MOHUTOPHHT. MeTO/IbI U CPEICTBA

3.2.8. lNporpamma dukcaummn gatel B fiore TamDate.COM. 96
3.2.9. lNporpammbl arperaumm oT4ETOB

.......................... 96

3.3. Otnagka MOHMTOPHOW NporpamMmbI 100
3.4. MoHUTOpMHT Npy nameHusLlenca cxeme JIBC .................. 102
SAKITHOUEHMUE. ...t sssssssssssssnns 105
MEPEYEHD PUCYHKOB. ..........oocreercrrerseeses e ssmssse s enss e enmennees 107
NMEPEYEHDL TEPMUHORB ........... s 109

NEPEYEHb CCbITOYHbIX AOKYMEHTOB



BBenenue

BBEJIEHUE

Hcnonp3zoBanune nepcoHanbHbIx koMmbioTepoB (IIK) mpaktuyecku
BO BCEX HAyYHBIX M NPOU3BOJCTBEHHBIX EIUHMLAX HEMBICIUMO 0Oe3
3aJIeCTBOBAHUS CIEIUAIBHBIX CPEACTB MX OOBEOUHEHHS B €AUHYIO
JIOKAJIbHYIO BhIunMcauTenbHy0 cetb (JIBC) mpemnpusrtus. OOuieHue
yepe3 JIBC kaxnoro IIK, cepBepa minm MHOrO CETEBOTO YCTPOMCTBA
TpeOyeT Haau4yus B HEM CETEBOrO ajanrtepa — CHEIHMAIbHON IUIAThl C
XapaKTEepPUCTUKAMHU, COOTBETCTBYIOLIMMH THITY CETEBBIX COCIMHEHUH.
CereBoe ycrpoiictBo ¢ cereBbiM amantepoM (IIK, cepsep, cereBoii
MPUHTEP, KaXIBIA CETEBOM BBIXOJ KOMMYTAaTopa M T.II.) OyJeM Hasbl-
BaTh HOzta'.

CoBpemeHnHble cpenctBa opranuzanuu JIBC moryt taxke BKIIO-
4aTh pasIMyHbIE CETEBblE yCTpoicTBa, opranusytomue JIBC u BoIxof
B VIHTEpHET — KOMMYTaTOpBl, MapIIPyTHU3aTOPhl, Xa0bl, CBUTYM U AP.
OTH yCcTpOHCTBa AeNaroT I KaXI0i HOABI BO3MOKHOCTh UMETH J10-
CTYI K IpyTUM.

O6men nHpopmarueit mo JIBC ocymecTBiIseTCs MaKeTHPOBAHHEI-
MU JaHHBIMH, OPTaHN30BaHHBIMU B COOTBETCTBHH C IPOTOKOJIAMH CBS-
31. MexyHapoJHBIMU KOHBEHLIUSAMHU IIPEyCMOTpEHa CEMUYPOBHEBas
Mozenb cormamenuii [ISO-OSI, HaunHas oT (U3HUECKOTO YPOBHS H
3aBeplias MPUKIAAHBIM, MPHUEM Ha KaXKAOM YPOBHE OIIpENETICHbI
CBOM corjameHuss o cBs3six. [lo ymomdaHuio, ceTeBble aaanTepbl
HACTPOEHBI TaK, YTOOBI MPUHUMATH JHOO CETEBBIE MAKETHI, apeco-
BaHHBIE «Bcem» (broadcasting), 0o maHHOW HOmE-yCTPOHCTBY. Jlis
3TOr0, KaXKIbld CETEBOM ajanTep UMEET CBOW, YHUKAJIbHBIM B MUPE,
rexHonorunueckuii MAC-anpec (Media Access Control Address), uc-
MOJNIE3yeMBbIN Ha HIDKHUX ypoBHAX [SO-OSI. g unenTHdUKaIT HO-
el Ha BepxHHX ypoBHiIX [SO-OSI mcmonsiyercs [P-agpec (Internet
Protocol Address), ynukansHbiii BHyTpH JIBC miu Bo BcéM mMupe.

Kpymusie oprannzanuu o0b1yHO He orpanndensl eaunoi JIBC. Kak
MPaBUIIO, OHU UMEIOT COOCTBEHHYIO CHCTEMY CETEBBIX CEPBHCOB B BU-
Jie DIIEKTPOHHOW TOYTHI, CETEBBIX OAHKOB WH(POPMAIUH, PA3THYHOTO
pona cepsepoB, ynanéunoro goctyna (Dialup) m apyrux, pasButyio

! Dror Tepmun, kak u MHOXKeCTBO apyrux (E-Mail, cMaitnuk u np.) npumén 8 Unrep-
HET U3 camoieaTenbHoi MexayHapoanoi cetu FIDOnet (1985 r.). Bmecto IP-aapeca
TaM ObUT OOLIIEMUPOBOI aHAJIOr, HAPUMEDP, aBTOP JAHHON pabOThl U3BECTEH, B YaCT-
HOCTH, oA aapecom 2:5020/614.13.
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CeTeBoii MOHUTOPHHT. MeTO/IbI U CPEICTBA

CUCTEMY TEXHHUYECKHUX CPEACTB YIpaBIeHHs OOIIeH BBIUYMCIUTEIHHON
ceTpio yupexneHus (oprammsanuu). CamMa ceTb NPU ITOM MOXKET
MIPENICTABIATh COOON MCTOPUYECKH CIIOKHUBIIYIOCS COBOKYITHOCTh pa3-
HOPOJHBIX (hparMeHTOB C Pa3HOW CTEMEHBIO 3alIUTHI MOJE30BaTENEH,
pa3HBIM YPOBHEM TEXHHUYECKOro OOecleueHHs M JIaKe Pa3Ho#l mpo-
MYCKHOM cocoOHOCThI0. Beé 3T0 B monHoM Mepe otHocuTest kK LIOMU
PAH. Bonee Toro, nockojibKy B IOMEIIEHUH HHCTUTYTa PACIOJIOKEHbI
Y Ipyrue OpraHr3allH, UCIIONB3YIONINE Ty K€ JIOKAITbHYIO CETh M Ya-
CTHYHO €€ CeTeBble CEepBUCHI, IKCILITyaTallsl ITUX BO3MOKHOCTEH Mpo-
M3BOJUTCS HA COBMECTHOM, KOPIOPATHBHOM OCHOBE.

ITo sTo¥i MpUYMHE, COBOKYITHOCTh CaMUX CETEBBIX Kabenei, odecrre-
YHBAIOLINX PaOOTy JIOKAIFHON CETH, TEXHUYECKUX CETEBBIX YCTPOWCTB
(MapIIpyTH3aTOPBI, KOMMYTATOPBI, POYTEPHI, CBUTUH, XaObl U Tp.), a-
MUHHCTPAaTHUBHBIX CPEICTB YIPaBIEHHUS CEThIO, BKIIOYEHHBIX B CETh
pabouux CTaHIMI M CEPBEPOB MPEIOKEHO aBTOPOM B ILIEIOM HA3hIBATh
kopnopatuBHO# ceThio yupexaenus (KBC) [1]. CooTBeTcTBEHHO, eau-
HbIE MpaBwia (YHKIIMOHUPOBAHUS KOPIIOPATHBHOM CETH W MpaBHIIa pa-
0OTHI TIONB30BaTeNeil B HEH €CTEeCTBEHHO Ha3BaTh KOPHIOPATHBHBIMHU
[IpaBUJIAMH.

Jia paznuueHus (QyHKIIMOHAIBHOTO Ha3HAYEHUS CETEW HCIIONb3Y-
otcs ux IP-aapeca. CTaHmapTHBIM BapuaHT, JO CUX IOP COXPaHSIO-
U MUPOBOE JIUIEPCTBO, IpeycMaTpuBaeT koguposanue [P-agpecos
B cucreme IpV4 kak 4 okrera (Oaiita). K mpumepy, ocHoBHas (TJ0-
6anbHas) cetb LIODMU PAH nmeer knacc C u aapecanuio B Buae 00-
mEMUPOBBIX afpecoB 193.232.194.*/24, dro o3Ha4aeT, YTO HOIBI
IOMU PAH wmoryr umers azapeca B mpenenax 193.232.194.1 —
193.232.194.254 (macka «/24» moOKa3bIBaeT MOCTOSHHBIE 3 * 8 = 24
OouTa oT Hadana amgpeca). HekoTopsle KOMOMHAIIMK 3ape3epBUPOBAHBI
JUIS CeTel IpYyrux KIAcCOB, HampuMmep, BHyTpeHHHe uacTu JIBC
LOMU PAH umerot aapecanuro cetu kiaacca B — 10.0.%*.%/16, mpuuém
TaKAX CeTe B MHCTUTYTE CYIIECTBYET HECKOJHKO (KOHEYHO, OHU He
B3amMonepecekatorcs). Pazymeercs, BHyTpeHHss anpecanus B HTep-
HET HE mocrynaer, jisi coobuienus BHyTpeHHUX [1K ¢ MHTepHETOM
CYIIECTBYIOT CIEIMAIIbHBIE CITY KOl TPAHCIISAIMHA BHYTPEHHUX aJpecoB
Bo BHemHHE (NAT), 00bluHO ycTaHaBIMBaeMble Ha OTPAHUYUTEISIX
BHYTpPEHHEH CETH — poyTepax, UMEIOIIUX CBsI3b ¢ 00IIeMHPOBBIM MH-
TEPHETOM.

Odusnyecknii 0OMEH TaHHBIMH OCYITIECTBIISIETCS ¢ BBICOKOH CKOpO-
cThio, oT 10M6ut/c 10 1I'b/c. B 00bIuHOM paboTe, KOHEYHBIH MOJIB30-
6




BBenenue

BaTelb HE MMEET BO3MOXKHOCTH MPOCMOTPETh KOHKPETHOE COMEPIKU-
MO€ ITTaKeTOB BO BpeMs 0OMEHa M MPOaHAIH3UPOBATH BCE YPOBHHU CO-
rnameHudt moaenu ISO-OSI. OnHako, B CBSI3U ¢ HEKOTOPHIMH CIICLIH-
(udecknMu 3a7avaMu KpaifHe >KeNaTelbHO WMETh TaKyl BO3MOXK-
HOCTb, IPUYEM HE B pEallbHOM peXHME BPEeMEHH, a Momaroso [2].

JlanHas pabora mocBsieHa 00ECICYCHUI0 BO3MOXHOCTEH HaOIIt0-
JICHHSI CETEBBIX TTAKETOB BCEX JOCTYMHBIX B TOYKe HAOIIOMEHUA HO.
OTO OTKpBIBa€T HAOOP PAa3TUYHBIX BO3MOXKHOCTEH, OT COXPaHEHHS
MMEIONINX X0XK/IEHUE B PeaJbHOM BPEMEHM CETEBBIX MaKeTOB Ha XKECT-
koM jucke (HDD) myis mocienyromero MomiaroBoro mpocMoTpa U
aHanmm3a 10 OWJUTMHTOBOWM arperaryy JaHHBIX U JaKe OTPaHHYESHHS
noctymna Hapymaromux npasmia Hon B JIBC. Ilporecc HabmromeHus
LUUPKYJIUPYIOIIHUX B CETH MaKeTOB HAa3bIBA€TCS CETEBHIM MOHUTOPHH-
TOM.

Taxum 06pa3oM, 00beKTaMU JAHHOTO MCCJIeJOBAHUS SBIISIIICH, C
OJITHOM CTOpPOHBI, HAJMYECTBYIOIIHE HAa MOMEHT CO3/IaHUS CHCTEMBbI
rinodanbHasi ¥ JOKaJIbHBIE BBIYUCIUTENBHBIE CETH, H, C APYTOH CTOPO-
HBI, 0cOO€HHOCTH 3KcIuTyartanuu 11K i qpyrux HO B 9THX CETSX.

B npouecce uccnenoBaHuid, 3aHsABIIEM HECKOJIBKO JIET, pa3yMEETCH,
ctpyktypa JIBC He Oblsia HEHM3MEHHOH KaK B KOJIMYECTBEHHOM, TaK U B
KaueCTBEHHOM OTHOIICHWH. He TONBKO yBENIWYHBAIOCH YHCIO KOM-
MBIOTEPOB U CEPBEPOB, HO TaKKE€ HECKOIBKO pa3 KapAMHAJIHHO HU3Me-
HUJIAaCh CTpPyKTypa ceTH. [loaTomMy psia pe3ynbTaToB, MONYYEHHBIX Ha
onHoi crpyktype JIBC, yTpatuna akTyalbHOCTb, CKaXeM, IOCIE BBeE-
IeHus poyTepa u nepeBoga OonpimmHCTBa [IK BO BHYTpEHHIOIO CETh.
BcnenctBre 31010, JOCTUTHYTHIE PE3YJIbTAThl U3JIAraloTCs B MOCIE0-
BaTENbHOCTH MX IOJIy4eHUs. B TaHHOM TOME COCpelOTOYEHBI CBEIe-
HUA 0 HauaibHOH cTpykType JIBC, Tunax nupKyJIupyromux B Hel ma-
KETOB, MCIOJIB3yEeMbIX TEXHHYECKHX W MPOTPAMMHBIX CpPEICTBAX, OC-
HOBHBIX TIOJTYYaeMbIX €XKETHEBHBIX U E€XKCHEICIBHBIX pe3yJbTaTax.
[ocnenyromye cBefeHns OyIyT OIMyOIUKOBAHBI TIO3THEE.

B mpouecce paGoThI TPOBOAUINCH HAYYHBIE WCCIEIOBAHUA IO CO-
3/IaHUIO, Pa3BUTHIO U ONTHUMH3ALMU TEXHUYECKHX CPEJCTB CETEBOIO
MOHHUTOPHHIa Ha 0a3e CyLIecTBYIOMEH 1 MOAU(pUIUpyeMOoil Kopropa-
THBHOM BBIYMCINTENBHOHN ceTn. B pe3dyjbTaTe mcciaenoBanuii Obutu
BBIOpaHbl HEOOXOMMbIE TEXHUYECKHE CPEACTBA, CO3JaHbl HEOOXOIH-
MbI€ TIPOTPaMMHBIE CPEJICTBA M JAOCTUTHYTa LeJdb PadoThl — CO3/aH
KOMIUIEKC TPOTPAaMMHO-TEXHHYECKUX M OPTaHMW3alMOHHBIX PEIIeHUH,
00€ecTIeunBaAOMNA KPYTJIOCYTOYHOE HAONIOJCHHE W PETHCTPAITUIO
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OWJUTMHTOBBIX ITapaMeTPOB HCCIeayeMon ceTH. JlocTurHyTa xenaemas
CTeMeHb BHEIPEHMSA — pEe3yNbTaThl MPOBEIACHHBIX HCCIEAOBAHUI
HAIUTU PAKTUYEeCKOe NpUMEHEeHNe B MHCTUTYTe. UTOrH BHEAPEHUSs —
pe3yNbTaThl UCCIEAOBAHUHN WCIIONB30BAICh KaK JJs OWJUTHHTOBBIX
CTaTUCTUYECKUX HCCIICJAOBAHHUN, TaK M U aBTOMAaTHYeCKOH OJIOKu-
POBKH HapyLIAIOUIMX IpaBUja TOBEACHUS B CETH HOJ, B YaCTHOCTH,
Y3-32 BUPYCHBIX 3aPaXKEHUM.

Bo3moxxHas 00JacTh mMpUMeHeHHMs paboOTHl — paclpoCTpaHEHHE
CO3/IaHHOTO TEXHUYECKOTO pELICHHs Ha APYTHe OpraHu3aluu — JA0-
CTUTHYTa B X0/€ pa3paboTku. [IpoBeaeHsl onbITHBIE paOOTHI MO BHE-
PEHHIO CO3[JTaHHBIX CPEJICTB MOHUTOPHHTA B IPYTHX OPTaHU3aIUAX.

OKOHOMHYECKYIO 3 (PeKTUBHOCTH PabOTHl — HE TPEACTaBIsIeTCA
BO3MOXHBIM OTIPEJEIUTh BCIEACTBUE YHHKAaJIbHOCTH NPOBEIAEHHBIX
WCCIIEIOBAaHNN W BBHIIMOJHEHHBIX paboT. CaMa BO3MOXXHOCTh (DUKCHPO-
BaTh pPeabHO MPOTEKAIONIHE C OONBIION CKOPOCTBHIO MPOIECCH B JIO-
KaJbHOM CETH W BIIOCIIECICTBHU JIETAJIbHO BBITOIHITH OTIOKEHHBIH HX
aHallM3 TPEJCTaBIsIa co00 K MOMEHTY Hadaia paboT KauyeCTBEHHO
HOBBIN METOJ HCCIIEIOBAHHS CETEBBIX MIOTOKOB.

Kak Oyzer mokazaHo B cienyolieM ToMe, cepa MpakTHIeCKOTO
MIPUMEHEHUs BeChbMa pa3HOOOpa3Ha, OT BBIABICHUS HEKOPPEKTHO
HaCTPOCHHBIX KOMITBIOTEPOB 10 (PUKCAIIUHM CETEBBIX aTaK U HEOOXOAH-
MOCTH PEOpraHHU3aIiH JOKAJIFHON CEeTH.



I'naBa 1. AHAIN3 M NOCTAHOBKA NMPOOJIeMBbI

I'/TABA 1. AHAJIN3
N ITOCTAHOBKA ITPOBJIEMBbBI

Br160p 1 HalleneHHOCTh CPEICTB CETEBOI0 MOHUTOPHHTA 3asBJICHBI
B niporpaMmHoii padore [3]. K TakoBBIM MOKHO OTHECTH CIIELyOLIHE.

1. OnTuMuU3auMs NOCTPOEHHUSI KOPIMOPATUBHOM CeTH:

= [locrostHHBI 3amep oOmIero Tpaduka, BBHISIBICHHE MHKOBBIX
Harpys3ox.

* BosiBieHne Hambosiee 3arpyKEeHHBIX YYaCTKOB CETH, BO3MOJKHO,
TOPMO3SAIIMX 00K TpaduK.

= BEISBICHUE «3ALUKIMBAHUNY [IPU NIEPEIAYE IAKETOB B CETH.

2. JxkoHOMHUYeckHe (OWITUHTOBbIE) NPUJIOKEHUS:

* Vuér Tpaduka natepecyromeit rpymmsl [1K.

= CymmapHblii yu€t MHTepHET-Tpaduka, BO3SMOXKHO, IO MOApa3ze-
JICHUSIM OpraHu3aliy (HHCTUTYTA).

* Yyér Tpaduka, CHEIHATU3UPOBAHHOTO IO HYXXHOMY KPHUTEPHUIO
(SQL-cepBep, pecypcuble cuctembl HWHTEpHETa, JIOKalbHAs IIOYTa
HUT. I.).

3. MudopmanuonHasi 6€30MaCHOCTD:

* BrisiBiieHre HekoppekTHO HacTpoeHHbIX [1K u/unm cepBepos.

= BrigBieHNEe HEKOPPEKTHO pabOTAONIUX CETEBBIX YCTPOMUCTB.

= BriABneHNE BUPYCHOM aKTUBHOCTH B CETH C OIPEACIEHUEM HC-
TOYHUKA.

» MHaukaius HepaboTOCIIOCOOHOCTH («IaJICHHS» ) CEPBEPOB.

= OTCIEeKUBAaHUE TIOMBITOK B3JIOMa, HEPErNIAMEHTHPOBAHHBIX I0-
CTYTIOB, XaKEPCKUX aTaK.

OnucaHHbIe 33/1a4H TPEACTABIAIOTCS HanOoJiee MHTEPECHBIMU U HE
OTHCHIBAIOT, pa3yMeeTcs, BCEX BO3MOXKHOCTEH CETEBOI0 MOHMTOPHUH-
ra. 3aberas Bepén, CKakeM, YTO 3HAUNTENbHYIO YaCTh IOCTABICHHBIX
3a[a4 yJaloch PEIINTh B XO/I€ pa3paOOTKH M BHEIPEHHS CETEBOTO MO-
HUTOpHUHTa. JIJi1 KOPPEKTHOTO pEIIeHUs MMOCTAaBIEHHBIX 3ajad, Mpej-
CTaBJIIETCs, CUCTEMA ayJUTa U MOHMTOpPHHIA JOJDKHA OTBEYaTh Clie-
IYIOIIUM TPeOOBaHUM.

= OHa J0KHA OBITH CIIOCOOHA MPUHUMAThH HE TOJNBKO KOPPEKTHHIE
U «IOTHYHBIE», HO HIMEHHO BCE CETEBBIE MAKEThl, BKJIIOYAs KOJJIU3H-
OHHbBIe M omunbOouHble. MHpoOpManus 0 HEKOPPEKTHO HACTPOEHHBIX
CETEBBIX YCTPOUCTBAX KpalHEe BayKHA B MPAKTHIESCKON paboTe CETEBHIX
aJMHUHHCTPATOPOB.
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= 3ajaya aynuTa NOJDKHA PELIaThCsl KPYIJIOCYTOUHO, Oe3 mepepshl-
BOB, TIOCTaBJISIsI TIEPUOIUYECKHE OTUETHI 0€3 MPEKpaIleHns CBOei oc-
HOBHOU Pa0OTHI.

= TexHUYECKHE W MPOrpaMMHBIE CPEICTBA PELICHUS 3aJad MOHH-
TOPHUHIa/ayINTa He JIOJDKHBI 3aBHCETh OT PA00TOCIIOCOOHOCTH MPOYHX
CETEeBBIX YCTPOMCTB, B TOM uHcie cepBepoB. DyHKIUAM aynuTa He
JOJDKHBI MeIaTh MpoYre 3aAadd, UCIIONHSAEMbIE Ha TeX XKe TeXHU4e-
CKHX CpE/ICTBax.

= 3a7a4a MOHUTOpPWHTa HE AOJDKHA OBITh 3aBUCHMAa OT TEKYIIETO
COCTOSIHMSI CETH, M cama He JOJDKHA HCIOJIb30BaTh BHYTPUCETEBBIC
CpeAcTBa nepegayd HHGOpMaLuy.

OCHOBBIBasICh Ha YKa3aHHBIX OTPAHWYCHHUAX, HEOOXOIUMO OBILIO
[IOCTPOUTH CHUCTEMY MOHHUTOPHHTa KOPIOPAaTUBHOM ceTu. BriTekaro-
LIMe OTPAaHMUYCHUS KaK CIEICTBUS ATUX YCIOBHH PacCMOTPEHBI B COOT-
BETCTBYIOILIEM I10J[pa3/Ielle HUXKE.

1.1. IlpuHATAs CTPYKTYPA AAHHBIX B CETAX

IIpomeccsl B3amMooOMeHa WH(pOpPMAIE B CETSIX HOCAT CTONb
CIIOKHBIN XapakTep, 4TO JJIsi TOYHOTO NMOHWMAaHHs CMbICTa U cephl
JOEWCTBUSI KaXXIIOTO M3 HUX CIIOKHIIOCH TPaIWIMOHHOE MpeACTaBIie-
Hue [4] ux B Buge cemuypoBHeBoi moaenu [SO-OSI (puc. 1), cBoeod-
Pa3HOTO MEXTyHApOAHOTO cTaHaapTa. Kaxaplil ypoBeHb mpencTaBiie-
HUS OIUCHIBACTCS CBOMMH CTaHAapTaMH, OTBEYaeT 3a aJeKBaTHOCTH
[OJTy9aeMbIX JIaHHBIX TMPUHAUMAEMbIM W CBSI3aH HETOCPEICTBEHHO
JIUIIB C HIKE- U BHIIIECTOSIIIM.

Jannas riaBa conepXUT OOOOIIEHHBIE CBeneHUs o ¢dopmaTe U
CTpYKType ¢u3uyeckoro u Beimecrosmux yposHeir KBC, noctynHsle
B pabotax [5][6][7]1[8][9]-

Taxkast MozieTTh OKa3ajach CTOJb YIauyHOMH, YTO OOBIYHO COOTBETCTBYET
HE TOJBKO CTPYKTYpaM IaHHBIX, HO AaXe pPEealn3yIOlIUM 3TH YPOBHH
porpaMMHBIM MoayJisiM. Tak, mporokon Internet Protocol (IP) mo3somnster
TIPUIOKEHNIO «IIPO3PAYHO» 3aIyCKaThCsl depe3 CYyIIECTBYIOIINE CEeTH,
«Hu4ero He 3Has» 00 obopymoBanuu cetu (Ethernet, StarLAN sto mmm
Token Ring B mOKanbHBIX WM, CKaxeM, X.25 B IIOOANBHBIX CETAX);
Transmission Control Protocol (TCP) obecrieunBaeT JOCTaBKY JaHHBIX H
WX HACHTUYHOCTb, IPUYEM TPU HEBO3MOXKHOCTH OOECIICUHTh HAIEKHYIO
noctaBky TCP 3aBepmiaer coemaunenue. Ha camom niene COBOKYIMHOCTB
TCP + IP (00braHO 0603Hauaercs ‘“TCP/IP”) sBisercs Habopom Ooree,
gyem 100 mpoTokosOB cO CBOMMHK (popmaramu, TMpemHa3HaYEeHHBIX IS
10




I'naBa 1. AHAIN3 M NOCTAHOBKA NMPOOJIeMBbI

BechMa Mmupokux meneii B3ammoneticteus 11K. Ho Bce orm Gazmpyrorcs,
Kak Mbl YBUIUM HIDKE, HA CTAaHIAPTHBIX (popMarax gararpamm — opma-

TOB ICPEAaBACMbIX TAHHBIX KAHAJIBHOT'O YPOBHA.

CMbIca YPOBHS

Ha3Banue ypoBHs

IIpumep ypoBHEeBOrO

cTaHJapTa
OnuceiBaet paboTy [Ipuxnannoi SNMP, SMTP
0a30BBIX CiTyKO: TIe- (Application) ypoBeHb
pecbuIkH daitos,
HOYTHI U JIP.
OtBedaer 3a popmar YpoBeHb mpencTasiie- DNS
JTAHHBIX MEXKIY pa3- HUSI JAHHBIX
aeiMu OC (Windows, | (Presentation)
Unix u z1p.)
OnpenenseT HaAExk- CeancoBblii (Session) FTP
HBII KOMMYHUKAIH- YpOBEHb
OHHBIN CeaHC CBS3H
nByx [MK
3amaer mpaBmia ycta- | TpaHCHIOPTHBIN TCP, UDP
HOBKH HaJIE)KHOTO (Transport) ypoBeHb
COCIMHEHUS] MEXY
neyms TTK
OmnmuceiBaercst Mmapur- | Ceresoit (Network) IP, ARP

pyTtuzamus uHpopMa-
IIUH TIPH B3aUMOICH-
crBuu I1K

YpOBEHb

OrnpeeneHune CUH-
XPOHU3ALUN KOMMY-
TaIUA U YIIPaBICHUS
OIIUOKaMHu

Kananbueiii (Data link)
YPOBEHb

dopmar ¢ppeiimoB
Etnernet-11

OnuceIBaeT HaIEKHOE
coenunenue [1K ¢
CeThIO0, pa3beMbl, Ka-
0enu, 3JIeKTPUIeCKUe
I/IM]'IyJ'[BCI)I u Hp.

Omsnueckuii (Physical)
YpOBEHb

CoennHeHne «BUTAs
napa»

Puc. 1. Mogenb npegcTtaBneHusi ceteBon Hdopmauum ISO-0SI

B oTnenbHBIX ciydasx psf peaau3alyil IPOTOKOJIOB HE cOOI0AaeT
YeTKUX IpaHul] pa3/ieleHus Ha onmucaHHble YpoBHH Moxenu ISO-OSI
(manpumep, T. Ilapkep [5] B pange caydaeB oTMe4aeT OTXOA OT CTaH-
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nmaproB nipu peanuzarnuu TCP/IP, myranuity Mexay KaHaIbHBIM U (pH-
3MYECKUM YPOBHEM M T.O.). Mbl He OynmeM, Kak MpaBmiio, (GUKCHPO-
BaThCS HA ATHX YaCTHOCTSIX.

EctecTBeHHBIM cITOCOOOM OpraHHM3alWy IepeaBaeMbIX JaHHBIX Ha
KaXXJIOM YPOBHE SBIISIOTCS TaK HAa3bIBAEMBIE «KOHBEPTBI», KOTJIa OCHOB-
Hasg WHQOpMAINUs BBIIECTOSALIETO YPOBHS MpPEACTABICHUs JTaHHBIX 00-
pamiiieTcsl AOMOJHUTENbHBIMUA JAaHHBIMU B Hayaje U KOHIIE IMaKeTa —
LIETIOYKH OJTHOBPEMEHHO TIepeIaBaeMbIX HH()OPMAIIMOHHBIX 0aiTOB.

VYxe W3 pacCMOTPEHHOTO SICHO, YTO WH(pOpMAIs KaKoTo-TuO0
YPOBHSI aBTOMAaTHYECKH HMCKIIIOYAeT CIIyXkeOHyro HH(OpMaIuio «00-
paMJICHHS» HUXKECTOSAIIMX YpoBHeH. B wacTHOCTH, MakcHUMalbHYIO
nH(OPMAITHIO O TIepeaBaeMbIX B CETH JaHHBIX, B ToM uncie MAC-
aZipec CO3JaBIIeH MaKeT HOJIbI, HECET TOJBKO KaHAIbHBII YPOBEHb.
DTO U SABJISETCS OCHOBHOM MPUYMHOM, MO KOTOPOH CpeacTBa HAaOIIO-
JICHYsSI TOJDKHBI OBITH PeaTn30BaHbl IMEHHO Ha 3TOM YPOBHE.

Heckompko €I0B 0 AMCHMITIMHE TEpeladyd NaKeTOB Ha KaHAJTbHOM
ypoBHe. Iloay4duB OT BBIIECTOALIMX ypOBHEH MH(OpMAINIO O HEOO-
XOOIUMOCTH II€pE€aaTb IaKET, KaHAJILHBIN YPOBECHL «MPOCITYyHIUBACT»
TEKyIllee COCTOSIHAE KaHasa, ¥, IPH €ro TOTOBHOCTH, BEDKUAAET HEKO-
TOpOE BpeMs, [IOCIIE YEro MbITaeTCs epeaaTh B KaHall IakeT, IPOoaoII-
J)Kasl «IIpOCIylIMBaTh» KaHail. Eciau OJHOBpEMEHHO ¢ mepenayeil Te-
KYILEro nakeTa Kakas-Tiu0o MHas HO/a TakyKe MBITAaeTCs Mepeaarh Ina-
KET, TAKO€ COCTOSIHME KaHalla Ha3bIBACTCS! KOJIM3HEH, B TEKyIIEM Ia-
KeTe HauuHas C 3TOr0 MOMEHTa BCe IepeJaBacMble OUTHI (HE MeHee
60) 3amensitorcst Ha 80h, W makeT cumTaercs HemepeaaHHBIM. Yepes
HEKOTOpOe BpeMsl MONbITKA Nepegadd moBTopsiercs. Bee amanrepsl
BOCIIPMHUMAIOT KOJUIM3MOHHBIN IaKeT, HO 0OBIYHO HE MOAAIOT €ro Ha
BepxHue ypoBuu ISO-OSI.

Bpemsi 3amepKku MexIy OOHapy)KeHHEM TOTOBHOCTH KaHala M
Ha4aJIoM Iepefayy y KaKIOoTro CeTeBOIo ajanrepa pasHoe, OHO ara-
paTHO OTpEAeIAeTCs KaK BEPOSTHOCTHBIN MPOIIECC. DTUM MOBHIIIACTCS
yCTOfI‘IHBOCTB KaHajia K KOJIJIU3USAM.

1.2. Ctpykrypa cereit IOMHU PAH

CymectBoBaBias Kk Haualmy paspabotku (1999 r.) ctpykrypa cetn
OMMU PAH wucroprdecku ciokuiaach AOCTaTOYHO CIOXKHOH. DyHK-
UMOHUpYs Ha Oa3e nonynsapHeix Ethernet-11/10-100Base-T, uto o3Ha-
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I'naBa 1. AHAIN3 M NOCTAHOBKA NMPOOJIeMBbI

YaeT MO CTaHJApTHBIM COIVIAIICHUSM NpUHAIJICKHOCTh K Kiaccy 01h
(Etherhet/IEEES802.3) n tuny untepgetica 1Ch (D-Link 16 bif), B
Hell ompenenéH OCHOBHOM CTaHIAPT UUPKYJIUPYEMBIX ITAKETOB Kak
mynbTuiiekcupoBanue Ethernet-II i IEEE-802.3 [5]. B cTpykTypy
CETH BKJIIOYEHBI HECKOJIBKO Pa3IUYHBIX ceTell kiaacca C, mMeeTcs psf
BBIJICICHHBIX CETMEHTOB Pa3lIMYHOTO PaHra ¢ BHYTPEHHEH aapecariu-
eif, DialUp. AzpecHoe NpOCTpaHCTBO CETH, NOAJCPKHBAaEMOE B
1999 r. ¥Y3nom LIDMU PAH, coctosmo u3 Tpéx cereit kitacca C ¢ pas-
JIUYHOM TOTOJIOTUEH M HECKOJILKUX (PparMEeHTOB CETH, BBIICICHHBIX B
CaMOCTOSTENIbHbIE CETMEHTHl. BHociaenacTBUM 3HAYUTEIBHOE YHUCIO
MOJIb30BaTelNel OBLIO IepeBeIeHO0 BO BHYTPEHHNH CETMEHT CETH.

B ocHoBHO#T cetnm 193.232.194.*/24, moMuUMO KOMIIBIOTEPOB
[IOMU PAH, npucyrctBoBano 3ameTtHoe yucio IIK npyrux opranu-
3aLM.

PaccmoTrpum mpeacrarnenne naHHbX B cetsx [[OMU PAH Ha ka-
HaabHOM (Data link) yposHe.

B nutepatype BCTpeuaroTcs pa3iUyHbIE OMHCAHMS CTAaHAAPTHOTO
Bunma QpetiMmoB cetn Ethernet-II (TpaguIIMOHHBIN BapHaHT MPEICTaB-
neH Ha puc. 2). Huxe ommcan Tak HaspiBaembldt cTangapt Novell
Frame, B KOTOPOM OTCYTCTBYET KOHTPOJIbHAsI CyMMa B KOHIIE MTaKeTa.
Nmenno stot dopmar cpoiictBeHeH KBC IIODMMU. C stuM ydeToM,
crannapTHeIi Bun kaapoB Ethernet-II Novell Frame nmeeT BUn, OT-
JMUYAIONINICS OT pHC. 2, TI€:

— «mpeaMOyIIoi» SIBIISIIOTCS Bceraa 8 0aiiToB: 7 OaHTOB cO 3Haue-
HreM AAh u ocnenuuii co 3HaueHueMm ABh;

— mpeaMOyJia CIYKUT MPOJOJDKCHHEM (DU3MUECKOTO YPOBHS H He
nepedaemcsi CETEBBIMHU aJalTepaMy Ha BBIMIECTOSIINHA, KaHATbHBIN
YPOBEHB;

— B CJIy4ae CEeTeBOW KOJIM3UH, T.€. KOT/Ia Ba Wik 0oJiee afanTepoB
MBITAIOTCS. OJJHOBPEMEHHO HayaTh Tepefady, KaXAbld U3 HUX, OHO-
BPEMEHHO C Tiepeqadell MpOCIynBas ceTh U OOHAPYKUB KOJUIH3UIO,
00s13aH BBIIATh B KaHAJ TOCIIEI0BATEIHLHOCTh U3 HE MeHee deM 60-Tu
Oaiit 80h u mpekpaTuTh Mepenady TEKyIIero rnakera (Mpu STOM MaKeT
BCE K€ BOCIPUHUMACTCS CETEBBIMHU aJlaiTepaMH M MOXKET OBITh Kak
TIepeIan, Tak U He TIepelaH Ha BBIIISCTOSIIHA YPOBEHB);

— BpeMs Hauaja CJIeIyIoNeil epeiadu Ipu IMyCcToM KaHalle B Teue-
HUE ONpEeNIEHHOTO IPOMEKYTKa BPEMEHHU OIPEIENIIeTCs CIyYaiHbIM
00pa3oM IO CIEeNHANbHOMY ajTOPUTMY, ammapaTHO «3alIUTOMY» B
IIaTy CETEBOTO aJamnTepa;
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— monie KoHTponbHOH cymMbl (KC) B KOHIlE MakeTa OTCyTCTBYET, a
MepeMeHHas 9acTh KaJpa MOXKeT cocTaBiATh oT 50 no 1500 6aiiTos.

8 OaiitoB | 6 OaifToB | 6 OaiiToB | 2 Oaiita | 46 + 1500 GaiitoB |4 Oaiita

[Mpeambyna |MAC- |MAC-SA |E-Type |Ilepemennoe Tesno KC
DA (dbpetima

Puc. 2. CtangapTtHbin Bug cppennma Ethernet-ll

Ha puc. 2 npuMmeHeHB 0003HAYCHUS:

MAC-DA — MAC-anpec HOIIBI HA3HAYCHHSI TTAKETA;

MAC-SA — MAC-aapec HOZBI, UCITyCTHUBIIEH MaKeT;

E-Type — onpeneneHHbIN psSaoOM COMIALIEHUH KOJ TUIA MaKeTa Kak
IBYX0alTOBOE IIEJI0E YHCIIO, TTO3BOJISIONIEe OJHO3HAYHO HHTEPIIPETH-
pOBaTh epeMeHHOoe Teno (peliMa WM OCTaBIIYIOCS YacTh MaKeTa;

I[lepemennoe Teno ¢peiima — coOCTBEHHO WHGpOpPMAIOHHASL
yacTh naketa, npudeM B cravjapte Ethernet IEEE082.3 B ee Hauane
MIPUCYTCTBYET IOTOTHUTEIBHOE CTIEHANBHOE T10JIE;

KC (xoHTponbsHas cymma) — 32-0UTHOE II€JI0€ YHCIIO, IO KOTOPOMY
yKe Ha KaHaJIbHOM YPOBHE MPEACTABICHUS NaHHBIX MOXHO CYIUTh O
TOYHOCTH BOCIPUHATOTO I[AKeTa; OTCYTCTByeT B BapuaHTe Novell
Frame.

Ecimu MAC-DA conepxut 3nauenne FFFFFFFFFFFFh, To o co-
TJIAIIEHHSIM CETH 3TO O3HAYAeT, YTO MAaKeT MpeaHa3HaYeH BCceM HOJaM,
KOTOpBIE BHIAT JTOT TakeT. Takod MeTox mepenadn WHGOPMAIHH
Ha3bIBACTCS WUpoKogewamenvtviM, Ui broadcasting. B sToM pexu-
Me HoJla 00BIYHO HH()OPMHUPYET BCIO CETh O CBOEM NPUCYTCTBUU B HEH
¥ MOXET COOOIINTH, B 3aBUCHMOCTH OT THIIA MaKeTa, KaKhue-I11u00 WH-
JMUBUyaJIbHBIE XapaKTEPUCTUKU: CETEBOE WMsI, OMHCAHHE, SBIACTCA
U HOAA CEPBEPOM, MMEET JIM pa3AeiiieMble PECypChbl U MHOIO€ JApY-
roe. CeTeBbie ajanTepsl, BCTPETUB TaKUe MAKETHI, 00S3aHBI IIepeaTh
WX Ha BelecTosAmmi yposers [SO-OSI.

be3 orpanmuenus oOmHocTH, Bce mpoume 3HaueHus MAC-DA
03HAYAIOT KOHKPETHBIM (H3WUecKuil wim BUPTyanbHBIH MAC-ampec
PC-nonmydarens, © Takue MakeThl B HOPMAaJIbHOM pPEXKHME PabOTHI
MPOITYCKAIOTCSl CETEBHIMH aJaNTepaMyd Ha BBHIIMIECTOSALIUN ypOBEHBb
TOJIBKO B T€X ciydasx, koraa npuHsaTeli MAC-DA cooTBeTCTByeT UX
cobctBerHOMy MAC-anpecy nmubo crienuaabHO COOOIIEH BEHIIECTOS-

14



I'naBa 1. AHAIN3 M NOCTAHOBKA NMPOOJIeMBbI

LIIMMHU YPOBHSMHU CETEBOMY aJanTepy Kak BUPTYalbHBIA aIpec MOJy-
garens. Takoii MeTox nepenaun HHGOPMALMH HA3BIBACTCS unicasting’.

Takum 00pa3om, cTaHAAPTHBINA BHJ HAOIIIOJIJAEMOTO ITAKEeTa B CETAX
LH5MU PAH moxeT OBITh 0TOOpaKEH pHC. 3.

6 GaliToB 6 GaliToB 2 Oaiita 46 + 1500 GatitoB

MAC-DA MAC-SA |E-Type/ dnuna |IlepemeHHOE TElIO makeTa

Puc. 3. PopmaT peanbHO HabngaeMbIX NakeToB
B cetu ULOMU PAH

Pazymeercst, KOHKpeTHBI BHJ U Ha0Op HIMPOKOBENIATEIHHBIX Ma-
KETOB CYLIECTBEHHO 3aBUCHUT OT ycTaHoBieHHoro Ha IIK cucremnoro
MareMatudeckoro obecmederus (CMO) — omeparioOHHONW CHUCTEMBI,
CETEBBIX JpaiiBepoB, a A CIOXKHBIX coBpeMeHHbIX OC — U CeTeBBIX
ciyx0. s ycnosuii JIBC 1IDMU PAH, korna ogHOBPEMEHHO KC-
mwryarupoBanuch 1 MS-DOS, u daiincepsepsr Novell Netware 3.12, u
npaktrdecku Bee penm3bl Windows 3.1 / 3.11 /95 /OSR2 /98 /98 SE
/NTServer /NTWs-2000 /NT /7+, wuckmoyasi, KaXXe€TCs, TOJIBKO
Windows ME, — ucnyckanue mupoKOBEIATEIbHBIX TAKETOB Pa3HBIMHU
IIK neiicTByeT B pa3HbIX CTaHJapTax Kak IO MEPUOJUUYECKON YaCcTOTe
WCIyCKaHHUsA, TaK U [0 COCTaBY.

[Nomumo yxazanubix, B JIBC LIOMMU mnpucyTcTByeT Takxke psj
JIPYTUX THUIIOB MAaKETOB, OCHOBHBIM M3 KOTOPBIX ABJSIETCS MAKET CTaH-
napta IEEE802.3 — B »ToM cTanmapte, COOCTBEHHO, U paboTaina Jio-
KaJlbHas YacTh BBIYUCIUTENIBHOW ceTu c (aiiceppepamu Novell
Netware 3.12. Ot paccmorpenHoro Boie nakera Ethernet-II nakeTs:
IEEES802.3 otnuuatotcsi TeM, 4TO BMECTO Kojia makera B nosie E-Type
Haxomutcs JuinHa naketa. @upma Novell Netware, kak U HEKOTOpBIE
JpyTHe, B CBOE BPEMs MMOTOPONUIACEH BBITYCTUTh Ha PHIHOK MPOLYKTHI
¢ codcTBeHHBIM (opmaroM makeToB IPX, mompocTy mpoUTrHOpHUPOBaB
MEXIYHApOIHbIE PEKOMEHIANNHY. .. TUIO/IBI Yero J0JT0e BpeMs HaOIo-
nanmuce B JIBC IODMU PAH, B xoTopoif HCHONB30BaJNCh Kak pa3
ycrapesmune nakets! THna IEEE802.3, He cooTBeTCTBYOINE MEKIY-
HapOJIHBIM PEKOMEHAALMSAM, HE HMMEIOIINE KOHTPOJBbHBIX CyMM, HE
OOBSABIICHHBIE B OOIIENOCTYNMHOW NOKYMEHTAllUd W, C IOSBICHHUEM
Bepcun Nowell Netware 4.X, gaxe yxe HE PEKOMEHIyeMBbIE CaMOi

2 Tocbuika makera o BUPTyalnbHOMy IP-ampecy uacto massiBaercs multicasting u
npeaHa3HayeHa Juisl TPYIIbl HOA, 00beIMHEHHBIX 00IIel nenblo. Mbl He OyaeMm 3To
paccMaTpHUBaTh 3/1€Ch.
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dbupmoit Nowell Netware (!), HO Oojee KOPOTKHE TIO JJIMHE U TEM ca-
MBIM 00Jiee «IKOHOMHBIE)» B CETH.

Takum oGpazom, nmomumo MAC-ampecoB, OCHOBHOH IMpoOIeMoit
WIeHTHU()UKANNY TTaKeTOB, MPHHUMAEMBIX Ha KaHAJHHOM YPOBHE, SB-
JISIeTCS MHTEpIpeTanys 3HadeHus oyt tuama maketa E(thernet)-Type.
Psan 3mauenuii E-Type craHgapTH3sMpOBaHO Ha MEXIyHapOAHOM
ypoBHe, Takue, kak 0800h® (IP), 0806h (ARP), 8137h (Ethernet/IPX,
He mytatb ¢ IEEE802.3/IPX!). [lng HEKOTOPHIX MAaKeTOB KPYITHBIX
MPOM3BOJUTENEH W3BECTHBI MX ompenesiomue koapl. OqHako, B 00-
ieM ciiydae JAeWCTBYeT corfaiieHue, mo kotopomy eciu noie E-Type
conepxkut 3HaueHne meHee 150010=05DCh, To 3T0 mone ykas3pIBaeT
peanpHyI0 IuHY octaBmieiics dactu maketa tuna IEEE802.3, a ecnm
Oonee — To 9TO KO THMNA nakeTa s maketoB Ethernet-11.

O6patum ocoboe BHUMaHHE HA TO, YTO OTCYTCTBHC CAWHOTO CTaH-
JapTa Ha IpUHUMAaeMble TaKeThl y)Ke Ha KaHaJIbHOM ypOBHE IPHUBOIUT
K BechMa jaineko uuaymmm nocieactsusM: Bce [IK cetu o0si3anbl
MMETh, IMOMHUMO CTaHJAPTHEIX MPOTOKOJOB, COIPOBOXKIAEMBIX KOH-
TPOJBHON CyMMOH YK€ Ha KaHAIBHOM ypPOBHE, TOJJIEPKKY yCTapeB-
mux tunoB Ethernet Novell Frame u IEEE802.3, uto npuBoaut k
3HAYUTEIFHBIM MaJOOTPABIAHHBIM PAacX0JaM KOMITBIOTEPHBIX Pecyp-
coB. Bompocel cTaOMIbHOCTH PabOTHI CETH M €€ MEePErpy3KH B ITHX
YCIIOBUSIX JOJDKHBI OBITH MCCIIEIOBAHBI OTAEIBHO, YTO U OBLIO CIETIaHO
B XO0JI¢ HCTIOJTHEHUSI JAHHOU Pa0OTHI.

Ha cereBoM ypoBHE IMPOUCXOOUT UHTEPIPETALMS MO TUIMAM IUP-
KyJHPYIOIKX B CETH MaKeTOB. Bo Bcex peanm3anusix BBIXOJOM HMMEH-
HO 3TOTO YPOBHS sIBJIsieTCSl MH(GOpPMAaIUs OT COOTBETCTBYIONIMX JIpaii-
BEpOB; CTajo ObITh, HY)KHO 3HaTh, KAaKOMY JpaiBepy JOJDKEH OBITh
mepenaH TakeT IS €ro WCIOJb30BaHMs. PaccMoTpum miis mpumepa
OIIMH W3 HamboJiee 4acTO HCIIONB3YEMBIX (B TOM dYHCIE, pa3yMeeTcs,
onuH u3 ocHOBHEIX U s JIBC IDMU PAH) gopmaros IP.

Ha puc. 4 npencrasnen dopmar [P-3aromoBka, T. €. IepBoi, a OBITh
MOJKET, ¥ STMHCTBEHHON COBOKYITHOCTH IIOJICH, M300paykeHHOM cCXeMaTH-
4yecku Ha puc. 3 nox Ha3BaHueM IlepemenHoe Tesio maxera. Hamomumm,
yro 1711 Beex npotokonioB IP B mone E-Type crout 3nauenue 0800h. [a-

3 3nech M Janee HaMMCaHWE MHOTOOANTHON MIECTHAAUATHPMYHON MIIM JECATHIHOM
KOHCTaHTHI JIJAHO COTJIACHO MEXAYHApPOJIHOMY CTaHIApTy Mepenavyd WH(opMaiuu B
CeTsIX, KOTJa MEepPBbIM B MAKeTe MepenacTcs crapiinii 6air. Pasymeercs, 3to oTnnya-
€TCSl OT MALIMHHOT'O BU/Ia ATUX KOHCTAHT B MAMATH KOMIIBIOTEPA.
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I'naBa 1. AHAIN3 M NOCTAHOBKA NMPOOJIeMBbI

Jiee B TIaKeTe CJIEAyeT 3aroJIOBOK MEPEMEHHOI, B 00IIeM ciTydae, JUTHHBI,
a BCJIEJ 3a HUM MOJKET CJIEJIOBATh, @ MOXKET M HE ClIeJ0BaTh camo Teio IP-
[MAKeTa C JaHHBIMU.

8 ur | 8 ur 8 Bt | 8 fur
Ver | IHL | Type of Service Total Length
Identification Flags |  Fragment offset (13 bits)
ITL [ Protocol Header checksum

Sonrce IP-Address
Destination IP-Address
Options (IlepeMeHHad quHHal) | Padding (LlepemerHas amuHal)

Puc. 4. ®opmar 3aronoBka IP-naketoB

[losicanM 3Ha4YeHHsT HEKOTOPBIX M3 TOJIEH 3aroJioBKa M, MOITYyTHO,
TexXHUKy 00paboTku nakeroB TCP/IP cymecTByommmMu gpaiiBepamu.

Ver — HOMEp BEepCHH CeMeWCcTBa MPOTOKOJIOB, 00bIYHO 4h, cyte-
ctBytomue npaiisepsl TCP/IP mpoune 3HaueHue HE paccMaTpHBAIOT
TaKue 3aroJl0BKH MOMPOCTY 0TOPAChIBAIOT .

IHL — nnuna 3aronoBka B 32-pa3psiAHBIX CIOBaX, T. €. JJIMHA KaXK-
JIOTO 3arojoBKa 00s3aHa OBITH KpaTHOW 4M OaliTam; caMblii KOPOTKHUI
3aroJIOBOK cocTouT u3 20 OaiT.

Total Length — obmas nmnmuna [P-gatarpamMmel (To ecTh 0e3 moJei
KaHAJILHOTO YPOBH:), BKiIfouas IP-3aromoBok. TeopeTnaeckn BO3MOXK-
Ha JJIMHA JaTarpaMMbl B 65535 6aiiTOB, OJTHAKO B CETH, KaK MBI TIOM-
HUM, Ha Bech [P-3arojoBok IuIIOC JaHHBIE OTBOAMTCS He Ooiee
1500 batiTosB.

Identification — yauKanpHBIA HOMEp, B3ATHIN C BEPXHETO YPOBHSI.
VIMeHHO 3TO YKCIIO OTBEYAET 32 TO, YTOOBI JaHHBIC 3aTIOTHSIN HYKHOE
13 OTKPBITBIX OKOH NPH MPOCMOTPE HECKOJBKUX WWW-CTPAHHI] OJTHO-
BPEMEHHO.

Fragment offset — cmenieHre 1aHHBIX, IPUKPETIJIEHHBIX B 3TOW Ja-
TarpaMme, OT Hayana (parMeHTa, MaKCUMallbHas IJIMHA KOTOPOTO
65535 OaittoB. IMEHHO 3TO 3JI0CYACTHOE I10JI€, TOYHEE, HEUYETKOCTD
€ro BO3MOXKHOH WHTEpIIpeTanuy, AajJo0 BO3MOKHOCTh JJIsi MHOTOYHC-
JICHHBIX W Pa3sHOOOpPAa3HBIX aTaK Ha CEepBepa, BBIBOAALIMX W3 CTPOS
npaiteepsr TCP/IP [10].

Protocol — conep’uT KOJ MPOTOKOJA TPAHCIIOPTHOrO ypoBHs. MH-
¢opmannonnsiM 1ieHTpoM HWHTepHeta (InterNIC) mnpemycMoTpeHsI
okono 50 xonoB. TCP, k npumepy, umeet Homep 6, ICMP — 1.

4 B COBpPEMEHHBIX CETAX BCTPEYAETCS HOBBII MPOTOKOJ Ipv6, co 3HaYeHHEM 6 B 5TOM
rnoue.
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CeTeBoii MOHUTOPHHT. MeTO/IbI U CPEICTBA

Header checksum — koHTponbHas CyMMa 3arojioBKa, TOMIOJIHU-
TeNbHas MPOBEpPKa KOPPEKTHOCTH NepedaHHoro kazapa. Ilpu necosma-
JICHUH KaJ[p 0TOpackIBaeTcs qpaiBepaMH.

Options 1 Paddings — HeoOs3arenpHBIC MONS oMM (Croma, K
MIpUMEpPY, MOXKET OBITH 3aIMCaH MapUIPyT MPH TPACCHPOBKE y3JIOB Ia-
KETOM) M 3alloJIHUTENsI, KOTOPBI 00ecreynBaeT AOJDKHYIO OOIIYyIO
JUIMHY 3arojIoBKa KpaTHOU 4M Oalitam.

Source IP-Address u Destination IP-Address — cooTBeTCTBEHHO,
WCXOAHBIN U pe3yibTupyromuii [P-anpeca B obmemupoBoii cetu MH-
TEPHET WJIM JIOKAJTHHON CeTH. DTH ajipeca OJHO3HAYHO HIICHTH(UIIH-
PYIOT Ha BCEX YPOBHSIX BBILIE KaHAJIBHOTO Kak KOHKpeTHbIN [1K, Tak u
KOHKPETHYIO OpPTaHHU3aINIo, B KOTOopoi yctaHosieH 3ToT 11K, Onan u
Te xe [P-agpeca o3Ha4alOT OAHO W TO K€ B JIOOOM MPOTOKOJE WU
ciyx0e Ha manHoMm [IK. Mmenno mo stomy anpecy (a He mo MAC-
aapecy!) maeHTU(UIUPYETCS UCXOMHBIM OTIPAaBHUTENh IMaKkeTa B 00-
IIEMUPOBOM CceTH. Pazymeercs, BHyTpU BHYTPEHHEH JOKAJIBHOU CETH
IP-anmpeca, kak yxe OBUIO CKa3aHO BHINIE, UACHTUUIUPYIOT JaHHYIO
HOZy CpeIH MpOYMuX, a MPH BBIXOJAE MmakeTra B MHTEepHET OyayT 3ame-
Henbl [P-anpecom poyrepa.

IP-anpec Ha xkoHKpeTHOM [IK MOKeT OBITH YCTaHOBJIEH ABYMS B3au-
MOWCKITFOUAIOIMMHU criocobamu. [lepBrIii M3 HUX 3aKiIFOYaeTcss B KOH-
KPETHOW YCTaHOBKE 3HAYEHUS apeca M pAga BCIIOMOTATENbHBIX 3HaYe-
HUIl B MOMeHT HacTpoiiku [IK crenuanucTomM iy MHSIMM ce0sl Tako-
BbIM. BTOpoii — mpeanonaraer HaauuMe aBTOMAaTU3UPOBAHHOM LIEHTpa-
nmu3oBanHON ciy:x061 DHCP (Dynamic Host Configuration Protocol —
MIPOTOKOJI JMHAMHUYECKONW HACTPOMKHU y3Jia, OOBIYHO yCTaHABIUBACTCS
Ha OJTHOM U3 CEepBEpOB), KoTopas B MoMmeHT BKiroueHus [1K u momco-
eIMHEHHS €T0 K cepBepy BbIIaeT eMy IP-aapec, HO Kaxkaplit pa3, BooOIIe
TOBOPSI, PA3HbIH.

VY kaxnmoro u3 BapuaHTOB HazHaueHus [P-agpeca ecTh kak nocCTO-
WHCTBA, TaK M HENOCTaTKU. HeTpynHO BUAETH, HAlpUMEpP, YTO €CIU
cepsep ¢ DHCP mo xakum-nmub0 mpudrHAM He paboTaeT, TO «IIo-
BHCHYT» Bce 0e3 uckimouenus [1K nokansHo# ceTn, naxe Te, KOTOPHIM
3TOT cepBep, BOOOIE-TO, OONbIIE HU3a4eM HE HYXKEH, KpOME 3TOro
camoro IP-ampeca’.. C apyroif CTOpPOHBI, CTeNeHb KBaNTH(pUKALUN
nosie3oBateneit [[OMU PAH, ocobenno mo 2000 roxa, Takosa (CM. 1o
aToMy moBoxy [11]), 4To 3a4acTyro BO3HUKAET JKEJIaHHUE CHEaTh dJie-

5 U emé HecKoJIbKUX CBA3aHHBIX MepeMeHHbIX — DNS, Macku ceTu u ap.
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I'naBa 1. AHAIN3 M NOCTAHOBKA NMPOOJIeMBbI

MEHTapHBIe BEIIM LEHTPaJIM30BAHHO BMECTO TOTO, YTOOBI OCTaBISTh
3TY BO3MOXKHOCTbH MOJb30BaressM. (Ecim 4To-To 1 MOXeT OCTaHOBUTH
TaKyI0 HEHTPAIHU3AIHI0, TO Pa3Be TOJIHKO MBICIH O TOM, YTO CaMO II0
cebe BBeneHne DHCP Bce ke HEe MCKITIOYUT BO3MOXKHOCTH TOJB30Ba-
TeNAM BPYUYHYIO BBECTH SsIBHbIM I[P-ajpec, kak M TNpPOYUE CETEBbIC
HacTpoiiku [1K.)

PeanbHbIil BBIXOJ B 3TOM cHUTyaluu MOKa3ano BpeMsa. B MomeHT
HamvcaHus gaHHou paboTel Ha Beex 1K, nmeromux obmemuposoii 1P
B cetn kimacca C, Bce 3Ha4YeHUs mapamerpoB mnpotokoioB TCP/IP
yctaHaBiuBaioTcs Bpyunyto. Takux [IK otHocutensHo HemHoro. Ha
Bcex ke [IK BHyTpeHHHX JTOKaJIbHBIX CETe poyTep MEXJIy BHYTpPEH-
Hel 4acThI0 U BHEUTHEW ceThio cHa0XEH ciryx00if DHCP, Tak uto BBI-
nenenue [P-anpecoB HaXxoAWTCSA BO BIacTH CUCTEMHOIO aMHHHUCTpPA-
TOpa COOTBETCTBYIOIIEH BHYTPEHHEN CETH.

Heckonbko coB CTOMT cKa3aTh 00 yCTPOWCTBAX, OOBEIMHSIOMINX
KOMIIBIOTEPHI U CepBepa B eIMHYI0 ceTh. [IpoBoiHOE coenHeHne «BU-
Tas mapay», BOOOIIEe TOBOpS, COCAUHSET JBa CETEeBHIX aaanrtepa. Jlms
COCTMHECHHSI HECKOJIBKUX pabounX CTaHITUH MeXmy coO00i HeoOXOomu-
MO HCIOJIb30BaTh KOHIEHTPATOPBHI.

Xab — yCTpOHCTBO-KOHIIEHTPATOP, UMEOIEe HECKOIBKO CETEBBIX
moptoB (5, 8, 16, 24 u T.1.), KOTOpOE KaKIbIi MPUHATEIA Ha JTFOOOM
MOPTY CETEeBOM MaKeT MYJbTHUIUIMIUpYyeT 0e3 W3MEHEeHW Ha Bce
octanbHble MOPTHL. Mcmonb3yercss st 00beJUHEHHsS] BceX padoumx
CTaHIIUH B elInWHYI0 ceTh. Pabotaer Ha ¢usuueckom ypoBHe ISO-OSI.
ConepxuMoe MyJIbTHILIUIIIPYEMbIX MTaKETOB HE aHATU3UPYETCS U He
BHUJIOU3MEHSETCS.

CereBoil KOMMYTaTOp, WK CBUTY (aHria. Switch) — coBpeMeHHBIH
BapHaHT Xxa0ba, B KOTOPOM Iepeava makera Ha ApyTrue TMOPTHI HCIIOIN-
HSETCS B 3aBUCHMOCTH OT THITa TIaKeTa: MMPOKOBemarensubie (broad-
casting) makeThl MYJbTUIUIMLHUPYIOTCS Ha BCEX IMOpTax, unicasting-
MaKeThl TPAHCIUPYIOTCS TOJBKO Ha TOT MOPT, K KOTOPOMY TOACOEIH-
HEHO ycTpoiicTBo, mMeromee MAC-anpec Ha3Ha4YeHHs MakeTa (ecin
TAKOBOW HEM3BECTEH — TPAaHCIAIMS UAET Ha Bce mopThl). KommyTtaTo-
pBl paboTaroT Ha kaHanbHOM ypoBHE ISO-OSI. «IlponBuHyTHIE» KOM-
MYTaTOpPbl UMEIOT Ha MPOIINBKE MaTeMaTHYeCKoe obecreueHrne, KOTo-
po€e TMO3BOJSAET YNPaBIATh KOMMYTAaTOPOM IO CHELHAIbHOMY IMPOTO-
KOJIy, TTO3BOJISASI, B YaCTHOCTH, pa3pemiaTh WK 3ampeliaTh MOJKIIYe-
HHe Toro wiu uHoro (mo MAC-anpecy) yCTpocTBa K TOMY HIIM WHO-
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CeTeBoii MOHUTOPHHT. MeTO/IbI U CPEICTBA

My TIOPTY KOMMyTaTtopa. PakTHIeCKH, TaKHe KOMMYTAaTOPHI SBIISIOTCS
YCTPOWMCTBAaMH yXKe He KaHAIbHOTO, a ceTeBoro yposusa [SO-OSI.

MapmpyTtuzatop (MHOTa payTep WM pPOyTep — aHII. router) —
CHETMaTN3NPOBAHHBI KOMIBIOTEP, KOTOPHIH TIepechlIaeT IaHHEIE
MEXIy TMOpPTaMH, COEAMHEHHBIMU C Pa3ITUYHBIMH CETMEHTAMH CETH,
COTJIaCHO TabJHLaM M MpaBWjaM MapHIpyTH3alud. MapipyTH3aTOPEI
pabotaroT Ha cereBoM ypoBHe mozaenu ISO-OSI. Ilpu nepecpuike ma-
KETOB JTAHHBIX MEXIy Pa3NUYHBIMU CETMEHTaMH CETH BCETJa MEHSET-
cs1 MAC-aapec otmpasutens Ha MAC-aapec mopTa MapIipyTH3aTopa,
HCITYyCKAIOIIEro MakeT, HO 0OBIYHO MeHseTcs Takke U [P-agpec makera
Ha TPHUHATHIA B NMpUHUMAaromed cetn. TabOimuIia MapipyTH3aluA MO-
KeT ObITh CTaTUYECKOH (BBOAWMOM BPYUYHYIO aIMHHHCTPATOPOM CETH)
WM IWHAMHUYECKO#, odopmisieMoli Ha OCHOBE CIIEIHUAIbHBIX MPOTO-
KOJIOB. B mocnemHne ronel MHPOKO pPacHpOCTPaHEHBI POYTEPHI IS
JOMalIHUX CeTel, MMEIoIne, KpoMe MOpTa BXO0Ja M MOPTOB BBIXOJA
JIBC, taxxe amantep mis Wi-Fi. Anmapar mommenst [P-aapecoB ¢
BHYTPEHHHUX Ha BHemHue u ooparHo HasbiBaeTca NAT (Network Ad-
dress Translation).

Takum 00pa3oM, C MOMOMIBIO PAacCMOTPEHHBIX YCTPOHCTB (OpMHU-
pyercs KBC npennpusaTus uim rpynisl NpeANpUsITHNA, KOTOPast MOXKET
OBITH BECbMa CJI0KHOM, COCTOS M3 HECKOIbKUX cermeHToB JIBC.

1.3. OcHOBHBIE H3MepsieMble IapaMeTpbl CeTH

Jlerko 3aMeTuTh, 4TO yk€ B HazBaHuu cetu Ethernet-1l/10Base-T
MIPUCYTCTBYET OJMH M3 OCHOBHBIX MapaMeTPOB ITOH CETH — CKOPOCTh
nepenadyn HHGOpMAIHH, KOTOPYIo OyAeM OIpenesTh Kak Yucio Oai-
TOB, MEPEIAIONINXCS 110 CETH B CEKYH[y. B BHIIIEYTIOMSHYTOM Ha3Ba-
HUU ceTH 3HaueHne 10 o3HadaeT «IecaTh MerabuT B CEKyHIY» M TIPH-
CYTCTBYeT KaK TeXHW4YecKuil mapameTp. Kak Mbl Buenu BbIIIE, peab-
HO B CETH BCETJa MPHUCYTCTBYIOT CIeUUalbHbe OUTHI Hayala makera,
CYIIECTBYIOT M HEOOXOJIUMBIE TEXHOJOTHMYECKUE HHTEPBAIIBI MEXIY
MaKkeTaMu, TaK 4TO peajbHas MpeelbHas CKOPOCTh mepeaadn nHhop-
Manuu B 10-MeraOMTHBIX CETSAX BOBCE He 3KBUBajeHTHaA 10MOwuT/Cc =
1.25 Mbaiit/c, a cocTaBiseT CylecTBeHHO Ooljiee HU3KOE 3HAUCHUE B
nepeaenax 700+800 Mbaiit/c.

OpHaKo, U MPU TaKUX 3HAYCHUSX BEChbMa BBICOKO YHUCIIO CETEBBIX
kosutu3uid. [lpunstoit Hopmoit 100%-Hoii 3arpy3ku 10MOuT/c-cetn
cuutaercs ckopocts Vep=600 MbBaiit/c.
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BropbiM uHTEpECYIOIMM MAapaMETPOM CETH sBJsieTcsl Ypak — uncno
[IAKETOB, MEpPEeIaHHBIX 3a MHTepecyroniee Bpemd. [Ipudem, B 3T0 49mcio
YK€ HE BXOJAT CUTyallul CETEBBIX KOJUIM3HUM, XOTS HE KaXIbIi IpOLIe-
mui 10 ceTr 0e3 KOIM3WH TMaKeT ayTeHTHYEH: MOXKET CIYUHUThCS ellle
HECOBII3IEHHE KOHTPOJIBHON CyMMBI M3-3a MCKQKEHHS OTJEIBHBIX OUTOB
npu nepenade. COOTBETCTBEHHO, MPEJICTABISIET UHTEPEC U aOCOIIOTHOE
3HaueHue Yhytes oopema nepenanHoN HHQOPMALIUHL.

Crenyiomum HHTEPECHBIM MTapaMeTpoM SIBIISIETCST Yucio Hon Necomp
B CETH B KaXK/IbIi MOMEHT, TOUHEe, akTUBHBIX ceTeBbIXx MAC-aapecos.

B nensx ananusza tpaduka MHTEPECHBI JaHHBIE O MPOXOJSAIINX I1a-
KeTaxX W MUCTOJIb3yeMBIX MPOTOKOJIaX KaK OOBIYHBIX, TaK U HMIMPOKOBE-
IaTeIbHBIX.

Hakonen, ocoOblii MHTEpPEC MPEACTaBISCT BO3MOXKHOCThH MOJyYe-
HUA WHGOPMAMH O HEoOpabOTAaHHBIX CTAHIIMECH HAOIOMCHUS, «IIPO-
MyIEeHHBIX» TakeTrax (namee Npak) W, COOTBETCTBEHHO, MX 0O0IIEM
oobeMe Nbytes, TOCKOJIIbKY HMEHHO 3Ta BO3MOKHOCTH 3aJ1araeT OCHO-
BBl OOBEKTUBHOTO AaBTOMATH3UPOBAHHOTO aHalu3a JJOCTOBEPHOCTH
MIPOBOIUMBIX MCCIIETOBAHUI.

COOTBETCTBEHHO, KOJUIM3HOHHBIE MakeThl OyAyT 0003HAYaThCS
Epak n Ebytes.

Jia OuyinHTa MHTEpECHBI 3HadeHHs 00BhEMOB mpuHATOrO M3 WH-
tepHeTa Internet-From w BeinymeHHoro B MutepHer Internet-To
JTaHHBIX.

1.4. N30paHHbIi METOJ HCCJICJOBAHNS CETEBbIX IOTOKOB

B nanHOM paszerne OyayT pacCMOTPEHBI OCHOBHBIE COCTABISIOIINE
METOAa — TOIMOJIOTUSI MCCIEIyeMOH CEeTH, CPEACTBA IMOJYUYCHUS WH-
dbopmanmm 000 BCEX CETEBBIX MaKeTax W KOH(GUTYpaIus TeXHHUSCKUX
CpeICTB HAOIIOACHWSI.
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1.4.1. Tonosnorus uccjaeayemMoii cetn

Tonmonorus KBC IIDMU PAH B 1999 r. umena HEOTHOPOIHYIO
cTpykTypy. OCHOBHasg 4acTh paOO4YMX CTaHIMK ObUIa COETUHEHA II0
«3Be3/ie» depe3 xalwl ¢ (aiin-cepepamu Novell Netware, cepBepamu
obecnieyeHus foctyna B VIHTEpHET U KOMMYTAaTOpPOM JOCTYNa K OITO-
BOJIOKOHHOH CETH COeIMHEHMSAMH «BHUTas mapa». THIl TaKeTOB B CETH —
Ethernet-1I. OTnensHBIME CETMEHTaMH CETH CYIIECTBOBAIN MapIIPyTH-
3aTOp KOMMYTHPYEMBIX JIMHHUHA JOCTyIa U HEKOTOpBIE APYTHE CTPYKTY-
pBL. be3 orpanudeHust 0ONTHOCTH, TaKas CTPYKTYpa MOXKET OBITh TIOA00-
Ha puc. 5.

Kak ormeueno B [12], mpu Takoil Tomonoruu GpuU3N4IecKu BCe ceTe-
BbI€ a/1anTephl BCEX HOJA OCHOBHOI'O CETMEHTA CETH B aJPECHOM IOJie
193.232.194.*/24 uMeroT BO3MOXKHOCTh IPHEMa JIFOOOTO TaKeTa CEeTH
Ha KaHaJbHOM ypoBHe. [IprucyTcTByloliee MaTeMaTniyeckoe obecrnede-
HHUE KaHaJIbHOTO YPOBHS OTCOPTUPOBBIBAET ISl JaJbHEUIIErO UCTIOJb-
3oBaHus Ha kaxaoMm [IK makersr oOmiero HazHaueHus (broadcasting) u
T€ TaKeThl, KOTOpBIE MpeaHa3HavYeHbl ISl KOHKpeTHOW Hoxabl. Iloce-
nyromue ypoBHH OSI-MoJenu UMeIoT Jeo C yKe OTCOPTHPOBaHHBIMHU
yKa3aHHbIM 00pa3oM MakeTaMH, BBLACTSIS U3 HUX Aajiee MaKeTbl HyX-
Heix TENOB (IP, IPX u np.), opranuzys TCP-cT3Kk, ceaHCHI CBS3U U pea-
JU3ysl Bce BhIIIECTosALIMe ypoBHU Moaenu [SO-OSI.

OpHako, Kak psill CIeUUaNbHBIX ApaiiBEpOB CETEBBIX KapT B TaKUX
OC, xak UNIX BSD, Tak u HEKOTOpbIE ApaliBEpbl APYIUX ONEpaOH-
HBIX CHCTEM MOTYT MMETh TaK Ha3bIBaeMblii pexuMm Promiscuous
Mode, B KOTOPOM Ul UCCIIEAOBATEIbCKUX HMJIM OTIAJOYHBIX Liesei
pa3pelIeHo NMPOXOXKIEHNE 6cex HAOII0NaeMbIX NMAKETOB HA BBILIECTO-
AIAH ypoBeHb. JTa (YHKIMS M3BECTHA KaK YacTh PEKUMOB HHU3KO-
ypoBueBoro nakerHoro PC/TCP FTP-npaiiBepa ynpaBieHUs] CETEBBIM
agantepoM B MS-DOS. Dtu cpeactBa 00bsIBICHB HEKOTOPBIMH OTe-
yecTBeHHbIMH aBTopami ([13]) kak Xxopoiio u3BEeCTHBIE, a MX HCIIONb-
30BaHUE CYUTAETCS KpailHe OMacHBIM I CETH.
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HuTtepHeT

OeaTpainakti xad

El

Xad 2ro Xad 2loro
ITAKA ITAKA
——] "]
— IIK — IIK
J— —
[ mx —{ mx

Kﬂ.\[]’lhmTEPh[ Ha 3Taxali

Puc. 5. HauanbHasa cxema coegnHeHus komnbroTepos LIGMU PAH

Ha puc. 5 oquH U3 KOMIIBIOTEPOB BBIJETIEH CIIpaBa ¥ IOMEYEH CUMBO-
namu «HC» (Habnronmaromiasi CTaHIKUS) — 3TO UMEHHO TOT BBIJCICHHBIH
1K, Ha KOTOPOM YCTaHOBIIEHBI CPEICTBA HAOMIOACHHS CETEBBIX MOTOKOB!
MS-DOS 6.22, ykazauusblii Hixe cetepoii anantep NETGEAR FA310™,
paboTaroniii B pexuMe TOIy9IeHHs BcexX makeToB (Promiscuous Mode),
W IIporpaMma CeTeBOro MOHUTOPHUHTA.
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1.4.2. U3BecTHBIE CPeICTBA CETEBOI0 MOHUTOPUHIA

Cpenu U3BECTHBIX K Hayany paszpabotok no ananuzy JIBC paznmu-
HBIMHU TIpUMEpaMHU PEUICHUS OTACTBHBIX 3a7]a4 MOHUTOPUHTA U ayanuTa
MOTYT CIY>KHTh LIeJIEBbIE TAKEeThl: HU3KOYPOBHEBBIH H OYECHBb JTIOPOTOMH
Spectroum ¢upmsl Cabeletron (UNIX), Becbma cinoxubiii OpenView
dupmer Hewlett-Packard, pymeiackuii PeepNet m maxe OTIOeNTbHBIC
koMauael UNIX (snoop, atp -a, tepdump B BSD u pan npyrux) umu
Windows/9x (NETSTAT.EXE u ap.).

Hexotopsle cpenctBa monutopmHra IP-tpadmka JIBC mpucyT-
cTBYIOT B MapupyTtu3aropax Cisco [14] (komanna show ip traffic, a
TaKKe Crenu(uuecKue CpeicTBa OTJIANKH), OJHAKO B OOJBIIMHCTBE
CllyyaeB 3TH BO3MOXXHOCTM HauOoliee MPUIOAHBI ISl CTATHCTHKH,
ICMP-coo0miennii 1 BecbMa OTPAaHUYCHHOI'O IO BPEMEHH M O0BEMY
IpOCMOTpa peanbHbIX [P-makeTos.

W3BecTeH Takke HEUCUHCITUMBIN Psifl MOMYJISPHBIX XaKEPCKUX pas-
paboTOK, OPHEHTHPOBAHHBIX TJIABHBIM 00pa30M Ha BHUIABIMBAHUE I1a-
poneii Dial-Up u Novell NetWare, BeiBeneHue u3 neictsus aiin-
cepBepoB Novell ¢ npucBoeHreM MpaB CymnepBH30pa, MHOTOTHUITHBIX
aTak Ha cepBephl Sun, MOMBITOK YTEHUS Ty KO IMOYTHI U TIp.

B mocnenane 10 ner moOaBmiics psim pa3pabOTOK, «BBUIABIHBAIO-
mmx» makeTsl co cpeaHux yposHel I[SO-OSI. Iupoko u3BecTHas
yruiuta tepdump no3Bosser BuaeTh cereble naketsl TCP/IP. Iomy-
YUBIIasg B TOCJEIHEE BpeMsl HE3aCIY)KEHHO BBICOKYIO H3BECTHOCTH
yrrnuta WireShark, nosunnonupyromas ceds Kak 3HaTOK COTEH ce-
TEBBIX MPOTOKOJIOB, AEWCTBUTEIEHO, OTPAKAET MHOTHE CETEBBIC MTaKe-
THI — HO, K COXaJIEHUIO, TOJIBKO KOppeKTHBIE. B TO ke Bpems, pery-
JSIpHO HAOMIOAAIOTCS Cllydau, KOTJa M3-32 HEKaueCTBEHHOH paldoThI
unu cboeB cereBoro amanrtepa Hexotoporo IIK wmm cepepa B ceThb
MOCTYTAIOT MAKEThl C «OOPE3aHHBIMY» HAYaJIOM, BCICIICTBUE YETO OKa-
3BIBAIOTCSl CMEIIEHHBIMH BCE MOCeAyIomue moist. Takyio CUTyaruo
WireShark orcieanTs HE B COCTOSIHHM.

Kaxxnoe u3 3Tux cpeactB nubO MpeocTaBisieT Y3Ko crenuduiu-
poBaHHYI0 MH(POPMAIIHIO, JTU0O0, SBIAIACH CIOXHBIM U BEChMa JJOPOTO-
CTOSIIIUM KOMMEPYECKHM MaKETOM, OPUEHTHPOBAHO OISATH-TAKH Ha
cnenudrUecKue 3a7adn pemeHus IpodaeM B3auMOJISHCTBHS KIHEHT-
cepBep, yCTpaHeHUs (PU3NIECKUX TIOMEX, yIPaBICHNE CEThI0 C ITOMO-
IIBI0 yCTaHOBIIEHHBIX Ha Kaxknoit IIK arentor (OpenView), moctpoe-
HUE BUPTyaJbHBIX ceTell (Spectroum) u MHbIE 3a/1a4H.
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Bwmecte ¢ TeM, HU OJJHO HE JAET MOJHOTO KPYIJIIOCYTOYHOTO aHa-
nmm3a Tpaduka ¢ BOZMOKHOCTAMHU JOMOIHUTENFHOTO BBIACIEHHS €T
KOMITOHEHTOB TI0 MHTEPECYIOIINM IT0IPa3ICICHUSIM, JIa00paTOPHSIM,
otnenbHbIM [1K 1 monp3oBatessM, a TakkKe BRIOOPOUYHOU (uKcarmen
Ha HDD.

1.4.3. CeTeBble aganTepsl ¢ 0COOBIMH CBOIICTBAMHU

IIpoBenennsie B koHIe 1999 r. necsaTKH 3KCIIEPUMEHTOB C Pa3HbIMU
CETEeBBIMH aJanTepaMu U3 4mcia ucrnonb3dyembix B IOMU PAH mos-
BOJIMJIM TOJ00pPAaTh MOAbKO OOUH CETEeBOW aaamnTep, a UMeHHO Bay
Networks Netgear FA310"™ 100Base-T Fast Ethernet PCI-Adapter,
U eduncmeenHovlti npaiBep (coorBercTtBeHHO, Packet Driver for
NETGEAR FA310TX Fast Ethernet PCI Adapter Ver. 2.08
(970108)), peanpro naromuii Promiscuous Mode B Extended-pexume
npu ucnosibzoBanuu B MS-DOS 6.22. Boiniee Toro, cereBble KapThl C
TOYHO TaKKUM ke HauMmeHnoBanueMm, Ho OEM-, a ue Retail-moctaBku, Hi
C 3TUM, HU ¢ IpyrumMu Jpaiisepamu Promiscuous Mode ve naamu (!).
CoBceM MHTEpECHO, YTO CPely BCEX M3BECTHBIX MOIU(HUKAIUI 3TOTO
npaiiBepa 3a mocienaue 19 mer Tonbko HazBaHHAA (!!) KOPPEKTHO pea-
MU3yeT yKa3zaHHBINA pexkuM. M, kak OyJeT moka3aHO HMKE, peaybHas
SKCIUTyaTalus 3TOTO pPeXHMa CIAellaHa MaKCUMAaIbHO 3aTpyIHEHHOU.
[Tocne Bcero cka3zaHHOTO MPEAOCTABUM CYIUTHh YHTATENO O CTEIEHH
peanbHOM OMacHOCTH yKa3aHHOM TexHOmoruu®. ..

Jis Jydineid WILTIOCTPaTUBHOCTH TOKaxeMm Buj Retail-ymakoBku
(puc. 6) m BHemHUHN BHI (pHUC. 7) MPUBEAEHHOTO CETEBOTO afamnTepa,
ycnemHo padoTaromero B Promiscuous Mode 8 MS-DOS 6.22.

¢ CTOMT JIM yIMBIATBCS, 9TO 3a MHOTO JIET pabOThl CHCTEMHBIM IIPOTPAMMHUCTOM HPH
MMOCTOSIHHOM MHTEPECE U JIOJITOJICTHEM YYaCTHH, M JJaXKe MOJEPATOPCTBE, B KOHPEPCH-
USIX JTFOOUTENBCKON KoMmmbloTepHOU cetn UJIO, HamoHEHHOW XaKepaMu, XOTs Obl
u3-3a npuuuH ee coznanus B CCCP, peajbHO BIaJICIOUIMX OMMCHIBAEMBIM METOAOM HE
Hanuocs?
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CeTeBoii MOHUTOPHHT. MeTO/IbI U CPEICTBA

OCOOEHHOCTBIO ATOTO PEKMMA, B YaCTHOCTH, SIBIAETCS TO, YTO OH
MOXET OBITh YCTAHOBJICH B YKa3aHHOM JpaliBepe TOJIBKO B CIIy4ae OJ-
HOW HUTH NMPOTPaMMHBIX OOpalieHui K Hemy. J[pyrumu cioBaMu, pu
YCTaHOBJICHHOM pPEXHME TpHeMa BCeX MaKeTOB HEBO3MOXHO OJHO-
BPEMEHHOE HCIOJb30BaHUE CTaHAAPTHBIX BhImiecTosmux B OSI npaii-
BepoB [PX, TCP/IP u npounx — Bce HEOOXOTUMBIE YPOBHHU TOJIKHBI
OBITH 3alIPOrpaMMHUPOBaHBI 3aHOBO. K mpuMepy, Ui peann3aniy WH-
tepgeiica ¢ apyrum IIK uepes UDP, He roBops yxe o Kyaa Ooiee
cnoxxaoM TCP/IP, HeoO6xoaumMo BCIO MPOLEYPY CBSI3U MPOTPAMMHUPO-
BaTh BPYYHYIO, HEIIOCPEACTBEHHO.

EcTecTBeHHBIM CJICACTBHEM SBJISIETCH BbIIEJEHHE CIEIHAb-
Horo IIK nox nesn Ha6/10aeHNs ceTH YKA3aHHBIM METO0M.

Crnemyer TakkKe OTMETHTb, YTO XOTS OCHOBHOH uHTEepdeic ¢
Extended-FTP-gpaitBepoM ommcan B 3HameHUTOM Interrupt List Pamn-
oM bpayrom (Ralf Brown) [15] Ha ypoBHE oOparieHuii, mporeaypHoro
OIMMCaHUsT KOPPEKTHOHM MOCIEI0BATEEHOCTH OOpallleHHid B JOCTYITHOH
nuTepatype U Ha caiitax MHtepHera B 1999 r Haiitu He ynanock. bosee
TOTO, aBTOPHI JpaiiBepa MpeINpHHSIIA ONPEAEICHHbIE YCHIIUS IS TOTO,
4TOOBI 3aTPYAHUTH €ro UCIHoJb30BaHue B Promiscuous Mode Henocssi-
MIEHHBIM B TIPOLIEAYPHBIE TOHKOCTH. Jlanmee OymyT HM3JIOKEHBI JeTanu,
KOTOpBIE MOXKHO HailTh B yromsiHyToM Interrupt List Panpda bpayna,
JOTIOJTHEHHBIE COOCTBEHHBIMH MCCIIEIOBAHUSIMU aBTOPA.

Hns nHayana cnenyer Haiith Homep mpepsiBanus (IRq) MS-DOS,
COOTBETCTBYIOIIETO TAKETHOMY JpaiiBepy, KOTOpOe MOXET OBbITh B
untepBaie or 60h mo 80h. Kak Oymer mokazano Ha puc. 47, HOMEp
npepbIBaHus IpaiiBepa 3amaércsi MpH ONMUCAHWM JpaiiBepa B aiiie
CONFIG.SYS (ma aToM pucyHKe 3am1aH Homep 62h).

Makernsiii gpaiisep FTP PC/TCP wmetcs cneayromumm o0pa3zoM.
Ero o6pabotunk (handler) HaunHaeTcs ¢ 3X-0alTHON MHCTPYKIUH TIe-
pexoza, HEMOCPEACTBEHHO 3a KOTOPOH HaxOoOUTCA TEKCTOBAasl CTPOKa
“PKT DRVR”, 3akanduBaromasics HyJIeBbIM OalTOM (TEpPMHHATOPOM
TeKcTOBOM cTpokH). CKaHHpys BEKTOpBI MpPEphIBAHUN B YKa3aHHOM
WHTEpBase, UIEeTcs 00pabOTYHMK ¢ Takoi XxapakTtepuctukoi. [Ipu ot-
CYTCTBHH TaKOBOTO, JIpaiiBep CUUTAETCS OTCYTCTBYIOIIHM.

IIpu nanpHeiimelt pabore cieayeT y4ecTb, YTO OJUH ITaKETHBIH
IpaiiBep MOXKET 00CTy)KHBaTh Ha OJHOM aJanTepe HECKOIbKO ypOBHEH
nocryna. [loatomy, mpu Havane pabOThl ¢ MAKETHBIM JIPAHBEPOM HC-
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MOJIB3YETCSI CIEINabHBIA YucaoBol ykaszarenb (handle), mnentudu-
IUPYIOUINH 00pamaioniytocs mporpaMMy U CETEBOI aganrep.

B tabnuue Ha puc. 8§ mpuBeIeHBI UCTIONIB3yEeMbIE TUIIBI 00paleHnit
k FTP PC/TCP-npaiiBepy. Ilo BceM THITam oOpalieHnui CIIeIyeT OTMe-
TUTh, 9TO YCIIEIIHOCTh OOpAIeHNs MOKa3bIBAET IOCIIE BBIXOAa cOpo-
nreHHbI ¢aar npoueccopa Carry, a 0TKa3 — yCTaHOBJICHHBIH.

Psan oOpamenuit nomyckaer TOJNBKO npaiiBep Basic-ypoBHs; Heko-
Tophie oOpamenus TpeOyroT apaiiBepa ypoBHs Extended, u psim o6pa-
meHuit paszpemén toiapko B High-performance tumne npatiepa. Jlis
MOCTaBJICHHOH 3a1auu TpeOyeTcs apaiisep yposHs Extended.

[Ipu ncmoms3oBannu pexrMa Extended Mode, mis nmpuéma makeToB
BHYTPU TIPOrpaMMBbl O0OpaOOTKH MODKHA OBITH CO37aHa IIPOrpaMMHAas
BerBb UpCall, Bb3bIBacMas ApaiiBEpOM aCHHXPOHHO C OOBIYHBIM IIPO-
LECCOM. OJTa BETBb N0 KAXKIOMY IAKETy BBI3bIBACTCS IBAXKIbL MEPBBII
pa3 (AX = 0) mns coobmenns mmuabl nakera (CX) u 3ampoca, HAIO JH
ero OyneT coxpansiTh. Bropoii pa3 (ipu mepBoM MOJIO0KUTEIEHOM OTBETE)
— s cOOCTBEHHO coxpaHeHusi momydeHHoro makera (AX = 1). Ecre-
CTBEHHO, IpH nporpammupoBanuu npouexypsl UpCall cnexyer npemy-
CMOTpETh 3allOMHHAHHE BCEX PETHCTPOB U MEPEKITIOYEHHE TEKYIIEro
CT3Ka C IOJHBIM MX BOCCTAHOBJICHHWEM Iepe]] BBIXOJOM (3TH ONEpalyu
UCTIOJHSAIOTCS C IIPEeBapUTEIbHBIM 3alIPETOM BCEX MPEPHIBAHMI MpoOLeC-
COpa M TIO3TOMY JIOJDKHBI OBITH ONITHMAITBHBEI).

Teopernuecku, BeTBb UpCall He MOKET OBITH TOBTOPHO-BXOIUMOH,
OJHAKO Ha MPAKTHUKE aBTOPOM IPH peanu3anny 010Ka npruémMa makeToB
B Monyne TamINet.OBJ mpeanmpussTel Mepsl ISl TOTO, YTOOBI TO-
BTOPHBII BXOJ] B 9TY BETBb IIPH YK€ HCIOTHIAEMOW BETBH HE TPHBOIMI
Ob1 k cOosim padoter HC.

Crienyer OTMETHTh, YTO IOKa3aHHBIE Ha PUC. 8 0OpalleHHs JaIeKo
HE ecTh MOJHBIA NMepedeHb BO3MOXKHBIX oOpamenuii k PC/TCP FTP
IpaiiBepy; NPUBEICHBI TOJIBKO pealbHO HCHOJIBb30BAHHBIE B Pean30-
BaHHOW TporpamMme HaOmromeHus, TouHee, B Momyne TamINet.OBJ,
BXO/JISIIIIEM B COCTaB MPOTPaMMBI. B 3TOM e MoJyJie HaXOIUTCs aCHH-
XPOHHO BbI3bIBacMas MpHY Noiy4deHun naketa mnpouenypa UpCall u pan
JOPYTUX CEPBHCOB.
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AH | AL CMBICT 00paneHus
7 -- | 3akpenuts Handle nepen nmpounmu onepanusiMu, cOpoCcUTh
(Reset) unatepdetic. BX=handle.
6 -- | IIpunsate MAC-address cetepoii mnatel B ES:DI, BX = han-
dle
1 FF | IIpunsate Bepcuto apaiiBepa u ap. napamerpsl. iMs apaiisepa

B DS:SI, Bepcus B BX, xmacc 8 CH, tun 8 DX, HOMEp B CL,
AL moka3sbIBaeT MoAIepKUBaeMbIC JApaiiBepoM QYHKIHU: 6 =
basic, extended u high-perfomance.

2 01 | Ycranoska Extended Mode; 3ananune anpeca Upcall B ES:DI,
nocie Bo3Bpara B AX — Handle qyist Promiscuous Mode,
CX =0 nnsa npuéma BceX IaKETOB HE3aBUCHMO OT UX THIIA

14h | 00 | Vcr. Promiscuous Mode, BX = handle, CX =6

04 00 | Hocsuka makera n3 DS:SI mmHo# CX7

03 00 | OcBoboauts Handle mepen cHsITHEM IPOTPaMMBI

Puc. 8. Ucnonb3oBaHHble obpaweHus Kk FTP-gpanBepy

Hanmuune nmenno stoii npouenypsl UpCall mo3somnsier otaensHo
noACUYuTaTh 4YUCJIIO IMTAaKE€TOB, OTKAa3aHHBIX K 3alIOMHMHAHHUIO, M HX
CyMMapHylo JuinHy. MHaue roBopsi, Takum o0pa3oMm obecriedeHa pe-
JIEBAaHTHOCTH MOJICYETA MPOIYIIEHHOW HH(pOpPMaIWU B CpPEACcTBax
MOHUTOpPHUHTA.

VYkaxeMm, 9To 4HUCI0 U 00mui 00beM B OaliTax MakeToB, HE TPUHS-
THIX K 00pabOTKe BCIEACTBHE HEIOCTATOYHOW MOIIHOCTH O0pabaThI-
BAIOIIUX TEXHUYECKHUX CPEACTB (T.€. TEKyIIeld HEXBAaTKE MaMATH B Oy-
(bepax s HOBOTO IMaKeTa), OTPAKAeTCsl B OCHOBHBIX BBIXOJHBIX JIaH-
HBIX IPOrpaMMBlL.

[IpencraBnsercs 1enecooOpa3HbIM B JaHHOM CIy4yae He ONHCHIBAThH
noapoOHO HalIEHHBIH W anpoOWPOBAaHHBIM aJITOPUTM U MPOLELYPHI
oOpateHnit X0Ts Obl U3 YBaXKCHHS K TAMHCTBEHHBIM M HEH3BECTHBIM
CWJIaM, TPEIPUHSABIINM CTOJIBKO YCHIIMH JJISl 3aC€KpeunBaHUs ITOH,
HECOMHEHHO, MOJI€3HOM METOAMKHU. XOTA 3a BpEMs C HallMCaHUs Nep-
BUYHOM MporpamMMbl Ha CErOIHAIIHUN eHb B MIHTepHETE yKe MOsBU-
Jack HHGOpManus 1Mo 3ToMy Borpocy oT FTP Software [16].

7 HeCMOTpH Ha TO, 4YTO Ha6mo,ua}ou1a${ CTaHUsA HUKOrJa HE UCITYCKAC€T IIaKETOB B
CTaHJAPTHOM PEKUME paGOTbI, OKCHEPUMEHTHI C UCITYCKaAaHUEM IPOBOJUIIUCH U ObLIH
YCIICIIHBIMU.
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1.4.4. ®opmaTbl HA0JII01aeMbIX CeTEBBIX NAKETOB (KAJAPOB)

Kak yxe rosopunocs, npuHumMaemsie B Promiscuous Mode nake-
161 Ethernet-1I, mupkymupytomme B peansHoit KBC LIODMU PAH,
OKa3aJIMCh UMEIOIIUMU sl OTIMYUI OT CTaHJAApTHOTO BHJA dTUX Ma-
KETOB, OMMCAHHOTO B JUTEparype. B yacTHOCTH, MO3BOJSETCS BUICTH
«HETIONIHOLIEHHBIE» IAKeThl KaHAJIBHOI'O YPOBHS, Iepefadya KOTOPBIX
MpepBaHa BCJIEJICTBUE CETEBOM KOJUIM3UU. B TO ke BpeMs, ApailBepom
HE BUIHA KOHTPOJIBbHAS CyMMa KaHAJIBHOT'O YPOBHS, YTO YPE3BbIYAHO
3aTpyAHSIET MMEPBUYHYIO 00pabOTKY IaKeTOB B CMBICIIE OTOPaKOBKH.

Cepueii criennanbHO MOCTABIEHHBIX 3KciepuMenToB Ha [IK AMD-
DX4-100 ymanoch ompenenuTh UCTHHHYIO MpOLEAypy oOpalmeHud K
YKa3aHHOMY JpaiBepy UIsl YBEpEeHHOro MpHeMa BcexX MakeToB. Bo
BpEMS 3TUX IKCIIEPUMEHTOB, B YACTHOCTH, OBbLIO:

— OCYIIECTBJICHO HANHCAaHHE TECTOBOH MpPOrpaMMbl CIUIOIIHOTO
namrnupoBanus Ha HDD Bcex mpuHHUMaeMBbIX B peaJbHOM PEKUME Ce-
TEBBIX [TAKETOB;

— HaIlMCaH CIeNUaIBHBIA NpaiiBep, uMuTHpytonmii padoty JIBC c
MOATAMHOH, yrpasisiemoit oneparopoM [IK mo xomaHzae ¢ KiaBuaTy-
pbl, moouepeaHoil nmoxadet ¢ HDD paHee naMmupoBaHHBIX IMaKETOB
JUTSI TOHKOW OTJIaJIKU TIPOTpaMMBI IpreMa u 00pabOTKH CeTEBBIX MaKe-
TOB C TIOJHOW UMHTalMed yxke «pacumdppoBaHHbx» (QyHkimid FTP-
npaiiBepa B Extended Mode;

— OCYIIIECTBJIEHO C MOMOIIBIO YKa3aHHBIX BBIIIE BCIIOMOraTEIbHBIX
CPEJICTB CO3[aHMe AEHCTBYIOMIETO MPOTOTUIIA MPOTrPaMMbl 00pabOTKH
CETEBBIX IMMAKETOB, pabOTaloIIero B PeajJbHOM BPEMEHH M ONMCHIBae-
MOTO HIJKE B pa3jiesie JaHHOH paboThl;

— IPOBEJCHBI peabHbIe SKCIIEPUMEHTHI C CO3JJaHHBIM TPOTOTHIIOM
NpOrpaMMBbl C IEJbI0 OIpeNeNieHHs MOTPEOHBIX BBIYMCIHTENBHBIX
MOLIHOCTEH AJsl peaqbHO ACHCTBYIOIIEH HporpaMMbl MOJcCYeTa Tpa-
¢uka B ycnosusix KBC LIDMU PAH.

[IpoBeneHHbIE SKCTIEPUMEHTHI TOKA3aIH:

— IPUHIUIHAIBHYI0 BO3MOXKHOCTH CO3IaHHUSI MPOrpaMMbl HaOJIIo-
JICHUs 32 CETEBbIM Tpa(UKOM C HCHONb30BaHHEM BblaeneHHoro 11K,
OCHAIIEHHOTO yKa3aHHBIMH CETEBBIM aJanTepoOM M CTaHJAPTHBIM HU3-
KOypoBHEBBIM NakeTHBIM FTP-gpaiiBepom B MS-DOS 6.22;

— IOCTaTOYHOCTh MAJIONICHHONW B Hactosmiee Bpems IBM PC/AT-
486-DX4-120 ansa mepBuuHOM 00pabOTKH JIOO0TO CETEBOro Tpaduka
Ha ceTsax 10Mo6ur/c;
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— HAIMYKE B TPEAJIOKEHHONW TEXHOJOTHH CPEACTB CaAMOKOHTPOIIA,
YUYUTBHIBAIOMIETO KAaK YUCJIO OOpaOOTAHHBIX CETEBBIX ITAKETOB, TaK H
YHCIIO U 00BbEM CETEBBIX MMAKETOB, KOTOPHIM OTKa3aHO B 00pabOTKe U3-
3a HEJIOCTAaTKa BRIYHCIUTEIHHBIX PECYPCOB CPEICTB MOHUTOPHHTA.

1.4.5. Kondurypauus Ha0d 101a101€eil CTAHIUU

OOcyauM BBIOOp OIEPAIMOHHBIX CPEJCTB, HA KOTOPBIX JOJIKHBI
0a3MpOBaTHCS CPENICTBA CETEBOTO MOHUTOPHHTA.

K MoMmeHTy Hadaja MOCTPOEHHS CPENCTB CETEeBOIO0 MOHHTOPHHTA
KaK 3aKOHUYEHHO O0(OpPMIICHHBIE OIIEPalHOHHBIE CPE/Ibl CYLIECTBOBAIN:

— MS-DOS 6.22;

— Microsoft Windows’98 u e€ pacmmupenne OSR2;

— paznuunble Bepcuu Unix.

Kak yxe Obuio mokaszano, mis MS-DOS Obuio HaiiieHO WUHTEp-
(beficHoe cpencTBO mpuéMa BCEX CETEBHIX IAKETOB — TMaKETHBIN
PC/TCP FTP npatiisep. B 1o xe Bpemsi, K MOMEHTY Hadasia pa3paboTKu
(1999 r), B moctymHOM nuteparype mo Unix aBTOpoM MHOAOOHOTO
CpescTBa HAlIEHO He OBIIO®.

Microsoft Windows sBiseTcs IpHUHITUIHAIEHO CETEBOH ONEepaItnoH-
HOH cucTemoii: paboTocrmocoOHOCTh Kakaoro ITK mMokeT 3aBuceTh OT
OJHOro WJIM Oojiee cepBepoB, NpH cTapTe paboTsl aaxe Windows’ 98
BEIHaéT Oomyee 200 ceTeBHIX MakeToB. lIpWHITMIIHANBEHAS MHOT03a/1a4-
HOCTb HE T03BOJISIET CKOHIIEHTPHPOBAThH BCE BHIYUCIIMTEILHEBIC PECYPCHI
Ha ofHOW 3amade. Takum 00pa3oM, HaJO)KEHHbIE TPEOOBAHHUS OJHO-
3HAYHO HE JIOITYCKaJIM TOCTPOSHHUSI IIPOTPAMMHEBIX CPEJICTB MOHUTOPHH-
ra B Microsoft Windows.

OnTrManbHBIM pElIeHHEM TPEACTaBIsIOCh CO3AaHue HaOIIoAal0-
e craniuu kak BeyieneHnoro I1K, pabdoraromero nogq MS-DOS wmu
Unix, co cTaHTapTHBEIMH (XOTSI U OTOOpaHHBIMH) CETEBBIMH aJanTepa-
MU H CIEUUAIBHBIMU JpaiiBepamu, IO3BOJISIONIMMH 3ajade ayauTa
MOJy4aTh BCE CETEBbIC MAKETHI.

Hcxons u3 mocTaBieHHBIX 3a/1ad, SICHO, HACKOJIBKO Ba)KHBIE (DYHK-
AW BO3JIATAIOTCSl Ha CpelcTBa ceTeBOro Mouutopuara. B 2000 r BeI-
nwuio pewmenue IIpasurensctBa PO 0 NOCTPOCHNN KPUTUYECKU BAKHBIX
MIPOTPaMMHBIX CPEJICTB Ha OTEYECTBEHHBIX BAPHUAHTAX OTEPAI[IOHHBIX
cucteMm. C atoif Touku 3peHusi, MS-DOS siBnsanach BIIOJIHE JOMYCTH-
MOW Il TIOCTPOSHHS CPEICTB MOHHTOPWHra XOTsI ObI MOTOMY, YTO

8 Ceifuac Takue cpeJcTBa CyLIECTBYIOT IIOYTH A1 Beex Bepeuii Unix.
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cymectBoBai yxe PTS-DOS u npyrue pa3paboTku, HaXOASIIUECS IO
HaOIOICHNEM OTEUeCTBEHHBIX opraHm3anuii. Beidoop mmenno DOS
npeapelan HaKOIJICHHBI aBTOPOM OINBIT pa3pabOTOK B 3TOH omepa-
IHOHHOM cpene, B orindue oT Unix, ombITa paboThl ¢ KOTOPOH y aBTO-
pa He 6b110. K TOMy 3Xe, B tuTepaType npucyTcTBoBasM MHeHHS [17] o
ToM, yT0 MS-DOS paHo ciMchIBaTh CO CYETOB.

1.5. 3aKII0YNTEIBLHBLIA AaHAIN3

Bcé ckazanHOe BhIIIE CBHACTENHCTBYET 00 OINpeneinéHHOM nedu-
LUTE CPEACTB IMOJHOIIEHHOTO CETEBOI0 MOHMTOPMHIA KaKk Ha MOMEHT
Hayaja CO3MaHus OpUTHHANBHBEIX cpermcts B [IDMU PAH (2000 r.),
TaKk U B Hacrosmee Bpems. OTCyTCTBYIOT CpEJICTBa, JAIONINE KaK Te-
KyIIWe TIOKa3aTeNl Ha dKpaHe, Tak U (opMaTUPOBaHHbIE OTYETHI, IPU-
BSI3aHHBIE K aCTPOHOMHYECKOMY BpEMEHH, HCIIONHsomHUecs 24 yaca B
CYTKH Y KaX/IbIil I€Hb B TOTY.

Nmeromiuecs cpeacTBa NMpHUBS3aHbl K CETEBOH cpele U HE MOTYT
(YHKIIMOHUPOBATH BHE €.

Takum o0pas3oM, 3agada TOCTPOEHHUS HU3KOYPOBHEBOTO CPEICTBA
KpPYTJIOMYTOYHOTO CE€TeBOro MoHHTOpHHTa ¢ Online-moka3om Tekyre-
IO COCTOSHUSI CETH U ONMIUOHAIEHBIM BEIOOPOYHBIM aKIEHTUPOBAHUEM
nakeToB HU 10 1999 r., HU 10 HACTOSIETO BPEeMEHHU He Oblia pellieHa.

W3 M310XKEHHOTO SICHO, YTO CO3J]aHHMEe MOAOOHOTO CpencTBa Mpe-
CTaBJsIeT COOOH aKTyallbHYIO 33/1a4y, HMEIOILYIO JIECITKUA Pa3IHYHbIX
MPAKTHYECKUX TPUMEHEHUH.
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I'JIABA 2. CUHTE3 IPOTPAMMHON
CPEJIbI MOHUTOPHUHI' A

CpencrBa HaOOACHUS TpadUKa B JTOKAJIBLHOW CETH MEPBOHAYAIILHO
MIPECTABISUIN COOOM W0 Ui MPOOHBIX, SKCIIEPUMEHTAIBHBIX HC-
ciefoBaHuid. B cuity 3TOro craBWiach 3ajadya co3iaTh JAEHCTBYIONIYIO
MOJIeJh, TTPOTOTHUII, KOTOPBIHA, BO3MOXHO, HE OBUT OBl ONITUMHU3UPOBAH
1O POy SKCIUTyaTalMOHHBIX MapaMeTpoB IJIsl MOJHOLEHHOTO pelle-
HUsI BCEX 3a]a4, HO MOT Obl CIPaBJISATECS C ACHCTBYIOLUIMM IIOTOKOM H
BBIJJABATh Ay TCHTUYHBIC PE3yIbTATHI.

[To Mepe monmydyeHHs YCIEHIHBIX PE3yJbTaTOB, P MapaMeTpOB
HAMCAHHOM MpOrpaMMBbl YAajloCh ONTUMH3HPOBATh B IMpolecce JKC-
IUTyaTanud. DTH U3MEHEHUS M3JI0’)KEHBI B ToMe 2. B mportecce paspa-
OOTKM KOMITOHEHTHI TIOCTOSTHHO COBEPIICHCTBOBAIMCH. B naHHOM pa-
00Te onucaHo coctosiHue pa3padoTku Ha MapT 2001 r.

[IporpamMa HaONIOCHUSI TOTOKOB COCTOMT M3 JBYX MOJIYJCH.
[lepBrIii, BHyTpeHHHH, HaMKCaH Ha s3bIke Makpoaccembiepa, coaep-
KUT HU3KOYPOBHEBBIC NPOLICAYPHl HHUIIUALINH, TIOTyYEHHs O4epeTHO-
ro makera u3 Oydepa u 3aBepiieHus, a TaKKe MPOIEAYPY MOMEIICHUS
MPUHSTOTO OT JipaiiBepa CETeBOH KapThl MakeTa B Oydep, BbI30B KOTO-
PO UCTIONHSACTCSI CaMUM JIpaiiBepoM ceTeBoil kKapThl. OObeM TeKcTa —
570 ctpok Makpoaccembiaepa MASM 5.10 — 1988 r., pasmep mpo-
rpaMMbI BMECTE CO CTIKOM — 1953y Oaiita, mpenHa3HAYEHUE — TPO-
neccop 180386 B peabHOM pexxHUME.

Bropoii Monynp HamucaH Ha aNTOPUTMHUYECKOM S3BIKE BBICOKOTO
ypoBHst PowerBasic for DOS ¢ 3ameficTBoBaHHEM BBEICOKOOIITHMHU3H-
pytomiero kommuisTopa 3.05 [18] [19] [20], comepxut 1183 cTtpoku. B
coopanHoMm Bune nporpamma TAMCNET.EXE 3annMaer Ha mucke
74K0, WCHONB3yeT TOJBKO OCHOBHYIO MaMsTh W PEaIbHBIA PEKUM
nporeccopa i80x86 u mpegHa3zHAUCHA JJIsl UCTIONHEHMS B OTIEPAI[OH-
Hoii cpene MS-DOS 6.22. O6beM OydepoB [uisi MPUHUMAEMBIX TaKe-
ToB — 128K0.

TakoBa HagampHas CTPYKTYpa MPOrPaMMBI-IPOTOTHUIIA.

2.1.00muii aJITOpUTM NPOrPaMMBbI

IIporpamma 3arpyxaetrcs u3 KomaHgHou cTpoku MS-DOS 6.22,
MpUHUMAs HEOOXOMMBbIE apaMeTphl, 3arpyKaeT TeKyIlee COCTOSHUE
oneparuBHO# b/l u onpenensier HOMep mocieaHero u3 panee chopMu-
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poBaHHBIX 0T4eTOB. Ilpu orcyTcTBHU ommOOK B b/l m HOpMadhHOM
nofkmoueHnn HuskoypoBHeBoro PC/TCP FTP-ppaiiBepa ceteBoro
ajanTepa mporpaMmma cpasy ke BXOAMT B O€CKOHEYHBIN LUKI, HUCIOJ-
Hsis1, KaK TOKa3aHo Ha puc. 9, 3Tansl:

— IIPOBEPKH TEKYLIETO COCTOsIHUsI OydepoB, MpH HaJHYHH TIaKeTa
M3BIIEYCHNE €r0 W HeoOxoanmas o0paboTka (BCce BapHaHTHI IHKIIOB;
€CJIM TIPHU DTOM B IHKJIE ObLT 00paboTaH MAaKeT, TO MUK CUHUTACTCS
«IIOJE3HBIMY );

— IIpU AOCTaTOYHOM CBOOOZHOM MPOCTpaHCTBE B Oydepax — BHIBOI
Ha JKpaH TEKYLIMX 3HAYCHWH MapaMeTpoB M NEPEMEHHBIX, a TaKkKe
ompeJiesieHNe Ha)KaTOW KJIaBHIIM U, €CIM HYKHO, 00paboTKa 3aBep-
MICHHOW KOMAaH[IbI («IJTHHHBIN ITUKIT).

Takum oOpa3oM, mporpamma pearupyer Ha HHTEHCHBHOCTH I1O-
crymuieHns makeToB u3 JIBC, UCTIONHSAS «KOPOTKHI» WA <«JITAHHBI)
IUKJIIBL. «JITMHHBI UK UCHIOMHAETCA B CIIy4ae, eCIIH 3aHATOoe MaKe-
Tamu B Oydepax npocTpaHCTBO He mpebluaeT npouenta BufLim win
«KOPOTKHX» ITUKJIOB BEIMOJIHEHO Ooiee, yueM WtCyc moapsa. Onepu-
pysl 3TUMH TNapaMeTpamH, Mpearnosarajioch A0OUTHCS ONTHUMAaIbHOIO
peKUMa IporpaMMbl Kak Ha oOpabOTKy MakeToB, TaKk M Ha 0TOOpaxke-
HUE Pe3yNbTaTOB Ha dKpaHe.

Ha Tom e puc. 9 BBepxy crnpaBa moka3ana BeTBs UpCall HU3KO-
YPOBHEBOW TOAIpOTpamMbl 00paOOTKM TakeToB. OHa HCIIOIHACTCS
ACMHXPOHHO C OCHOBHBIM IMKJIOM, IIPH MOCTYIIJIEHUH IPEPHIBAHUS 110
npuxony nakera u Boi3biBaeTcst PC/TCP FTP-gpaiisepom. K nactos-
[IeMy BpEMEHHU B 3TOT OJIOK j00aBieHa MpOBEPKa, HE UCTIOIHSCTCS JTU
y’Ke 3Ta BETBb BO BpeMs NMPUXO0/a OYEPEAHOTO MaKeTa, U B CIyyae Io-
JIO)KUTENFHOTO OTBETa MCIIONHAETCS BBIXOA C (HUKcarmen tuma «Mmu-
MO» TIPEPHIBAIOIIETO MMaKeTa.

Kakx wu3BecTHO, TEKCTOBas SKpaHHas BHaconaMsaTh B MS-DOS
HauuHaetrcs ¢ aapeca BO0Oh u mo3BosisieT pasMecTUTh 8§ TEKCTOBBIX
9KpaHoB 10 25 cTpok uin 4 3kpana no 50 crpok. s myqmero oto0-
paKkeHHs. MHOTOYHCIICHHOW WH(POPMALUK, TPOrpaMMa CETEeBOr0 MOHH-
TOPHHTA MCIIONIB3YeT CHKaThli akpaH B 50 crpok. [IpuHuun nepexona B
3TOT peXHMM B3AT M3 MOMyJsipHON mporpammer Norton-Commander.
Texymuii BEIBOJ HCIIOTHSIETCS OJHOBPEMEHHO B 4 00JIacTH dKpaHa —
«O», «1», «2» n «3». Kakas u3 obnacreii BuieonamMsaTH peaibHO BBIBO-
JUTCA Ha 3KpaH MOHHUTOpAa — 3aBUCHUT OT NapaMETpPOB BBI30BA IPO-
rpaMMbl W/UIM KOMaHJ omeparopa. s mokaza HyxHOW oOmactu
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HEOO0XOIUMO Ha)KaTh COOTBETCTBYIOLIYIO HU(POBYIO KIaBUIILY Ha Kia-
BHAaType; Mporpamma MNepedaér B pekKUM IO0Ka3a COOTBETCTBYIOMIEH
o0yiacTu BuAeonaMsITH 0e3 MpephIBaHus TeKyIIeH paboThI.

B Hauane paboTbl mporpaMMel, B BUACONAMSTH (HOPMHUPYIOTCS Ma-
KETHI BceX 4-x obnacTeld, Aanee OHU KOPPEKTUPYIoTcs. [t SKoHOMUH
MecTa B ocHOBHOM mamstm MS-DOS, ¢dbopmatsr Bcex oOnacteil BH-
JIEonaMsATH (CHMBOJIBI M WX aTpHOyTHI) MMOATOTOBJICHBI B BHJIE CIIEIH-
QJIBHOT'O TEKCTOBOTO (paiina B pabouem KaTajgore nporpaMMbl MOHHUTO-
pUHTa U 3aCBUIAIOTCS B BUJEONAMSATh IPU CTapTe MPOrpaMMBl.

[Ipu pa3paboTke 3TOro OI0Ka HEOXKMIAHHO BBIICHHJIOCH, YTO BCE
rpaduuecKie agantepbl MOTYT BBIACIATH NAMATh 0] BUACOCTPAHHIIBI
He 00s3arenbHo TouHO 1o 4000 GaiitoB. [ToaTOMY, JIJIs1 TOYHOTO OIpE-
JIeJIEHUsT pa3Mepa BUACOCTPAHUIIBI TEKYIIeH BUICOKAPTHI NCTIOIB3yeT-
Cs 3aChlIKa CUMBOJIOB “--” B €€ Ha4aJl0 Yepe3 CTaHIaAPTHBIC TPOIEIY-
pb1 BIOS, u onpenenenue noly4eHHOIO UHTEPBala B BUICONAMSITH.

Bo Bpemst paboThl mporpamMMbl JOMYCKAaeTCsl CAENaTh CKPUHIIOT
aKTHUBHOM oOmactu BuzpeomamsaTh Ha HDD, nns dvero mocrarodno
HaxaTh knaBumy “$”. IMeHHO Tak OBUIM MOMYy4YEeHBI BCE CKPUHIIOTHI,
npuBeAEHHBIC B JaHHOW pabote. PazymeeTcs, [Uis MOMyueHHs] LIBETHO-
0 pHUCYHKa HWCIOJB3yeTCs CIenrajilbHas HalMCaHHAs aBTOPOM IIPO-
rpaMMa, TepeBOAAIIAs TEeKCTOBBIN (opMaT M aTpuOyTHl B Tpadude-
CKHU BUI.
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HermerEnz
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Bufop maxata e—
33 CHEPRE . o :

Puc. 9. Cxema OCHOBHbIX LUKOB paboThbl
nporpamMmbl HabnoaeHus

2.2. BxoaHble JaHHbIE U YIIPABJIEHHE

BxoaHpIMH JaHHBIMH TPOTPAMMBI SIBJISIOTCSI:

— IapaMeTpbl KOMaHIHOH CTPOKH;

— HOMEpa paHee CO3JaHHBIX OTYETOB (IIPOrpaMMa aBTOMATHYECKH
HavyHeT (OPMHUPOBATH OTYETHI CO CIEAYIOIIETO HOMEpa, €CId HHOE He
3aJjaHo NapaMeTPOM KOMaHAHOW CTPOKH);
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— cocrosinue omnepatuBHoi BJ[ co cnuckom Hoa, MAC-aapecos u
XapaKTEPUCTUK;

— (baiin cucTeMHOro >XypHana (mporpaMma aBTOMATHYECKH IIPO-
TIOJDKUT €T0 BECTH);

— KOMaH/IbI, HabupaeMbIe Ha KIIaBUATYPE;

— curHainsl, nocrynatome nmo Com-nopry ot cocennero 1K, ecnu
TAKOBOE COCIWHEHHE NeHCTBYeT (IMMOAPOOHO OCBEIIEHO B IMOCIEHYIO-
mx Tomax).

OnepaTuBHOE YIpPABICHUE NPOrPaMMON 3aKIIOUaeTCs B TOJade
YOPaBJISAIONIMX KOMaH][ ¢ KiIaBHaTypbl. MOXXHO MOAaTh KOMaH/BI, I1e-
pedncieHHble Ha puc. 17, a Takke HEKOTOPBIE TOTIOTHUTENBHEIE.

2.3. Uudopmanust Ha IKPaHaX POrpaMMbl

[Ipu mokaze nHpopMauu mporpamMma UCHOIb3yeT 4 00IaCTH BU-
neonamsaTd 1o 50 cTpok Kaxnas, Hymepyemeie oT 0 1o 3. B ganHoM
pasnene MpuBEEHBI BUJIBI ATUX SKPAHOB U MOSICHEHBI JE€TaIu u3o0pa-
JKEHHMH Ha HUX.

U=MH PAH | AyOMT KopnopaTWedod ceTk| A.TepenTtees ¥ 1.8 | 15/03-01 * 15:32:53
=TAMDrwT FFO2001C00000 ] =————={095)1293E57

NakeTom Bantoe ———-CkopocTe [Khfs]———— —E paboteq
MG : 12 1604 CpesHaa MrHOEEH.  MakCKM. 11322¢
BzATo: 52251 8422994 13.73 60.43 195.51 3:08:424
r—=Erocadcasting—y plP——-NakeToE—EanToEy
IF: IpheE 6166138+ 3350 483236— FqpTCP—: 73 5197
EthII{ARP: 2158 139317 1643 99043 DF—: 57 7050
IFx: 0 0 0 0 TCMP: 2 10
th: 663 220582 19 1140 th.: 2 120
802, 3-IPx: 6165 937520 4760 575455 Hod . ] ]
802 . 25MNAP: 181 LE474 2 120 Umknfc  An.:1708; Ece:1903
B0Z2.3/%.2: 26 1715 26 1716—| {L-H}: 1655-2057;1655-2057
Unknown : 12492 899247 0 0 HHAMKaTOp zarpysku bytepos
Bcero: 9800 1160713< Make.: 52% Takywmn: 2 5%
Errors: a a CoobueHna B CMCT EMHLIT Wy pHan
Modes :215(+), IP-Used:210 Mpoeepka sepcrn J0C. .. OF
InUse: 19, MuTtyIR: 106 (MpKEM MMEHHK HpOFpaMMH oK
Ciump s 0 0 He HadaT rParm=</INT=30/KFLULL= 4KHSYN Y EODAY =Y /50>
duneTR He zanaH :CyMTada Bf, Hoa: 215, IP-hHog: 210

‘Packet Driver Initialize... Ok
I rMode<00000C047 710y useds1 IP-Address
tNode<004005411446> use 193.232.194.126

Int= BOKOOKN BEufLim=10 Wtilyc= 50

Puc. 10. BepxHsii YacTb OCHOBHOIO 3KpaHa
nporpamMmbl HabnoaeHUs

BepxHsst monoBruHA HyJI€BOW, OCHOBHOW CTPaHUIIBI dKpaHa H300-
paxeHa Ha pucyHke 10. B e€ BepxHeil yacTu naroTcs TeKyuye aTpudy-
TBl (Oata, BpeMs, BepCHsl NMPOTrPaMMBbl, BEPCHS M XapaKTEPHUCTHUKU
IpaiiBepa, agpec CeTEeBOro ajgamnrepa). B HmwkHeM mpaBoMm yriy He-
OONBIIOE OKHO IOKAa3bIBACT IOCIECTHHE COOOUICHHS B CHCTEMHOM
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KypHaiie (BBITECHSIOTCS cHH3Y BBepX). Ilox 3aromoBkamu “Mmumo” u
“B35IT0” nmaeTcsi CyMMa OTKa3aHHBIX K 00paboTKe W 00pabOTaHHBIX
JIAHHBIX, TIOPa3/IeNIbHO YUCIIaMU TaKeTOB U OaiiToB. CripaBa B TeX ke
CTpOKaxX AaHO CyMMapHOE BpeMs pabOThI IPOTPaMMBbI KaK YUCIIOM Ce-
KYH/, TaKk U B IPUBBIYHOM BUZE. B LIeHTpe MmoKa3zaHbl 3HAYEHHS CKOPO-
cteil: MruoBeHHasi (3a IMOCIEAHIOD LEIyl0 CeKyHIy), Cpeansisi u
MakcumanbHasi — C MOMEHTa Hadasia paboThl IPOTPaMMbl B TEKYIIIEM
OTYETHOM Teprosie (C MOMEHTA BBIJAYX MPOILIOTO OTYETa WM 3aIryc-
Ka IporpamMmbl).

LlenTpanpHas 4acTh ONMHCHIBACT JETANBHO 00pabOTaHHBIC MAKETHI.
C neBod CTOpPOHBI HaHO pacHpeelieHHe IMaKeTOB 0 WX THUIaM
Ethernet-11, IEEE802.3-1PX, IEEE802.2-SNAP, IEEE802.3 c 3aro-
noBkamu IEEES802.2 u npoune nopn 3aronoskoM Unknown (B JIBC
OMU tyma momamator makeTsl Novell Netware), mpudeM MMaKeTsI
¢dopmata Ethernet-II moapasaeneHsl Ha 4 OCHOBHBIX mpoTokoja: IP,
ARP, IPX u Other (nmpoune). IlpaBee nns KakJaoro THUNa MaKETOB
yKa3aHo, CKOJBbKO M3 HHX IIHWpoKoBemarenbHbiX (broadcasting). Eme
mpasee npoTokon IP kak cambiii ymoTpeOWTENbHBIN MOapa3iesieH Ha
Heckonpko Beayumx: TCP, UDP, ICMP, Others (Bce npoune) u, oT-
JIENbHO, IPOTOKOJIBI BEPCUM, OTIMYHBIX OT Bepcuu 4 IP.

IToxg nertanpHbIMU naHHbIMU 10 [P HaxoAsTCS HECKOJBKO CTPOK,
JAIOMUX CIyKeOHyro mH(popMmarmio o padoTre mporpammsl. [Ipexme
BCETO, 9TO 00I11ee KOJTUYECTBO [UKJIOB 32 UCTEKIIYIO CEKYHAY U YUCIIO
«ITVMHHBIX» TUKIOB. CTPOKOW HIDKE aHAJIOTMYHBIC IMapbl JIaHBI 3a
BpPEMsI OTUYETHOTO MEepro/ia CBOMMH MHUHHUMAIBHBIMH U MaKCUMAaJbHBI-
MU 3HaYCHHUSMH (3TH BOIPOCHI MOIPOOHO OCBEIIEHBI P 00CYKACHUH
BaJIMIHOCTU PE3yJIbTATOB MporpaMmebl). Ele Hibke naHbl TEXHOJIOTH-
YeCKHe XapaKTEPHCTHKHU 3arpy3Kd BHYTpPeHHHX OydepoB, a cTonderr
cripaBa AaeT rpaduuecKyio WITIOCTPAIUIO 3aHATOCTH OydepoB 3a 1mo-
CJIEIHUN LIUKII.

CrneBa BHU3Y 070K HHPOPMAIIMN COEPKUT YHCITa OTMEUYECHHBIX CH-
CTEeMHBIX OIMOOK Tpu padoTe mporpaMMbl M MHTEPECHYIO HH(pOpMa-
LMIO O HOJaX: 00lIllee YUCIIO 3aperuCTPUPOBAHHBIX HOJl B aKTyalbHOMN
BJl, cpenu HUX — KOJIMYECTBO HOJ, HCIONb30BaBLIMX XOThb pa3 IP-
aJIpec; YKCIIO HOJ, aKTUBHBIX 3a MOCIEJHUNA OTUETHBIA NEPUOJ U YHC-
JI0O HOJ, Ui KOTOPBIX OTMEUYEHO HCITyCKaHWE MAaKeToB ¢ Ooyiee ueM
onuuMm IP-agpecom.

Eme Hmke garoTcst TEKyliue pexuMbl paboOTHl MIPOTPaMMBI H, ITy-
CTast B MOMEHT «(poTorpagupoBaHH», CTPOKa BBOJA C KJIaBUATYypHl. B
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MOMEHT TIOJIY9€HUsI PUCYHKa MporpaMMe OBLIO 33/1aHO BBHIJIABATh OT-
yeT Kaxaple 30 MHUHYT, IEPEXOANTh Ha «KOPOTKHE» LHUKJIBI YXKE MPHU
10% 3anmomHeHHOCTH Oy(depoB, OqHAKO IOMyCKaTh XOTS OBl OJUH
«IJIMHHBINY» UK Ha Kaxzabsie 50 «koporkux». Ilaketst Ha HDD He
JAMITHPOBAITUCH.

Bropas nmonmoBuna OcHoOBHOro SkpaHa (Toka3zaHa Ha puc. 11) co-
JIEPXKUT B BEpXHeW yacTu 0a30BbIE ajpeca psjia CETMEHTOB MPOTpaM-
MBI TIOCJIE 3arpy3Kd B omnepatuBHYI0 naMath [1K, a Taxke HEKOTOpbIe
CHCTEMHbIC HHAWKATOPBI M YKA3aTeJH, UCTIONb3yeMbIe ITPH MOLIaroBOH
OTJaJIKE TPOTPAMMBI.

B HmxHel 9acTH 1OKa3aHbl BEITECHEHHEM CHU3Y BBEPX TEKYIIHE 00-
pabotanHble makeTsl, B TOM uuciie ux MAC-anpeca HazHadeHus (Desti-
nation) 1 ucroynuka (Source). MoryT OBITH MOKa3aHBI WHIUKATOPHI
KOJUITM3MOHHBIX MakeToB, HeKoppekTHble KC u mymHa. [[1s1 KOppeKTHBIX
TCP-nakeroB nmatorcst 06a IP-anpeca, mporokon (Prt) n mopt HazHave-
Hus (Destination Socket, mmi DSckt).

Errs=0000 Condi tions=0000 ByteBufSEG=3F1E WordBufsEG=3F1A
Bufl=0000 Pkts=0000 Mrk=0000 Max=3164 RefP=0000 RefB=0000
Buf2=0000 Pkts=0000 Mrk=0000 Max=3516 Cycles= 806
Destination Source Lngth Fr-Typ IP-To IP-From Prt DSckt

00000c04771Cc 00AOCC3D43FF 0062) E2-IP 212.111.064.170<1%3.232.194.232:TCP\00080
00AOCC3DA3FF 00000Cc04771C 0060) E2-IP 193.232.194,232<212.111.064.170:TCP\03171
00000C04771C OOAQCC3DA3FF 0060) E2-IP 212.111.064.170<193.232.194.232:TCP\00080
00000c04771C 00AOCC3D4A3FF 0409) E2-IP 212.111.064.170<193.232.194.232:TCP\00080
Q0AOCC3DA3FF 00000C04771C 0060) E2-IP 193.232.194.232<212.111.064.170:TCP\03171
00AOCC3DA3FF 00000C04771C 0220) E2-IP 193.232.194,232<212.111.064.170:TCP\03171
Q0AOCC3DA3FF 00000C04771C 0060) E2-IP 193.232.194.232<212.111.064.170:TCP\03171
00000c04771C 00AOCC3D4A3FF 0060) E2-IP 212.111.064.170<193.232.194.232:TCP\00080
00000Cc04771C 00AOCC3DA3FF 0060) E2-TP 212.111.064.170<193.232.194.232:TCP\00080
00AOCC3DA3FF 00000Cc04771C 0060) E2-IP 193.232.194,232<212.111.064.170:TCP\03171
Q0AOCC3DA3FF 00000C04771C 1514) E2-IP 193.232.194.232<216.032.210.139:TCP\03167
00000c04771C 00A0CC3D43FF 0060) E2-IP 216.032.210.139<1%3.232.194.232:TCP\00080
01000cccccce 0080242c4470 0326) .3-8AP

0180c2000000 0080242c4452 0060) 0026 4242

004005413198 00000Cc04771C 1514) E2-IP 193.232.194.058<195.133.154.002:TCP\ 04990
00000c04771Cc 004005413198 0060) E2-IP 195.133.154.002<1%3.232.194.058:TCP\08101
0180C2000000 0080242C4452 (0060) 0026 4242

00AOCC3D43FF 00000Cc04771C 1514) E2-IP 193.232.194.232<151.196.092.129:TCP\03170

Puc. 11. HNXHAA YacTb OCHOBHOrO 3KpaHa
nporpamMmbl HabnogeHus

Kak moxHO BUAeTh, Mo KaxaoMmy makery BbigatoTcss MAC-DA,
MAC-SA, mmHa B Oaiftax, E-Type B opurnHaibHOM Mid pacmmdpo-
BaHHOM BHJIE, a JUIS psAa MPOTOKOJIOB Takxke [P-ampeca Ha3HaueHUs 1
HCTOYHHKA, TUI IPOTOKOJIA ¥ TOPT Ha3HAUYEHUS.

TTonueii Bux OcHOBHOro skpaHa (Ha30BEM ero dkpaHoM  «0»)
npejcTaBiieH Ha puc. 12. IIBeTHast wurocTpanus ropasio jdydlie mno-
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I'maBa 2. CuHTEe3 NPOrpaMMHO¥ cpeJbl MOHUTOPHHIA

MOTaeT BOCIIPHHMMATH HACHIICHHBIH HHpopManuel skpaH. Ha stom
PHUCYHKE BUIHO, UYTO TEKYIIUi CHUMOK caenan 06 oktsi6ps 2010 roma B
18:25:07, mepe3arpy30K ¢ IpOLUIOrO MOJIYHOYHOTO 3aIllycka He ObLIO,
paboTa MCHoOJHSAETCS B pabodeM (a He OTIAJOYHOM) PEKHME, 3a HC-
TEKIINE CYyTKHA 3aperHuCTPUpPOBaHA MaKCUMalbHas CKpocTh 1146,12
Kb/c, cpenuss ckopocts 126,85 Kb/c. O6pabotano 96862 makera 00-
M 00séMoM 79157907 GaiiToB, MpOMYIIEHHBIX MakeToB HeT. M3
WnTepuera noxydeno 56885 makeToB, oTHpaBieHO Tyaa 37548 make-
TOB, BHYTPHUCETEBBIE IIEPECHITIKM COCTaBMWIN 2429 makeToB.

MAC-anpec ucnons3zyemoil ceteBoi kaptel ectb 004005407E78,
paboTa UCIoNTHIETCS B pealibHOM pekuMe ¢ apaiiBepoM NGRPCI. Hon
B TEKyIIeM mepuoje 3apeructpupoBano 34, B B/ nx cogepxurcs 219.
Texymiee 3aneiictBoBaHne O0ydepoB mporpamMmsl — 27%, MaKCUMaIbHO
3a oT4ETHBIN nepuog — 29%.
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18:25:87

66297
96862 B79157987 818:24:57

8081228 008122545

= List 1786 formed at 18:15:80 [611

Cnds=8Hb8H = USEG=584E  B3EG=585:a F3EG==2ACH BLng=655a20 Mem=_ 21555
0EEA Max=65386 HefP=-BO0O0BE UnusStk= 1363 UP=8256

E
1 E] BBB FPkt=s—-80088 Mrlk—88
2[404E 18068000 _Pkis-08000 Mrk-00000 Max=65507 RefB-DBO008 CurrStk=
= Fx% B174 FreCuritrSeg= 6526 FreBlks= 15 MaxLEtr= 81?4 [s]s]s] 5]

BOB652324406 O0O5SBEBACESET 1354) EZ-IF GOB7.016.129.237{193.232.194.033: TCP-B41662

Puc. 12. MonHbin BuA O6Lero akpaHa «0»



I'maBa 2. CuHTEe3 NPOrpaMMHO¥ cpeJbl MOHUTOPHHIA

l'omy6oit cTonOuk B mpaBoii yacTu dKpaHa Haj cioBoM “Bydepa”
MOKa3bIBaeT TeKyllee 3aaeiictBoBanue Oydepos Ha 27%.

3a Bc€ BpeMst pabOTHI IPOrpaMMBbl CUTYAIMK MPOIYCKa MaKeTOB He
npoucxoauio (“Ref=0"), coboes anroputma Taxxke ae 66110 (“Err=07).

W3 pucyHka BHIHO, YTO 33JaHO JaMIMPOBAHME IO BXOJAAILIEMY U
ucxomsmemy MAC-aapecy 00508BACE9E7, B HmkHel dactu xEn-
THIM IIBETOM ITOKa3aH MPOXOISIINN MaKeT, COOTBETCTBYIOUIMHA 3TUM
YCIOBUSIM. DTOT MAKET MOKa €AMHCTBEHHBIN, 3anucanHblii Ha HDD. B
stoM TCP-makere nHoma 193.232.194.33 oOpatunace K azapecy
87.16.129.237 no nopty 4662.

[To coobuienusiM B cuctemMHoM xypHane, Hoga 0000E81D724E wus-
myuuna cBoi nepseiit IP-agpec 193.232.194.080, nona 0002B32D8490
m3ITyuriia HOBeI mist Heé [P-ampec 192.168.0.5 u Oyner 3abmokupoBa-
Ha MOHUTOPHOH TporpaMMoil (B 3TOH BEpPCHH MPOTPaMMBI MOHHTO-
puHTa emEé He BCTaBJIeH 00X0/ OJOKUPOBKH MPH U3TYUEHHH TEXHOJO-
TMYECKUX BHYTpPHCETEBBIX aapecoB 192.168.*.*). Ilocnegnuit oTuéT
cthopmupoBaH B kpatkoM Buje B 18:15 mog Homepom 1706.

3aberas Brepén, MOXHO CKa3aTh, YTO NMPUCYTCTBYET aKTUBHOE CO-
enuHeHne ¢ MOHHUTOPHOM mporpaMMoHl (sSpko-Oesblii 3HAYOK COJI-
HBIIIIKA TIEpe]] Bepcueil mporpaMMbl B cTpoke 1) Ha cocemnem Win-
dows-kommBIOTEpE.

Jo oxonuanus mokasza skpaHa «0» ocraiock 49 cexyHn (B 3TOM
peXHMe BBIBOJ Ha DKpaH OUYEHb HACBHILIEH, U MO3TOMY BpeMs I0Ka3a
OTpaHWYeHO 1 MUHYTOI).

B pexxnmMe skpana 2 MOKa3bIBalOTCS TEKYIUE HOJBI, ONIPeIEIUBILIHU-
ecsi ¢ MOMEHTa Havaja 15-MuHyTHOro (WiM HWHOro) MHTepBana. WH-
dbopmarms Oepércs M3 CO3MaHHON W TOMONHIEMOU orepaTopoM b/
Hox o ux MAC-aapecam. DTOT peXUM TOKa3a SIBISIETCS yCTaHABIIH-
BaeMbIM 110 YMOJYaHHUIO, TTOCKOIBKY ero nHpopMaiusi Hauboiee WH-
TepecHa B 00IIEeM cllyyae U MHUHUMAaJbHO HArpy’KaeT MporpaMmy Mo-
HUTOPHHTA.

Ha pucynke 13 BuaHO, yTO BepxXHHE 6 CTPOK SKBUBAJIEHTHBI COOT-
BETCTBYIOIINM cTpokaM OCHOBHOI'O KpaHa.

ITomumo 00paboTaHHBIX 3a TOCIHEAHUN OTYETHBIA TIEPHOJ
77989 nmakeros, 71 maker npomyimieH. CpegHee gynucio mukiIoB — 10294,

Ha skpane nokazansl B 3 cronOua Bce 92 HOMBI, onpeie€HHBIE 3a
nociueaHui oT4ETHBIN nepuo. [1o ka0l HOJe MOKa3aHo Moapasie-
JIeHWEe MHCTUTYTA, (aMHUIIMS WIM KpaTkoe 0003HauYeHHE HOIbI, HOMEP
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CeTeBoii MOHUTOPHHT. MeTO/IbI U CPEICTBA

KOMHAaThl U 4 mocnennue terpansl [P-agpeca B ciaywae, eciu MAC-
aapec Hoabl ecth B BJ] Ha MoMmeHT nokaza. Ecnu sxe MAC-anpec ot-
CYTCTBYET, OH IOKa3bIBAETCs 3€IEHBIM I[BETOM, U 32 HUM CIEIYIOT IO-
cnenHue Terpasl [P-aapeca. Tak, Bo BTOpoM cTONOIE TpeThel CBEPXY
rokaszaHa Heu3BecTHas Hoja, nMmerornas MAC-aapec 000400E41A62 u
IP-ampec 193.232.194.238.

Jnsa cmydaes, korma Hekotopeiidi MAC-anpec npucyTcTByeT B B/
Oosiee OJHOTO pasa, HOAA IOKA3bIBAECTCS JKEINTHIM WM KOPHUYHEBHIM
uBeToM. Ha mokasaHHOM 5KpaHe TakuX HOJI TPU — CEpBEp JIabopaTo-
pun Jlabpenua, rocionuH beknapsiH u cepsep nadoparopun Jpi6eHKO
Exch. Kpacnas 3B€3704Ka ciieBa OT IMEHHU 03HAYaeT, YTO CBEICHUS O
TaKMX HOJAX INepeaansl MOHUTOPHOM NporpaMMe, U MpeAnoaaraercs,
YTO TaKue HOJABI OyIyT OTKITIOUEHBI.
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CeTeBoii MOHUTOPHHT. MeTO/bI U CPEICTBA

Hmeercss BO3MOXHOCTb OTCJIEKHMBATh CIELMANBHO 3aJaHHbIE (ia-
roM B bJl xommbiorepsl. Takne CTPOKH IMOKa3bIBAIOTCS TOyObIM IIBE-
toM. Ha npuBenénHom pucynke 13 Takas cCTpoka oJlHa, M OHA OTpaxka-
€T KOMIIBIOTEP aBTOPA JAHHOH pabOTHI.

JomonauTensHoi mH(pOpManyeii MOXXKHO CUMTaTh 3aUKCHPOBaAH-
HBIe oOparieHus mo npotokoiny POP3 k BHyTpeHHUM M BHEIIHUM I10Y-
ToBbIM cepBepaM. Takue IIK momonHstores kBaapatukamu mnocnie IP-
anpeca. Menkuil KBaJpaTUK O3HAYaeT OOpalieHue JAaHHOW HOIBI I10
POP3 k BHyTpeHHEMY WUJIM BHEIIHEMY CE€pBEpY, KPYIHBIN KBaApaTHUK —
HOJY, K KOTOpO# oOpatmanuch mo nporokony POP3 u3 MuTepHera.

Psin TexHUYeCcKMX HOJ MOKa3aH TEMHO-CMHUM LIBETOM, Harmp., IS1-
Server (ciry»xe0HbIi cepep Y3na [IDMU PAH) [21].

IIpu coznanuu B/, cymecTByeT BO3MOKHOCTD BKIIFOUUTH 10 15 HOO B
crienanbHyto Tabmuiy ciaexenus. OOBIYHO, Cpey HUX HMPUCYTCTBYIOT
OOIIEMHCTUTYTCKHE CEPBEPHI, U, OBITh MOXKeT, crienmanbabie 11K, cocto-
SIHUE BKITFOUEHHOCTH KOTOPBIX MOKET BO37IeCTBOBATh Ha o61ryto JIBC.

Ha puc. 14 nokazan pexxuM «3» IoKa3a COCTOSHHUS BBIICIECHHBIX
cepBepoB U moUTHL. [loka3eiBaroTcst 14 BBIACICHHBIX OOBEKTOB, B TOM
yrcie Mapupytusatop cBsazu ¢ Marepaerom Cisco-4000, TIK aBTopa
JaHHOW paboTHI U 12 OOLIEMHCTUTYTCKUX CEPBEPOB.

[To xaxxnoMy OOBEKTY BBIAAIOTCS CBENEHHS O KOJMYECTBE HCILY-
IIEHHBIX M MPUHATHIX MTAKETOB C Hadaja OTYETHOTO MEepHO/a, a TaKKe
WHTEpBaJl HEaKTHBHOCTH B CeKyHZaX. Tak, OMOIMOTEYHBIH cepBep
(mocnenHAs CTpOKa) HEAKTHUBEH B TeueHHe 13 ceKyHA, poyTep aAMHU-
CTpaTHUBHO-(HWHAHCOBOTO cerMeHTa cetd RouterBu u psg apyrux Bo-
o0111e He OOHAPYKHJI AKTUBHOCTH 32 TIOCJIEAHNE 7 MUHYT.

Taxue cBeeHUs1 MOTYT OBITH MOJIE3HBI IPU YAaCTUYHOM HE(yHKLIHU-
OHUPOBAHMHU CETH VIS OINpEleNeHUs MecTa BO3HHUKHOBEHHS Npolie-
MBI, YK€ OTMEYaJIOCh, YTO paboTa HAOIIOMAOIICH CTAaHIIUA CETEBOTO
MOHHMTOPHHIA HE 3aBUCUT OT TEKYILIETO COCTOSHUSA CETH; UMEHHO 3TO U
Ia€T BO3MOXKHOCTh ITOJyYEeHHUS TIOZOOHBIX TaHHBIX.

Hwxasis gacts dxpaHa «3» AaéT BO3MOXXHOCTh OTCIICANTL OOPAICHIUS
no ceancam POP3 u FTP. B 00bluHOM, COKpamEHHOM pexuMe, Kak Ha
MOKA3aHHOM PHCYHKE, IPUBOASATCS TOJIBKO CTPOKH OOpaIleH i C HHTepe-
CyeMBIMU aTpuOyTamul (TOYHOE BpeMs IO CeKyHnIbI, ucxomsmmii IP, IP
MOYTOBOTO CEpBEpa M MOPT 0OpalleHs1) MoNb30BaTeNiel, nAeHTUPUIMpY-
€MBIMH UX HUKaMH Ha COOTBETCTBYIOLIMX MTOYTOBBIX cepBepax. B pacim-
PEHHOM pEeKHUME MPUBOISATCS TaKKe Mapoii MOIb30BaTeNEH, HallpuMep,
y MEpBOT0 M3 YKa3aHHBIX MOJIb30BATeNel mapois “zebra”.
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120021204:000419$ AyauT xopnopaTuBHOM ceTu * 4.19 = A.TepeHTHeB
120021231:090413 TIIpoBepka [aTH M BPEMEHM. . .

120021231:090413 IIpoBepka MAeHTUOMKALMA. . .

120021231:090413 TIIpoBepka Bepcum JOC...

120021231:090413 [IpmeM MMEHM NPOTPAMMEI. . .

120021231:090413: CNF=<C:\NETWORK\TAMCNET .CFG>

120021231:090413 IIpumeM napaMeTpPOB KOM.CTPOKMU

120021231:090413: Parm=</INT=15 /KFULL=4 /HSYN /EODAY /GO /CNDS /3 /PPASS /STMRK>
120021231:090413 Ceopnkm KpaTkme, ABCOJIOTHEHE

120021231:090413 Dump Hauar

120021231:090413 Cumrana B, HOm: 239, IP-monm: 221

120021231:090413: Maxc. msBecTHsi <TAMC5837.LST>

120021231:090413 Packet Driver Initialize...

120021231:090441$ 193.232.194.239<194.067.023.103/00110:USER danilov
120021231:090441$ 000652324406 193.232.194.239<194.067.023.103:PASS 777777
120021231:090605$ 193.232.194.209<213.033.180.026/00110:USER march
120021231:090605$ 000652324406 193.232.194.209<213.033.180.026:PASS MichaelL
120021231:090811$ 193.232.194.239<194.067.023.103/00110:USER koshevoy
120021231:090811$ 000652324406 193.232.194.239<194.067.023.103:PASS larisa
120021231:090900$ 193.232.194.239<194.067.023.103/00110:USER danilov
120021231:090900$ 000652324406 193.232.194.239<194.067.023.103:PASS 777777
120021231:090916$ 193.232.194.239<194.067.023.103/00110:USER spivak
120021231:090916$ 000652324406 193.232.194.239<194.067.023.103:PASS gbvtyjdf?®

Puc. 15. NMpoTokon paboTbl ¢ faHHLIMM NOYTOBbLIX CEAHCOB

 KoMOuHaNus TaTUHCKMX OyKB, COOTBETCTBYIOLIAS CIIOBY “IIMMEHOBA’” HAa PYCCKOM pacKIajiKe.



I'maBa 2. CuHTe3 NPOrpaMMHO¥ cpeJbl MOHUTOPHHIA

Ha puc. 15 npeacrasien ¢parMeHT IPOTOKOJIA CETEBOTO0 MOHUTOPHH-
ra, BKIFOYAIOILEro TMOYTOBBIX MOJIB30BaTeNe, afpeca MOYTOBBIX CEpBeE-
poB u mapomu. CBeneHus HocTaToyHo naBHue (aexkadopp 2002 rona), Tak
YTO OIIACEHUM CKOMIIPOMETHPOBATH IIOJIb30BATEINIEH y aBTOpA HET.

IP-anpec 193.232.194.239 B TO BpeMsl COOTBETCTBOBAJI BHYTPEHHE-
My TIOYTOBOMY CepBepy MHCTUTyTa. Bce oOpamieHust ObUTH BBITIOTHE-
HBI K 3TOMY CEepBepy MO cTaHgapTHoMy mopty 110.

IIpuBeném 3meck emé omua mpumep OCHOBHOTO dKpaHa (puc. 16).
Ha stom pucyHKe mokazaHa peakiusi MPOTrpaMMBbl CETEBOIO MOHHUTO-
pUHra Ha HEKOTOPBIE MAKETHI.

B atom npumepe u3 cetu (Ha camom aene ¢ HDD ¢ momorisio mpo-
rpammbl TAMDRVR) cunrtano u otoOpaxkeHo 6 makeros. [lepBbie qBa
W3 HUX TpencTaBisaoT coboit ARP-3anpoc u ARP-oTBeT, 1 sSBIsIOTCS
KOmue m300pakEHHBIX HW)KE Ha puc. 26, BTOpHIE ABa — OOBIYHBIE
TCP-naketsl. J[Ba mocieaHUX TakeTa SBIAIOTCA HEKOPPEKTHbIMU. B
MATOM HapylleHa KOHTPOJIbHAs CyMMa, 4TO TMOKa3bIBAET 3HaK “#”, CTO-
ssiuid B mone ¢ 3aronoBkoM “CRC Err (#IpHdr)”, wectoif naker c
HapylIeHWeM JJIUHBI MakeTa (3Ha4ok “<’ B MOJe IO 3aroJIOBKOM
“Lng Errs”); Ha caMOoM JieJie OH KOJUTM3MOHHBIH, XOTh M HEe coOroe-
HO TpaBWIIO (PUKCAIIMU KOJJTM3MOHHBIX MTAKeTOB — HE MeHee 60 CIMBO-
JIOB.

OmubouHbIe MAKETHl, KaK JIETKO BUIETb, BBIAEICHBI KPACHBIM LIBE-
TOM.
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anononog. +nonono2ss

nnononon  +0o0nnnaoono: = nnonnoni  +00nnnensn
nnonononz  +nononnni 5
nnnononz  +0ononni 2o = it 20 lNoev. c # 31
EGEREN = ## 22 [oeT-. c # 10
LAORAN = # 24 MoeTr. c #H 28
! ———| He saman

= = Makc. M3BecTHoM <TAMCOOS55 .LST>

Ex~HB=0OO0000 Cnds =0000 USEG=4EAN BSEG-41EnE PSEG=286% BLng=65530 Mem= 26316
1[ZEAR1DOOOD0N Pkts=00000 Mrk=00000 HMa x=00072 RefP=00000 UnusStk=18%6 UP=8000
2[3EAAIDDODN Pkts=00000 Mrk=00000 Max=00000 RefB=00000 CurrStk= 203 AF=0100h
StrESgms= 1#16366 FreCurStrSeg= 2914 FreBlks= 11 MaxLSt»=16366 [ofololo]

Puc. 16. Npumep 3kpaHa «0» Arns HEKOTOPbIX NaKeTOB



I'maBa 2. CuHTe3 NPOrpaMMHO¥ cpeJbl MOHUTOPHHIA

ITocnenHuii U3 OMUCHIBAEMBIX €CTh dKpaH Buma «1» (puc. 17). Ota
00JaCTh BUICOMAMSITH, TIOMHUMO OOS3aTeIEHON BEpPXHEW YacTH, CO-
nepxut kpatkuii Help mo koMaHaaM, JOMyCTUMBIM IS BBOJA C KJia-
BHATypHl, a TaK)X€ CIPABOYHHK 1O IIBETOBOMY BBIJEIIEHHIO HOJA Ha
JKpaHe «2».

B cnpaBounuke He yureHa komanaa “$”, popMupyromas CKpUHIIOT
TEKYIIEero 3KpaHa B crenuanbHoM (opmarte .SAV, a Takke KoMaHza
“!”, uMUTHpYIOmAas OMHNOKY BBIYUCIEHUHN IS OTIAAKH OloKa oOpa-
OOTKM aBapUHHBIX CUTyalnH.

3HauuTeNbHAs YacTh KOMAaH]| Pa3pelleHa K Moiaye TOIbKO B PEKH-
Me skpaHa «0». Komanga “$” mMoxeT OBITh MogaHa B TIOOOM M3 2Kpa-
HOB.

208:83:83

T4
6880175 000015284 6e6:01: 14

1 1 1 — MepexnuyYeHue Ha SKpaHe ! OcHoeBHOG, lMomMouwd (QaHHHG K-
PaH), COMCOK HOA-MONBEIOEATENEH , MEOPOYHAA ASTANEHAA CTATUCTUKA .
=_.BHx0A4 W2 NporpamMme. Ha HC oswero gocruna K SnoxuwpyeTcA .

ist) - HemegneHHwi cSpoc Ha HDD oqvepeaH. ET-pakna B NogHoOM oEneme
(ataBase) — HemegneHHwin cE8poc Ha HDD Texywero cocToﬁHuﬁ Bﬂ
Limel MNpyKaz HAa BEOA © NUNBETA HOBOCO TEKULET
{therType) — Eroa 16-PWHHOTO KOAA MNPOTOKONA ﬂﬂﬁ oOTSOPa (Qunbrpauuu)

A0A copoca E- guanpa HAXATE 2.

roadcastlng) = an LK PUNETEP Spogxacruura E _AOnN. K MNPOYWMA $UIETPAH|
{ACY — MPuUxKaz HAa HASOP PUNRTPA MO C—aapecy ANA MNOKAZas gamMna

1 1 = flon. MﬂC—guanp NAKeTOE Mo HanpaeBnedHuw Ha Bot I From | To
e) = MPpWKas HA HASOP PUNETPa No IP-aapecy ang NoxasasaamMna

(Enﬁ CEPOCA FUAETPFA Mo 1P HaxaTe 2.

11> EPOC PUARETPFOE ANA MNOKAZAS AAMMUEPOBAHUA
{nly) - MPpoCHOTPF TONEKO $WAILTPOEAHHBX NakxkeToB (Bxn/Buknl
{ause) — Janep¥Ka EBHEOAA E NPOCHOTP 3ACOMAOEBKOEBR nakeToe (Bxn/Buxnl
{rite? - Havano BMEOAA B AAMN-PAAN MNAKETOE (ECEX UMM NO $UNETPY}
{top? - MNPUOCTAHOEKA EBHEOAA B fAAMM—FARN MNAKETOB

= MPUOC TAHOEXKA/ BOCCTAHO! MNOKAIA ATOPA FATPYIKW SUPEPOE
1 MPUOCT. / BOGCT. BMBOPA MAaKEeTOBR WS SUPEDA
~ WAroBMA BWSOP 1 NAakeTa US GUPEPA B PEXWME MPUOCTAHOEKW

ECiv HET HMHPO o_non — BHAAETCA MﬁC anpec u IP-— aggec,
uHa4de BHAaeTcA kKopTex <o, +H. 5 onHaTu
IP Bcerna TONEKO NOCNEAHENR HAGTER (4. 813 BmecTo 193 23 L8133
nBasneneHMe LEEEEE] Lr b I MU LRSI TR xax <H-¥3, ann
FHAYEHWA COEBMNAAART (Ha 2.18 TCA Kak Z2-A).
! Brouwn NPY Hanuyuu = Saae Sonee i choxu c Taxum MAC (nepBaﬁ)
——— ——— {HenepsanAl}
Npu DAnuauK B SAze MoMeTHM o Mapxuponxe HOA ,
NPU OTCUTCTEUWM E_GAZE WHPO noa Ui (nepe)
Red = T T ——— {HenepsanAl}
Gray B HOPHMANEHOM Cigqae.
goSaBneHHee (Nocne nociegHero

HSMH
UE

Puc. 17. CnpaBoYHbIN 3KpaH NO KOMaHaam onepartopa «1»

2.4. BAT-¢aiijabl 1 BO3MOKHbIE KOIbI
3aBeplLIeHUs] MPOrpaMMbl

Bo3MoOkHBIE KOABI 3aBeplIEHHs POrPaMMBI IIOKa3aHbl Ha
puc. 18.
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CeTeBoii MOHUTOPHHT. MeTO/bI U CPEICTBA

000
002
010
020
101
102
103
105
106
110
112
113
118
120

001 =

130 =

Konern, nusi, BHXON 6es oxmmanmsi Ojisi crneuseTeyu BAT-darna
BeIxomOsl M3 LMKIIA

HaxaTme Esc, BmxXon c npepsBaHmeM BAT-odarna
Orxniouenne IIK

C60oMt BHUMCIMTEJNSI, HYXEH INOBTOPHEI BXOJR

ErrOnErr, c6.BHUMCIEHMII B npouecce o6paBboTkm c6.BHY.
Céom KC aBTOpPMBaumm

HeBepHa o6nacTe Env

HeBepHO MMsI ImpOTPaMMEI

HeBOBMOXHO OTKpHTHMe LOG-darna

HeBOBMOXHO OTKpHTHMe DMP-darna

Ofmwast oumbGka napaMeTpPoOB

HepacnosHaHHass KOHCTPYKIUMsS I1apaMeTpa

HeT npo6e;na B KOHIe CTPOKM NapaMeTpOB
HemocTaToOYHO NaMATH Lis1 OMHAMMYECKMX MaCCHBOB
Oum6xm B BJ

Oumbka MNakeTHOT'O JpalBepa CeTeBOr'o ajanrepa

Puc. 18. BoamoxHble Koabl 3aBeplieHusi nporpammbl TAMCNET

BAT-daitn 3amycka mporpaMMmbl MOXET OBITh OpraHHU30BaH,
HampuMep, Tak, Kak oka3aHo Ha puc. 19.
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@ECHO OFF

SET NAM=

IF .%1.==.. GOTO Cycle

IF NOT .%1.==.N. GOTO Help

IF .%2.==.. GOTO Help

SET NAM=%2

:Cycle

IF .%NAM%.==.. GOTO First

:Next

tamcnet /INT=15 /KFULL=4 /HSYN /EODAY /LST1=%NAM% /GO /2 /COM=1
/DNODES=2 /STMRK /NET=193.232.194

GOTO Result

:First

tamcnet /INT=15 /KFULL=4 /HSYN /EODAY /GO /2 /COM=1 /DNODES=2 /STMRK
rem /DNODES=14 /NET=193.232.194

:Result

IF ERRORLEVEL 99 GOTO Her

IF ERRORLEVEL 21 GOTO TFirst

IF ERRORLEVEL 20 GOTO ErOnEr

IF ERRORLEVEL 3 GOTO TFirst

IF ERRORLEVEL 2 GOTO OK

IF ERRORLEVEL 1 GOTO EoDay

GOTO Zero

:ErOnEr

tamdate ErOnEr >>TAMCNET.LER

:TFirst

IF EXIST TAMCNET.DBN GOTO NoRstDB1l

IF EXIST TAMCNET.BAK GOTO RstDB1l

ECHO === B]l oTcyTcTByeT. M3 KOommMmMm BOCCTAHOBUTEL HEBOBMOXHO ===
GOTO OK

:RstDB1

COPY TAMCNET.BAK TAMCNET.DBN

:NoRstDB1

GOTO First

:EoDay

IF EXIST TAMCNET.DBN GOTO NoRstDB2

IF EXIST TAMCNET.BAK GOTO RstDB2

ECHO =*= BJl orcyTcTByeT. M3 KonmmmM BOCCTAHOBUTEL HEBO3MOXHO
GOTO OK

:RstDB2

COPY TAMCNET.BAK TAMCNET.DBN

:NoRstDB2

call tambneu.bat C:\REPORTS

GOTO Cycle

:Help

ECHO = [nss BHBOBa MCHNOJNBBYNTE OOMH M3 BapMAaHTOB:

ECHO = tambne {6e2 napaMeTpoB} - CTapTyeT MCXOAS M3 TEKYyIMX YCJIOBMIA

Il
*
|

ECHO tambne N XXXXX - cTapTyeT HauMHasT OTYET C HOMEPOM XXXXX
GOTO OK

:Her

ECHO =**= Bummanme! HeycTpaHmumass oumbka.

:OK

Puc. 19. OcHoBHOMn BAT-chann TAMBNE2
ans nporpammbl TAMCNET
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Bcnomorarensabrit BAT-datin mokazan ma puc. 20. [ToscauM, 9To
nepemenHas TMP momxHa yka3siBaTh Ha 1000 BPeMEHHBIN ITyCTOM
KaTajor Ha KOMIbIOTEpE.

QECHO OFF

copy tambn.ba/a + tamclast.num/a %TMP%\tambr.bat
call $TMP%\tambr.bat

REM Tenepr nepeMerHHass NAM mpmobpesia BHadueHMue
REM us 4x umpp - Homep nocnegHero TAMCnnnn.LST
arj m $TMP%\A%NAM% tamcnet.bak tamcnet.log

arj a %$TMP%\A%NAM% tamcnet.dbn

copy /b %$TMP%\A%NAMS%.ARJ %1
del %TMP%\A$%NAMS%.ARJ

Puc. 20. BcnomorartenbHbin BAT-cpann TAMBNEU.BAT

@ECHO OFF
SET NAM=

Puc. 21. BcnomoratenbHbin hann TAMBN.BA

Obpatum ocoboe BHUMaHUE Ha TO, 4TO B (aiiie TAMBN.BA BTO-
pas cTpoka 3aKaH4YMBAETCS PAaBEHCTBOM, T.€. OTCYTCTBYeT CHMBOJI
nepesoaa crpoku! Ilockonsky daitn TAMCLAST.NUM Bceraa co-
JEP)KUT B TEKCTOBOM BHJIE HOMED IOCIEIHEro CJIEJIaHHOIO OT4ETa,
pe3yabTaT NEPBBIX ABYX CTPOK puc. 20 OyIeT B TOM, YTO NEpEeMEHHas
NAM nproOpeTér 3HaueHHE MOCIEAHEro HOMepa OT4ETa, U TAKUM
obpazom apxuB OyzaeT copmupoBaH ¢ umeneM “Amnnnn.ARJ”, rae
nnnn — HOMep MOCJIETHET0 OTYETA 3a 3TOT JICHb.

2.5. OneparuBHast B/|

Orot (haiin sABIAETCS KaK BXOIHBIM B Hadayie pabOTHI MPOTPaMMEI,
TaK W BBIXOAHBIM IO €€ 3aBCPIICHUMU. daiin COACPKUT B TCKCTOBOM
Buje nepeueHb MAC-aapecos, [P-aapecoB, BocbMu OYKB yCIOBHOTO
TEKCTOBOTO HAWMEHOBAHWS HOJIBI W OJHOTO OaiiTa €e TEeXHOJOTHYe-
CKMX XapakTepuctuk. dparMeHT 3TOro dQaiila MOXHO BHIETh Ha
puc. 22, pacmmdpoBKa XapaKTEPUCTUK ITOYTH COOTBETCTBYET COOTBET-
CTBYIOIIIEMY 0aifTy B OTYETaX, PACCMATPUBAEMBIX YyTh HUKE.

BesycnoBHo, ATOT aiin sABIsETCS CaMbiM BaXKHBIM IJIsi pabOTHI
MpOTrpaMMbl  HAOJIOAEHUS, MOCKOJNBKY MO KaXIOMYy IOCTYIHBIIEMY
MaKeTy TpocMaTpHUBaeTCs Bcs 0a3a OT Hadaia JO HAXOXKICHUS WIIH
HEHaXOXXJEHUS CTPOKU COOTBETCTBUSA makery. [Ipu HaxoxaeHnn (Huk-
CHUpYyeTCS HaJIW4ue MakKeTa, MPH OTCYTCTBHU COOTBEeTCTBUA B B/l mo-
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OaBmsiercst cTpoka. Hofpl, yaie Apyrux MCITyCKAIONINe MaKeThl, BpeMst
OT BPEMEHH NPUXOAUTCS NepeMemarb B Havano bl mis cokpaieHus
BPEMEHHU 00paOOTKH; PAJ CIyYalHBIX CTPOK, COOTBETCTBYIOIIUX KOJI-
JM3UOHHBIM MAKeTaM, HCKIIOYaeTCH.

[lepuoanuecku Taxxe UCKIIOYAIOTCA CTPOKHU, HECYIUE yCTapernyto
uHpOpManuio (HarmpuMep, O paHee CYyIIECTBOBABIIEH KOMOMHALIUH
MAC-SA u [P-agpeca, ecii 1OCTOBEpHO U3BECTHO, YTO TaKast KOMOH-
HaIus y>Ke HeaKTyaabHa).

00000C04771C 07 255.255.255.255 Cisco-4K
00104B289729 01 193.232.194.210 N:WEBSQL
00400540FBC8 03 193.232.194.211 N:NTSrvr
0000COF347F8 03 193.232.194.074 II:SergeP
0000COF347F8 03 193.232.194.090 II:SergeP
O0OO0OEBEC1A5D 03 193.232.194.069 II:Ego-va
00400540FBCD 03 193.232.194.107 GOLSHTN
0020AFF61A62 21 193.232.194.033 Server2.
0080242C4470 41 193.232.194.035 Switch35
O00AOCC3E9A70 03 193.232.194.247 N:DevSrv
OOAOCC3E9A70 01 193.232.194.085
08002007D17D 01 193.232.194.057 SsS1.
0800207BFBB8 01 193.232.194.051 Isl.
OOAOCC3E269E 01 193.232.194.010 Anocoea
008048AE590D 03 193.232.194.011
008048AE590D 03 193.232.194.012 HemsBeux
OOAOCC3D43F8 01 193.232.194.014 Spxuu
52544C17FD43 01 193.232.194.017 MC3CI-Hb
00400540FBE5 03 193.232.194.034 S:Topu-H
0000C06365F0 01 193.232.194.039 MankoBa
0000COEB64F0 03 193.232.194.066 I'pe6-604
0000COCE4BF8 03 193.232.194.068 B:ganna
004005407E78 03 193.232.194.073 AmBassan
00600809E3A2 01 193.232.194.077 Serverl.
OOAOCC3E33A9 23 193.232.194.075 NepmmuoB
O0OAOCC3E33A9 03 193.232.193.003 MepMnuoB

Puc. 22. ®dparmeHT onepatuBHon B[l (nepBble 4 no3uumnmn)

B npuBegeHHOM NpUMeEpPEe MOXKHO BUIETH, UTO YXKe 4-1 U 5-1 CcTpo-
ku uMetoT onnHakoBeid MAC-SA, HO pasnsle [P-anpeca (mpaBuibHBII
aZpec MepBbIil, BTOPOI — CIEACTBUE CETEBOM KoJu3un). B mociaeanux
MPUBEJICHHBIX CTpOKaxX Takxke oguHakoBbli MAC-SA, Ho pa3ubie IP-
angpeca. Ob6e cTpoku BepHBI: ceTh 193.232.194.% — 00IMENnHCTUTYTCKAS
JIBC, cetp 193.232.193.% — crposmasics cetb ATM. [IK ¢ ykazaHHbIM
MAC-agpecom ydacTByeT B 00eux cersix. IlepBeIM B CHHCKE CTOUT
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0e3yCIOBHEIN IuAep mo makeraM — Mapipytuzarop Cisco-4000, koTo-
petii BHyTpH JIBC ncmyckaer Bece makeTsl, mpuxoasime u3 MHTeprera.

2.6. BbIXoaHBIE 0TYEThI

[Iporpamma HaGmOAeHUST CIOCOOHA NEPUOAMYECKH BBIIABATh TEK-
CTOBBIE OTYETHI O HabmoAeHHON MHpopManuu. [lepron Bemaun ore-
peaenseTcsl mapaMeTpoM BbI30Ba, IO ymMondaHuto — 15 munyT. Kpat-
Kuii (popMat oTyeTa CONEPIKUT TOIHKO OOIIYIO YacTh, MOJHBIA — eIe 1
noapoOHbIi TepeueHb (cornacHo HopmatuBHOW BJl) HOn ¢ WX akTuB-
HOCTBIO 32 OTYETHBIM NEepUO M CIUCKOM XapakTepucTHk. [Iporpamma
criocoOHa (GOpMHUpPOBATh OTYETHI C 3apaHee 3aJaHHbIM HHTEPBAJIOM,
MIpHYeM BO3MOXHO yKa3aTh MEPHOINYHOCTD BBIIAYH MTOJHBIX OTYETOB.

Ha puc. 23 M0XHO BUIETH NMPUMEP PEATBHOIO MOJIHOTO OTYETA 3a
12 oxTs16pst 2000 1. 0 cocTosIHUIO Ha 17 4acoB, MpUYEM MPEIbI Ty Ui
oruer Obi1 900 cexyHn (15 munyT) Hazan. Ctpoku ¢ #00 mo #50
BKJIFOUUTENFHO MPUCYTCTBYIOT KaK B KPATKOM, TaK M B IIOJTHOM OT4Ye-
Tax, ¥ COAepKaT MHYOPMALHIO HUCKIIOUUTEIBHO 32 OTYETHBINA NEpHOJ;
MTOCTIEAYIOUINE CTPOKH MPUCYTCTBYIOT TOJNBKO B TOJHBIX OTYETaX M
BKJIIOYAIOT HH()OPMAILIHIO OT OJHOTO MOJHOTO OTYEeTa J0 APYToro.

Kak nerko Buaers, 00g3aTenbHAs 9acTh OTYETa 1O CYTH (PUKCHPYET
uH(popMaIHIo, 0TOOpaKaeMyr0 Ha SKpaHe U pacCMOTPEHHYIO BbIe. BTo-
past 4acTh OT4YeTa NPENCTABISET JeTAIBHYI0 HH(pOpMaUio 00 aKTUBHO-
CTH HOJI 32 UHTEPBAJI MEXIY MMOJIHBIMHU OTYETAMH U COAEPKUT JjBa cTOOLA
YHCEIT — YHCIIO TEePeaHHbIX OaiiT BCEro M HEMIMPOKOBEIIATENbHBIX MaKe-
TOB B YaCTHOCTH, — a TaKk)Ke OMHApHbIE MPU3HAKU TOTO, KAKHE THITBI TTaKe-
TOB HCITyCKaJIMCh HOJION 10/ yka3aHHBIM [P-anapecom. Tak, crpoku 001 u
012 BTOpOI YacTM YKa3aHHOTO OTYETa CBUACTEIBCTBYIOT O TOM, UTO
mapmpyTtuzatop Cisco-4000 u Ethernet-Switch oOmenuBarotcsi nadpOp-
Manueit o nporokoiy SNAP (Gonee HM y 0JHOW HOZIBI TAKOTO MPOTOKO-
Jla He BCTpe4aeTcs), YTO BBI3BAIO SBHBII MHTEPEC y PYKOBOAMTENEH Jia-
Ooparopuii, 0TBeUarOLIKX 3a pabOTy ITUX YCTPOHCTB.

Jpyrum uHTEpecHbIM (pakTOM Jaske 3TOr0 OAHOTO OTYETa SIBISIETCS
TO, YTO CYIIECTBYIOT HECKONIbKO HOJ (cTpoku 045 u 048), ucmnonn3y-
IOIIKUX OJUH U TOT e IP-anpec, npaBaa, B OTYETHBIN NEPUOJ yKa3aH-
HOTO JTHSl aKTUBHOCTh BTOPOM M3 OTMEUEHHBIX HOJ| HE BBISBJICHA.

OcoOpIif HTEpeC MpencTaBIaoT cTpoku 208 u 209, sIBHO COOTBET-
CTBYIOILIME KOJUTM3HOHHBIM cuUTyalnusM B ceTH. Ctpoka 210 sBisercs
MPUMEPOM IUIOXO HACTPOSHHOW HOJBI, UcnycKarouiel [P-nakeTsl ¢ Hye-
BbIM [P-agpecom (uto sBisieTcsa rpyObIM HapyIIEHUEM CETEBBIX PABII).
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OTH OTYeTHl SABIAIOTCS 0a30BOW WMHQpOpMAaLUeEl, UCIONB3yeMOi B
nocieayionieM ananuse coobiThii. Beenennas c¢ mera 2000 rona mpu-
HyJIWTeNbHas Bblgada moHoro otdera B 00 munyT 00 cexyHn HaOIO-
JAIOMIEH MPOTpaMMOil 10 CYTH aBTOMATHYECKH CHHXPOHHU3HUPYET II0-
SIBIICHUE OYEPEJHOTO MOJHOTO OTYeTa TOYHO B Ombkadmmi vac. [lpu
MIPaBUJILHOM yCTaHOBKE mMapaMeTpoB /Int mepnoandHOCTH BBIAAYH OT-
yetoB ¥ /Kfull xpaTHOCTH BBIJAYM OYEPENIHOIO IMOJHOTO OTYETA,
Hanpumep, /Int=15 /Kfull=4, rapantupyercss aBTOMaTu4eckoe MOy-
YEHHUE MOJHOIO OTYeTa KaKIbIM yac W 3 kpaTkux otuera B 15, 30 u
45 MUHYT Ka)XXJIOTO 4Jaca.
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#00 O3MH PAH * Armsr mopoopaTmemod ceTk * 1.0 = A_Tepemtnen
#02 Oooreoi, Dooommaooi $afn oTsera <TAMC4678. LET>, cepmnm ma=TaTa c 4611
#04 Oporpaswss asormess 12/10-00 = 00:00:28

#05 Temrzmees mpeus 12/10-00 = 17:00:00, paforass 61172
#06 B mrene 900cerm. ; moeTo 18=59=32 >

#07 Or=er ciopuxupoBAR OO OpMamamy B

#10 Bamgro oameTom: 50554, Emftrom: 218555039

#11 Puwo oameTon: a3, Eaftron: 64116

#12 CropocTs warckHwamemag: 19640 Eb/s; Cpegmaz: 23.72 Eb/s=
#14 BA: 213, K » pabove: :L:]

#17 [MeIOn B CERFEIY MM ATRRO: 219; P R LT FOCH T 313
#18 CuTranii opoOoryoma oameTos: 42

#20 KEONOOHEHRTH TPFPAS®HEA

#20 Oo THor Tpagurma B r.=T. mupomonenmaTE nIuNE
#20 OameTon Enmirron DareTos BaiiTon

#21 EtherII-IF: 48269 21552395 340 92381

#22 EtherII-ARP: 273 16740 202 12120

#23 EtherII-IP:: o o a o

#24 EtherII-oceT: a1 5477 1] a

#25 IEEEBO0Z.3IFS 212 203337 oS85 70437

#26 IEEEA0Z.Z2SHAP 23 3313 a o

#27 BO02.3/802.2: 15 aoa 15 200
#28..He oooamamm: 283 67281 a o

#40 = Hosmomesmzn IP-Tpadnes

#41 IF+4/TCF: 45675 21211433

#42 IF+4/UDF: 2353 3imooA

#43 IPw4/ICHP: 235 22348

#44 IPw4/0ther: 1] 1]

#45 IPvers.#4: ] o

#50 - - - - = - - - - -

#80 Coegxermrx o mogax (FAC-aapecax) x mx L3

Tpadrme
001.00000C04771C *255_ 255 255255 Cisco-49K 56521734 56461709 ++ —4-- +++4+

012.00B80242C4470 133.232.194.035 Switchis 13256 434 ++ -+-- -——-+%

045.0020AF IFATAF *193_232_194_ 089 Jeib-HT 1248
046 _00Z20AFIF6TAF *193_232_194_030 o
047.0020AF IFATAF *133_ 237 194_091 Jeib-HT 2602
048.00E038161DEE 133.232.194.089 Mamapo=m o
Z208.0000EBERTAAY 170.170.170.170 o
20%.0040054131684 193_168.170.170 o
210.525400D0B01DA 0O00.000.000.000 11716
211.0000CODARG4FD Ho IP-trxaffic o
212.0060BOT7168111 Ho IP-traffic o
213_525400DB00BA Ho IP-traffic 2312

—————— Opmamars 5 Guronoii mapre (Ccoems maopaso} ----
Opucrroroxe Tpadure EthernsetII/ARP - - - - - - - =
Hanymie HCXON. OAmETOD Ceimzac - - - - - - - -
Opucrrorene Tpaguma IEEEBODZ .3/802.2

Opueorroreme Tpaduma IEEEAODZ fSHAP - - - - - - - -
Opucrrorene Tpaduma IEEEB0Z . 3/IFS - - - - = - - -
OIpucrroTone Tpoéumn EthernetII/IFS - - - - - - - =
OpucrroTeme Tpoagume EthernetII/Oth. - - - - - - = =
Opuamar cepeepa (aagneTceR =pr=—=Fm} - - - - - - - -
Hanmoee Goxee 1 IP-agpeca = opamerax - - - - - - — =
Opucrrorese Tpadume EthernetII/IF - — - = = = = -
Komen oTrzeTa <TAMC467H .LET>

gk ok ok kb ok

Puc. 23. dopmaTt 1 OCHOBHbIe 4YacTu OoT4eTa
nporpamMmbl HabnogeHus

2.7. IIpocMOTp AaMNIMPOBAHHBIX NAKETOB

JammupoBarasie Ha HDD makeTs! ipu pabote mporpaMMbl MOHH-
TOPWHTA 3allUCHIBAIOTCS B  CAMHBIA  jgaMmr-Qaiimi ¢ HWMEHeM
TAMCNET.DMP. [Ins pasrpanuueHus MakeTOB MPHUHITO, YTO TEpe.T
uHpopMaleld nmakera gonuceiBatotcs 4 Oaiita, SSAAh B mepBbIX u3
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HUX W TIOcTenyronas nHGOpMaIMmoHHas JJTMHA MMaKeTa B ABYX IOCIHe-
TYIOMNX OaiTax.

Pasymeercsi, MOCKONBbKY NpPUHATAA CUCTEMa KOJUPOBAHUS CETEBBIX
[aKETOB, B OTJINYME OT MAalIMHHOTO MPEACTABICHUS YHUCEN, IPEANona-
raeT Mocje0BaTebHOE yYKa3aHue OalToB, TO JUIMHA MaKeTa OKa3bIBa-
€TCsl MUHBEpTUpOBaHHOU. Tak, Ha puc. 24 M300paKkeH pe3yabTaT Mpo-
rpammbl npocMoTpa makeroB TamView.EXE, B koTopom mokazaHo
2 makeTra C JUIMHON Kaxxmoro 74 6aiita, 9YTO COOTBETCTBYET IIECTHA-
nuatupuaHoMy 3HadeHuto 004Ah, B To BpeMs Kak Ha JUCK OyJeT 3a-
MMcaHa Mocie0BaTeNbHOCTh 0aiToB 4A00h.

IIpyn mokase MmakeToB OTHEIBHOM CTPOKOW BBIBOJUTCS 3ar0JOBOK
Makera, B KOTOPOM JaHbl HISHTH()HKAIMOHHBIA Tpu3HaK S5AAD,
JUIMHAa B MHBEPTHUPOBaHHOH ¢opme (B manHoM ciydae 4A00h), necs-
TUYHBIM U LIECTHAALATUPUYHBIA BUIBI CMELICHUS] Hayala MakeTa OT-
HOCHTENBHO Hadana (paiiya, mocienoBaTebHBI HOMEp MaKeTa M ero
necsTU4Has JuynHa. Jlanee uayT OalThl 1aMIIMPOBAaHHOTO MAKETa, CHA-
gana MAC-DA u MAC-SA, 3atem fBa 0aiiTa THIa IPOTOKOJIA, €CIU
MOXHO, ero pacumdposka, u s TCP/IP-makeToB pe3yabTHPYOMINI
U ucxonsbld [P-agpeca. B koHUE A1 HEKOTOPBIX THUIIOB MAaKETOB
(TCP, ICMP u T.1.) npucyTcTBYyeT pacmudpoBka Tumna nakera. Jlauee
CTPOYKAaMH MIYT OCTAIbHBIE CHMBOJIBI TaKeTa, o 16 OalT B CTpOKe, B
MIECTHAAIATUPUIHOM BHUIE, U CIIPaBa 3TH XK€ CUMBOJBI B TEKCTOBOM
Buje. [Ipu MoOAroToBKE JAaHHBIX K IEYAaTH BBIOPAH CICIUANBHBIA pe-
UM, KOTJ]a B TEKCTOBOH YacTH CIyXeOHbIE CHUMBOJBI 3aMEHSIOTCS
TOYKaMH, 9TOOBI He cOuBaics popmaT n300pakeHsI IPU pacIiedaTke.

Ha puc. 24 noka3aHo aBa nmakeTa, UCXOJIHBIM U 00paTHBKIHA, 00pa3y-
IOIIKMECs B CETU NpPU BblAaue KOMAaHIbl MUHTOBAHUS HHTEPECYEMOM
HOOBl. B m3o0paxkéHHOM ciyuae Homa 193.232.194.126 mochuraer
ruHT Ha HOy 193.232.194.97 u moiry4aet oOpaTHO pe3yibTar.

55aA 4A00 0ffs= 0 (00000000h) Pkt= 1 L= 74
0060088DBBD3 004005411A26 0B00=E2-IP 193.232.194.097<193.232.194.126:ICMP
45 00 00 3C 8A 00 00 00 20 01 08 10 Cl1 EB8 C2 7TE E..<Bb... ... BuB~
Cl EB8 C2 61 08 00 47 5C 01 00 05 00 61 62 63 64 BuBa..G\....abed
65 66 67 68 69 6A 6B 6C 6D 6E 6F 70 71 72 73 74 efghijklmnopqrst
75 76 77 61 62 63 64 65 66 67 68 69 uvwabcdefghi
: 55AA 4a00 offs= 78 (0000004Eh) Pkt= 2 L= 74
004005411AA6 0060088D8BD3 0800=E2-IP 193.232.194.126<193.232.194.097:ICMP
45 00 00 3C EC 4F 00 00 80 01 45 CO Cl1 EB C2 61 E..<M0..%.EABuBa
Cl EB C2 7E 00 00 4F 5C 01 00 05 00 61 62 63 64 BuB~..0\....abcd
65 66 67 68 69 6A 6B 6C 6D 6E 6F 70 71 72 73 74 efghijklmnopgrst
75 76 77 61 62 63 64 65 66 67 68 69 uvwabadefghi

Puc. 24. Noka3 gaMnMpoBaHHbIX Ha AUCK NakeTOB kKoMaHAbl PING
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e HasHa4YeH
e HasHauYeH
IPF:— He nasnauen —

: CHNF=<{TAMUIEW.CFG>
: Parm={/FI=ETHPRI2.DAT /NP ~2>
: 55AA EEDD Offs= 0 (DODODDOOK> Pkt= 1 L= 238

: 55AA GEDD Offs= 242 (DODDOEF2h> Pkt= 2 L= 110

: KoHeu BxofHOoro dasaa

Puc. 25. NMoka3s aamnupoBaHHbIX broadcasting-naketoB

Ha puc. 25 nzob6paxén moka3 broadcasting-makeToB, H3ITyd4aeMbIX
IBYMs cepBepamu obmiero moctymna Ha Bcio JIBC. dopmar makeToB —
IEEE802.3/IPX.

Ha puc. 26 mo6paxén mokaz ARP-nakera u otBerHbIi maketr. HoyT-
Oyk c ampeca 193.232.194.14 (C1 E8 C2 OE), umerommit MAC-anpec
00 40 05 40 9F AD, zanpammBaer y Bcex (FF FF FF FF FF FF) cereBbix
anpecoB MAC-ampec, cootrBerctByromuii [P-anpecy 193.232.194.57
(C1 E8 C2 39) B nepBom makere. B oTBeTHOM makeTe cooOImaercsi Tpe-
oyemsiii MAC-anpec (08 00 20 07 D1 7D).
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I'nasa 2. CuHTe3 NIporpaMMHoOii cpeibl MOHUTOPHHTA

e HAIHAYEH
e HaZHA4YEH
IPF:— He naznauen —|

: CNF={TAMUIEW.CFG:
: Parm=<s2 ~FI=ETHARPN.DMP NP>
: 55AQ 3CO0 Off== 0 CODDOOOOOL> Pkt= 1 L= 60

: 55AR 3CO0 Offs= 64 (DDODDODO40h> Pkt= 2 L= 60

: KoHew BxopHOro oadaa

Puc. 26. Noka3z ARP-3anpoca n oTBeta

[MpuBeaéM Ui WILTFOCTPAIUKM TAKXKE MAKEThl, OPraHU3yeMbIe IO
npotokoixy POP3 obmienus ¢ mouToBeIM cepBepoM. Ha puc. 27 moka-
3aHbl MH()OPMAIMOHHBIE MAKEThl TAKOTro ceaHca (ciykeOHbIe MpOoIy-
IICHBI), B KOTOPBIX BHUIHBI TEKCTOBBIC COOOIICHUS (ITOMYEPKHYTHI)
mexny cepsepom POP.LIST.RU na angpece 193.232.193.52 u momnb30-
BareneM tam Ha koMmbioTepe 193.232.194.13 ¢ maponem tam-PSW.

BunHo, Kak ycTaHaBIMBaeTCs CBSI3b C CEPBEPOM, 3aIPaIIUBAETCS
none3oBatenb (USER), coobmiaercs umsi moip3oBartes, 3ampaliriBa-
eTCsl TapoJib, BBIIAETCS MapoJib, COOOIAETCS, YTO HA CEpBEPE TEKYIINX
nuceM (), 3ampaiinuBaeTcsi CTaTHCTHUKA, COOOIAaeTcsi O HyJIeBOH CTaTu-
CTHKE U, HAKOHEII, 3aKaHYHBACTCS CEAHC CBSI3H.

N3 17 makeToB moka3zansl 11, B KOTOPBIX UMEETCS cofepKaTeIbHas
yacTh. OCTaNbHBIC MAKEThI, SBISSACH TEXHUYCCKUMHU TOJTBEPIKIACHUS-
MU CBSI3U, CMBICIIOBOW Harpy3Ku He HECYT.
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TAMVIEW * 1.4-2005, A.TepeHTheB * IlpocMoTp gmamna nakeroB * 08/12-1419:10:56

! IlpoBepka CHCTEMH M YCJIOBMIZ paboTh
I[lpoBepka naTH M BPEMEHH. ..
I[lpoBepka mpeHTMOMKALMA. . .

IlpoBepka Bepcum JOC. ..

[IpyeM MMEeHM NPOI'PaMMEI. . .
CNF=<TAMVIEW.CFG>

IIlpueM napaMeTpPoOB KOMaHIHOM CTPOKM

Parm=</2 /FI=ETHPOP3D.DAT /LOG=EthPop3D.LOG>

Bapman BxopHoM ¢darn <ETHPOP3D.DAT>
Bapan dain nporokosma <ETHPOP3D.LOG>

55AA 4700 Offs= 128 (00000080h) Pkt= 3

45 00 00 39 00 41 00 00 80 11 33 60 Cl E8
Cl E8 C1 34 FD 8A 00 35 00 25 C4 50 6C 47
00 01 00 00 00 00 00 00 03 70 6F 70 04 6C
74 02 72 75 00 00 01 00 01
55AA 5700 Offs= 203 (000000CBh) Pkt= 4
00508BACF971 000652324406 0800=E2-IP 193.
45 00 00 49 20 84 40 00 FF 11 54 0C Cl E8
Cl E8 C2 OD 00 35 FD 8A 00 35 5C 8A 6C 47
00 01 00 01 00 00 00 00 03 70 6F 70 04 6C
74 02 72 75 00 00 01 00 01 CO OC 00 01 00
00 00 3C 00 04 D9 45 8B 4E

55AA 7300 Offs= 490 (000001EAh)  Pkt= 8
00508BACF971 000652324406 0800=E2-IP 193.
45 00 00 65 20 94 40 00 40 06 12 EC Cl E8
Cl E8 C2 OD 00 6E 04 A4 28 D5 F1 FE 8B F5
50 18 61 08 B6 C6 00 00 2B 4F 4B 20 51 70
70 65 72 20 28 76 65 72 73 69 6F 6E 20 34
2E 30 29 20 61 74 20 76 73 31 2E 63 65 6D
72 73 73 69 2E 72 75 20 73 74 61 72 74 69
2E 20 20 OD OA
55AA 4000 Offs= 609 (00000261h)  Pkt= 9

L= 71
000652324406 00508BACF971 0800=E2-IP 193.232.193.052<193.232 194 013:UDP

C2 0D .9.A. .23 Lluwp
01 00 J—urJ-4nK 5,%—P1G .
69 73 |. ...... E p_lis
t1ru

L= 87
232.194.013<193.232.193.052:UDP
Cl 34 .I me..d4T.lmls
85 80 J—m-r 5nKL5\KjI.GEA
69 73 e lis
01 00 |f1zu; ReE22

JENN

1= 115
232.194.013<193 232 193 052:TCP
Cl 34 .e .e-lelwls
29 16 n°n (FEMIi)T
6F 70 PTaDﬂF .+OK_Qpop
2E 31 per (version 4.1
69 2E .0) at vsl.cemi.
6E 67 rssi.ru starting

L= 64

000652324406 00508BACF971 0800=E2-IP 193.232.193.052<193.232.194.013:TCP




45 00 00 32 08 21 40 00 80 06 EB 91 Cl1 E8 C2 OD
Cl E8 C1 34 04 A4 00 6E 8B F5 29 16 28 D5 F2 3B
50 18 FF C2 AA 2C 00 00 55 53 45 52 20 74 61 6D
0D oA
55AA 5600 Offs= 741 (000002E5h) Pkt= 11 L=
45 00 00 48
Cl E8 C2 0D
50 18 61 08
77 6F 72 64
72 20 74 61

55AA 4400

20 96
00 6E
B5 43
20 72
6D 2E
Offs=

40 00 40 06 13 07 C1 E8 C1 34
04 A4 28 D5 F2 3B 8B F5 29 20
00 00 2B 4F 4B 20 50 61 73 73
65 71 75 69 72 65 64 20 66 6F
0D 0A

831 (0000033Fh) Pkt= 12

000652324406 00508BACF971 0800=E2-IP 193.232.193.

45 00 00 36 08 22
Cl E8 Cl 34 04 A4
50 18 FF A2 12 4E
2D 50 53 57 OD OA
55AA 6E00 Offs= 903 (00000387h)  Pkt= 13
00508BACF971 000652324406 0800=E2-IP 193.
45 00 00 60 20 97 40 00 40 06 12 EE Cl E8
Cl E8 C2 OD 00 6E 04 A4 28 D5 F2 5B 8B F5
50 18 61 08 16 98 00 00 2B 4F 4B 20 74 61
68 61 73 20 30 20 76 69 73 69 62 6C 65 20
73 73 61 67 65 73 20 28 30 20 68 69 64 64
29 20 69 6E 20 30 20 6F 63 74 65 74 73 2E
55AA 3C00 Offs= 1017 (000003F9h)  Pkt=
000652324406 00508BACF971 0800=E2-IP 193.
45 00 00 2E 08 23 40 00 80 06 EB 93 Cl E8
Cl E8 C1 34 04 A4 00 6E 8B F5 29 2E 28 D5
50 18 FF 6A 31 F7 00 00 53 54 41 54 OD OA
55AA 3F00 Offs= 1081 (0000043%h)  Pkt=
00508BACF971 000652324406 0800=E2-IP 193.
45 00 00 31 20 98 40 00 40 06 13 1C Cl E8
Cl E8 C2 OD 00 6E 04 A4 28 D5 F2 93 8B F5

40 00 80 06 EB 8C C1 E8 C2 0D
00 6E 8B F5 29 20 28 D5 F2 5B
00 00 50 41 53 53 20 74 61 6D

Cl
29
6D
6D
65
0D
14

34
2E
20
65
6E
(0):%
L=

Cc2 0D
F2 93
15 L=

Cl 34
29 34

232.194.

232.193.

232.194.

50 18 61 08 91 66 00 00 2B 4F 4B 20 30 20 30 OD

E..ZE!@.AfuClmT
Lwld” p.nli)T (FE;
Pl .1x,..USER tam

86"

00508BACF971 000652324406 0800=E2-IP 193.232.194.013<193.232.193.052:

E..H ng.e-lelwls
lwr..n" m(p€;NIL)
pTal{C..+OK Pass
word required fo
r tam...

L= 68
052<193.232.194.013:

E..60"@. A sMlm
lyplaln nmi) (re[
PT .BIN..PASS tam
-PSW..

L= 1710
013<193.232.193.052:

E..  4@.@ lwlwl4
lwr..n g (pE[Ni) .
plaltm. .+OK tam
has 0 visible me
ssages (0 hidden
) in 0 octets....
60

052<193.232.194.013:

E...0#@. A wuylmr.
lwlgd g nni) . (FEY
pl.j1y. .STAT..
63 -

013<193.232.193.052:

E..1 me.e-! Llwlg
lwr. .n" o (FEYNL) 4
pTalcf. .+OK 0 0.

TCP

TCP

TCP

TCP

TCP




(07:9
55AA 3C00 Offs= 1148 (0000047Ch) Pkt=

000652324406 00508BACF971 0800=E2-IP 193.

45 00 00 2E 08 24 40 00 80 06 EB 92 Cl E8
Cl E8 C1 34 04 A4 00 6E 8B F5 29 34 28 D5
50 18 FF 61 2B FO 00 00 51 55 49 54 0D 0A
55AA 6700 Offs= 1212 (000004BCh) Pkt=

00508BACF971 000652324406 0800=E2-IP 193.

45 00 00 59 20 99 40 00 40 06 12 F3 C1 ES8
Cl E8 C2 0D 00 6E 04 A4 28 D5 F2 9C 8B F5
50 18 61 08 3F 75 00 00 2B 4F 4B 20 50 6F
73 65 72 76 65 72 20 61 74 20 76 73 31 2E
6D 69 2E 72 73 73 69 2E 72 75 20 73 69 67
6E 67 20 6F 66 66 2E 0D 0OA

Konern, BxomHoro baina

|
16 L=
232.193.

Cc2 0D
F2 9C

17 L=

232.194.

Cl 34
29 3A
70 20

6E 69

60
052<193.232.194.013:TCP
E...0se. A uTlw .
Lulad g nii) 4 (€D

Pl .a+E..QUIT..

103
013<193.232.193.052:TCP
E..Y m@.e lelwls

Lwr..n" g (FEBINL) :
plal?u..+O0K Pop

server at vsl.ce
mi.rssi.ru signi

ng off....

Puc. 27. lNMoka3 yacTtyu gamnupoBaHHbIX Ha AUCK nakeToB ceaHca POP3




I'maBa 2. CuHTe3 NPOrpaMMHO¥ cpeJbl MOHUTOPHHIA

Kak Bugum u3 mokazaHHoro, rnepeaaya maposiei B ceance POP3 Hu-
4yeM He 3ammuineHa. [Iporpamma ceTeBoro MOHUTOPUHTA B CIIEIHATEHOM
pexnMe MOKa3bIBaeT HE TOJIBKO ajpeca oOpalieHus, Kak Ha puc. 14, Ho u
nmapoiy. B maHHOM mpuMepe WCIIONB30BaH, pa3yMeeTcsl, BpEMEHHBIH Ta-
POJIb.

AHanornyHas CTpyKTypa akeToB ucnoib3yercs B ceancax FTP.

Bce Bo3MoOXHOCTH ITporpaMMbl mpocMoTpa TamView.exe onucaHbl
OTJEIIbHO HUXKE.

2.8. CpeacrBa opranu3zanmuu KpyrJjocyTo4Hoii padoThl

Beiie 0b110 yKa3aHO, 94TO MpOrpamMMa HaOIIOJEHHUS UMEET BO3MOXK-
HOCTH 3aBEpIIaTh CBOM paboumil MK HeMeAJIeHHO mocie (hopMHUpoBa-
Hust otuera B 00:00 ouepennsix cyTok. [Ipu 3TOM OHa (opMHUpPYET KO
3aBepiieHUd 1 B OmIMYME OT JPYrHX KOAOB B JIPYTHX CUTyaLUsX. DTO
JIaeT BO3MOXKHOCTh HCIIOJIb30BaTh IPOrpaMMy HAaOJIONEHUS B KPYIJIOCY-
TOYHOM IHKJIE padoTsl ¢ mepepsiBoM B 00:00:00 mis aBTOMaTHUECKOrO
oopmiieHHs KOHITa pabOYero JHs.

Metonamu BAT-¢aitmos MS-DOS B xoHIe aHa oprannzyercs (op-
MHUpOBaHUE exeqHeBHOro ARJ-apxmBa cO BCeMHU OTYETaMH, IMPOTOKO-
JIOM paboThl U KOMMEN TEKYIIero cocTosHus onepaTuBHOil b/, ounctka
TEKYIIEro Karajora OT MPOTOKOJIA M OTYETOB U MPOJOIDKEHHE PaOOTHI
MIPEPBAHHOTO NHKJa HaOmoneHns. MOKHO OTMETHTh 1o cTpoke #04
puc. 23, 4To BCE ITH OINEPALMU 3aHUMAIOT BEChMa HEMHOT'O BPEeMEHH (B
NPUBEICHHOM NpUMepe — 28 ceKyHa). 3a menble CyTKH (opMHUpyeTcs,
TakuM 00pa3oM, 96 0TIETOB, U3 KOTOPHIX 24 MTOJTHBIX.

Pazymeercs, apxuBHBII O6aHK OT4ETOB XpaHuUTCS Ha apyrom IIK.
ExxenenenvHast wuHpopMmanus HaOmogaromeil CTaHIMKA 3aHUMaeT
7 ARJ-apxuBOB M TiepenuchiBaeTcsi Ha | JUCKETy NIpUMEpPHO 3a
3 MUHYTBI, YTO MUHUMH3UPYET TEPHOJ OTKIIOYCHHS HaOIIONAI0Iei
CTaHIMH OT OCHOBHOT'O PeXHUMa paboThI ISl IEPETUCH apXUBOB.

Co3pmaHHass TEXHOJIOTHS TO3BOJIIET MMETh MOAPOOHBIE TaHHBIE O
BCEM COCTOSIHUHM C€TH, B TOM YHCIJIE KOMUIO JI000H HHpopMaLuy, mo-
crynatoniei ot moboro [1K cetu. [Toatomy npu GpopmupoBanuu pado-
4yeld HaOMoAamed CTaHquu OOIEero AOCTyHa HPEANpUHAT Pl Mep
IUIS1 CAHLIKHOHUPOBAHUS 1OCTYTIA K HEH, a MMEHHO:

— paboumnii PK3eMIUIIp MPOrpaMMbl MOHHUTOpPHUHTa (popmupyercs
3alUIIEHHBIM OT KOIIMPOBAHUS, IJIs MCIOJNb30BAHUS UCKIIOUUTEIHHO
Ha JaHHOM 5K3eMIULIpe HaOI0Jaroel CTaHu Y,
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CeTeBoii MOHUTOPHHT. MeTO/bI U CPEICTBA

— B pabodeM dK3eMIUIIpe MPOorpaMMbl MOHUTOPHHTA OTCYTCTBYIOT
BCE KOMaH/ibl, kKpome <Esc>;

— omnepanoHHas cpeaa Hadmogaromei PC cogepxut ocHOBaHHBIE
Ha pa3pabortaHHOW paHee aBTOpoM Merommke ([11], [22]) cpemctBa
pasrpanudenus noctymna Kk MS-DOS, uckimrodaromme 10CTyIl K eIou
PC unn naxe customy ¢ Hee HDD nuii, KoTOpbIM HEM3BECTEH MapoJlb.

2.9. CpeacTBa nosty4eHus: CyTOYHBIX H He/leIbHBIX 0TYETOB

CyTouHBIE OTYETHI AIOT BECbMa MHTEPECHYIO0 MH(M)OPMAITHIO, SIBIIS-
sICh TIEPBUYHOM 0a30ii, OJIHAKO B PSAJIC CIYy4YaeB arperaius 3TUX JTaHHBIX
CHOCOOCTBYET MOJHOIIEHHOMY MX PacKphITHIO. B 3THX 1ensax ObLT Harm-
CaH ST TOTIOTHATEBHBIX TIPOTPAMMHBIX CPEICTB ISl 000OIIEHMS pa3-
JINYHBIX OCHOBHBIX XapaKTEPUCTHK U UX rpa)uuecKOi UHTEPIIPETAIIHH.

ITockonbKy B mponecce 3KCIUTyaTaluu KPYTJIOCYyTOYHOM CHCTEMBI
HaOOJIEHNsI BBISICHAJIIOCh, YTO €KEJIHEBHO MONYYaeTCs yYHHUKaIbHAas
nHpOpPMaIUs 0 KOHTPOIIIO 3a KauecTBoM HacTpoiiku [IK Ha paboumx
MECTaX COTPYAHHKOB MHCTUTYTa, OKa3aJoCh BebMa IEIeCO00pa3HBIM
MPENNPUHATH Iard 1Mo (OPMUPOBAHUIO aBTOMATH3UPOBAHHOW 0asbl
naHHbIX padounii cranmui (bAPC) IIOMU PAH.

Haxownen, psii OCHOBHBIX IMOKazaresield MPUHUMAET 0cOOYIO BBIPa3H-
TENPHOCTh TIPU MHTEPIPETAINY UX B TEUSHHE OOJiee [UIMHHOTO, YE€M CYT-
KH, TIepuoza. B cBs3u ¢ 3THM, pa3paboTaHO IMporpaMMHOE 0OECTICUeHIe
ABTOMATH3UPOBAHHON arperaldi OCHOBHBIX TOKa3aTelel 3a HENemio U
MIOTY4EHHS COOTBETCTBYOIIMX IPa(HKOB.

YkazaHHBIE CPEICTBA OTHIOAb HE MCUEPIIHIBAIOT BO3ZMOKHOCTEN arpe-
raiuu. BeIXoHON OTYET OCHOBHOM MPOTpaMMBbl CIIEIAIbHO BIMIOIHEH B
(hopmaTrpoBaHHOW (opME C KOAMPOBAHWEM WH(POPMAIMOHHBIX CTPOK
WMEHHO JUTS TOTO, YTOOBI 00€CTIEYNTh BO3MOYKHOCTE OBICTPOTO CO3IaHMUS
IporpaMm, OOECIICUMBAIOIINX HEOOXOMUMYI0 00paboTKy B CiIydae BO3-
HUKHOBEHHS UHTEpPECa K JIFOOBIM OTYETHBIM ITOKA3aTEIISIM.

OOmast cxema MH(QOPMALIMOHHBIX MOTOKOB NPHU OOpPabOTKE OTYETOB
TpeacTaBiacHa Ha puc. 28. JIBOHHBIME JTHHUAMH TIOKa3aHa HH()OpMAIHS O
HOJax | ip-aapecax. [lyHKTUPHBIMU JTHUSMH BBIIENICHBI PYYHBIC OIepa-
Uy, Y TONIIEHUEM IoKa3aHa 00paboTKa arperupoBaHHON HH(DOPMAITHH.

biok ExenneBnasi o00paGoTka Ha camMOM Jieji€ BBINOJHAETCS IO-
CJIe CHATHSA OTYETOB, KaK W OBUIO CKa3aHO, OJIWH pa3 B HEIENI0, Cpasy
JUIS Bcex JHer o0paboTku. Cpa3sy ke mociie 3Toro aenaercs u Exxene-
JIeJbHasi 00padoTKa ¢ IMONyYCHHEM HEOOXOTUMBIX T'padukoB U (HE
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MOKa3aH Ha PUCYHKE, HO, KOHEUHO ke, CYNIECTBYET) HHTETPUPYIOIIETO
(haiina MaHHBIX.

>
Onepar.BJl - =
JV
I
[Taxersr u3 JIBC
Iporpamma Il
HaOJroAeHus I
Komanzstr p Jamn N [Tporpamma
oneparopa MaKeToB TIPOCMOTpa "
JaMIia
o IIporoxon
»
paboTe! 32
17“ JIeHb Pyunas
KOPPEKIHs
ExenneBnas o Mepe
obpaboTka HeobXo-
JIIMOCTH
Cratucruka
wonu IP- <
ajipecoB
l— - [
o o 0 I|
Ortuer
3a JIeHb
| Onepar.bJI’
—_ = == = =V =
v T'paduxk cp. 'paduk makc.
EsxenenenbHas CKOPOCTH CKOPOCTH Tex.
obpaboTka ycIoBHit

Puc. 28. OcHOBHble NH(pOPMaLNOHHbIE NOTOKU
npu arperauum oT4eToB
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2.10. CBoaHbIe eKeTHEeBHbIE JaHHbIE

Kak 6puto yka3aHO BbIIIE, COBOKYITHOCTh CYTOYHBIX OTYETOB CO-
cTaBisieT 72 KpaTkux U 24 monmHbIX ordera. [Ipumep exewacHoro or-
yeTa MpUBEACH BbIlle Ha puc. 23. dparMeHT NMEPBUYHON arperauu
CYTOYHBIX OTYETOB I10 OCHOBHBIM I1apaMeTpaM 3a TO K€ CAMOE YHUCIIO
MIpEJICTaBJIEH Ha puc. 29 HUXe.

10D001012
S6Vep Vmax Nref YPak TBytes NHPak HNBytes Cmps Sec CYCs
2.43 56.47 1 6642 2235236 4 2580 23 900 153
1.25 44.86 1 4848 1149655 1 1514 23 900 225
2.66 210.2 58 6355 2450053 103 67634 23 900 234
01:00 4.62 52 1 10016 4119501 1 1514 25 872 235

16:00 32.99 144.12 28 61850 30406522 47 27721 8% S00 216
18.97 322.64 170 40528 17514109 665 167558 75 So00 108
20.9 285.97 25 46250 19259007 37 46192 80 S00 190
31.78 216.48 33 57862 29287472 56 42143 83 900 220
17:00 23.72 196.4 42 50554 21855509 69 64116 88 Q00 219
23.26 121.47 1 49908 21439110 1 446 71 S00 121
25.39 110.55 16 49096 23396115 22 18200 76 S00 224
32.11 131.42 13 63970 255383805 15 15105 77 200 218
18:00 23.16 100.27 6 59625 21346800 10 6842 79 So00 211

5.38 110.46 9 11817 4951886 14 18189 26 900 118
5.61 67.76 0 10851 5169136 0 0 27 S00 235
3.67 63.5 3 10464 3383487 4 6056 28 S00 242
00:00 6.16 73.61 0 12967 5687308 0 0 28 500 232

Puc. 29. ®parmeHT nepBUYHOMN arperauum
CyTO4YHOM cBOAKM 3a 12.10.2000

Kak Bumum, 001l CyTOUHBINA OTYET COACPXKUT 10 YMCIIOBBIX CTOJIO-
LIOB, CPEAN KOTOPBIX:

Sec — mpomMeXyTOK M3MEepeHHsI B CeKyHAax (0OpaThTe BHUMaHUE, W3
CTpokH 6 otuera cienyet, yTo B 01:00 BBIICHUIIOCH, YTO MpOLEAypa ap-
XMBAllMM OTYETOB 3a MIpeaplaymue cyTku, ucnonusasmasics B 00:00:00,
3aHsIa 28 CEeKyHJ, UTO corfiacyercs co cTpokoil #04 puc. 23);

Ypak u Ybytes — coOTBeTCTBEHO NMPHUHATOE YHUCIO MAaKEeTOB U Oaii-
TOB 3a HHTEPBAI Sec;

NPak u Nbytes — cooTBeTCTBeHHO, HEe0OpaOOTaHHBIE TAKETHl U
0aiTel («MHMO») 3a TO K€ BpEMS;

Nref — uncno curyanuii otkasa B npueme (1 cutyauus ectb Bce OT-
Ka3bl 3a 1 paboumii HUKII IPOTrpaMMBI OT OTYETA A0 OTUETA);

Cmps — 4yuciIo aKkTUBHBIX KOMIbIOTEpoB (TouHee, MAC-aapecoB)
3a TO K€ BpeMs;

Cycs — MEUHIMaJIbHOE YHUCIIO paboumX ITMKJIOB MPOTPaMMEBI B Ce-
KYHJy 3a Bpems Sec;

Vmax — 3apuKCUpOBaHHasl 3a TOT K€ IMPOMEKYTOK Sec MaKcu-
MasbHasg CKOPOCTb;

Vep — BoruncienHas kak (YBytes+NBytes)/Sec cpennsist ckopocTs.
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I'maBa 2. CuHTe3 NPOrpaMMHO¥ cpeJbl MOHUTOPHHIA

3ArPY3KA KOPTNOPATHBHOW CETH U3MH PAH - A.TEPEHTLEB
CPEOHAA CKOPOCTH =a 12/18-88

48

oo A ] i

8 8 8 8 8 8 8 @ B 1 1 1 1 1 i 1 1 2 2 2 2 @

1234356758 9613234567385 0612358

@ B8 6 @ @ 8 6 6 86 6 6 86 6 6 6 6 6 @ 6 6 b 6 6 @

8 8 8 B B B8 U B8 B B B B B B B B B B B B B B B B
BPEMA (4YACbI, MWHYTHL)> - -——-——————— >

Puc. 30. Mpumep AaHHbIX O CP. CKOPOCTH
JIBC LLIOMMU PAH 3a cyTku

HeobOxoammo oOpaTuTh BHUMaHHUE Ha TO, YTO MUHUMAIIbHOW M3Me-
psAeMol eTUHUIIEH BpeMEHH B CHCTEME MOHUTOPHHTA SBIISIETCS CEKYH-
Jla, MO3TOMY BCE TOHATHUS CPEIHMX BEJIMYUH MPHUBOIATCS MMEHHO K
CeKyHIHOMY HHTepBaiy. [loaTomy, pasymeercs, Vcp MOXET pe3Ko
OTJIMYATHCSI OT COOTBETCTBYIOIIMX 3HAUYEHUI, M3MEPEHHBIX APYTUMH
cnocobamu (Hampumep, Ha Mapupytusatope Cisco Catalyst). C npy-
TOH CTOPOHBI, TOBOPS O CpeJHEl CKOPOCTH 3a JA€Hb, KOHEUHO K€, MBI
“MeeM B BUIY OTHOIICHHWE YHCIa 00pabOTaHHBIX OAMTOB 3a JACHH K
JUINTEJIBHOCTH JHS B CEKyH/IaxX.

[IpuBenénnsiit Ha puc. 30 mpumep cpegHel CKOPOCTH, BOOOIIE ro-
BOps, MOKa3bIBaeT BeChMa HEBBICOKUI ypoBeHb 3arpys3ku JIBC. Vike
Yyepe3 HECKOJIBKO JIET JaHHbIe VCP CBHIAETENHCTBOBAIN O OoJiee yeM 5-
KpaTHOM mpeBbleHnH npuBeAEHHBIX 3a 2000 r 3Hayenuil. OO 3TOM
OyZIeT ckazaHO B pasjielie ToMa 2, MOCBIIMEHHOM MOIU(PUIIMPOBAHHOMN
JIOKaJIbHOU CETH.

I'padukn, OCHOBOW KOTOPBIX CITy>KaT MEpPEUUCIICHHBIC BBILIC JaH-
HBIE, IPECTaBIEHB! Ha pucyHKax ¢ 30 mo 33.

OO0paiaeM BHUMaHHE, YTO COTJIACHO pHC. 32, MAKCUMAJIbHOE YHCIIO
Bkirou€HHBIX 11K 3a cyTkm mocturaercst mpumepHo B 16 4acoB IHS, 4TO
BIIOJIHE COIVIACYeTCA C NaHHBIMH IICHXOJIOrOB 00 M3MIOOJIEHHBIX Yacax
TpyZa Hay4HBIX paOOTHHUKOB. [IprMepHO B 3TO k€ BpeMsl IOCTHTAOT ITH-
KOB CpeAHss U MakchManbHas ckopocti B JIBC.

69



CeTeBoii MOHUTOPHHT. MeTO/bI U CPEICTBA

A. TEFEHTBEB

CPEOHAA H MAKCHMAALHAA CKOPOCTH =a 12/10-88

3ArPY3KA KOFNOPATHBHOM CETH U3MM PAH
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A. TEPEHTBEB

YHCAD KOMNLHTEFOB B CETH za 12/168-8@

3ArPY3KA KOFNOFPATHWBHOM CETH U3MH PAH

108

-]

MMHYTBY -——-——-——-— >

BPEMA (4ACHI,

Puc. 32. Mpumep aaHHbIX 0 yncne MK B JIBC LLOMU PAH 3a cytkun
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I'maBa 2. CuHTe3 NPOrpaMMHO¥ cpeJbl MOHUTOPHHIA

3ArPY3KA KOPMNOPATHBHOW CETH U3MM PAH = A. TEPEHTBEBR

TEXHWUECKHWHE YCADBWA KOHTPOAHA za 12/18-88
298 — C¥Csec
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Puc. 33. NMpumep AaHHbIX 06 yCNoBMAX HabNOAEHUsA 3a CYTKU

Ocobo cremyer cka3aTh O TEXHHUYECKHX YCJIOBMSX KoHTpons. Ha
puc. 33 mpuBeeHbl JaHHBIE 0 MHHHUMAJIBHOM YHCIIE «KOPOTKHX» pabdo-
YHX IMKJIOB MPOTpaMMBI 3a Kaxkable 15 MuHyT. Jlerko BuaeTh, 4TO CBOE-
00pa3Hble «MaKCUMYMBD) COBIaJalOT C MOMEHTaMH, KOT/1ad YHUCIO MUHYT
PaBHO HyIO. DTO BHOJIHE OOBSICHUMO: B 3TH MOMEHTHI BeChbMa 3HAUH-
TeNbHAsl 0JS TPOLIECCOPHOTO BpeMeHH 00paboTKM B paboveM IHKIe
TpaTuTcs: Ha (POPMUPOBAHHE CUMBOJIBHOTO BHZAA TEKYLIEr0 BPEMEHH Ha
9KpaHe, MO3TOMY /I BBIBOAA OCTAILHOW MH(POPMALUK PECYPCOB HE XBa-
TaeT, 32 HCKITI0YeHNEM, KOHEYHO, «00S3aTeNIbHBIX) «ITTHHHBIX)» IIHKIIOB.

VY3ke 1Mo MepBbIM AaHHBIM MPECTABICHHBIX TPAQHUKOB MOXKHO Clie-
JaTh Psii MHTEPECHBIX BBIBOAOB. Ilockoibky neHb 12 okTsOpst Obln
B3ST C OMPEAETICHHBIM YMBICIOM — 3TO HE Hadalo HelenH, He JIeHb
3apIuiaThl, B 9TOT ACHb He ObLJIO KaTacTpo(UUECKUX 3aBUCaHUN cepBe-
POB H T.II. — MOXHO CUMTAaTh MPEACTABICHHBIC I'PAdUKH THIIUMYHBIMU
st [IDMU PAH. Cpa3sy ke BHUIHO, HACKOJIBKO CPEHHHHA TpaduK B
ceru (He 6onee 38 Kb/c cormacuo puc. 30) oTnnyaeTcs oT IpaKTHye-
cku HopMmanbHO# (600 KB/c) 3arpy3ku. [laske mUKOBBIE 3HAUEHUSI, JO-
CTUTHYTbIE, OBITH MOXET, BCEI'O Ha OJHY-IBE CEKYH[bl, €Ba IIPEBbI-
maroT 300 Kb/c. Cerp, oueBHAHO, HEJOTPYKEHA M 00JagaeT 3HAYH-
TEJIBHBIM 3aI1aCOM MPOITYCKHOH CITIOCOOHOCTH.

71



CeTeBoii MOHUTOPHHT. MeTO/bI U CPEICTBA

2.11. CBOI[HBIC CKCHEACJIbHBIC TaHHbIC

OmHOBpEMEHHO C TIONyYeHWeM eXXETHEBHBIX NTaHHBIX 10 (opme,
TIPEICTABICHHON Ha prc. 29, Ta e mporpaMMa arperupyer pe3yabTaTkl,
00001mas ux 10 0JJHOTO MoKa3aTens B yac. Ha puc. 34 mpencraBieHsl Te
Ke TIOKa3aTeN! 3a TO e CaMOe YHCIIO B arpernpoBaHHOM BHUJIE.

st mokazareneil MakCUMaIbHOW CKOPOCTH Vmax u umcia pado-
yux cTaHuuid Comps Monpocty BBIOUPAETCS MaKCHMAaIbHOE M3 YEThI-
pex 3HaYeHUI YeThIpeX OTUYETOB, NOJYyUYCHHBIX 3a yac. [Ipoune mokasa-
TEJM, KPOME CpPeIHE CKOPOCTH, MOMPOCTY CYMMHUPYIOTCS, @ CPEIHSS
ckopocTh nepecunthiBaeTca kKak Vep=(YBytes/Sec/1024) c okpyrie-
HUEM JI0 IBYX JIECITUYHBIX IUDP.

[lomyuyaembie cBogHBIE TPaUKK 3a HEJENO Kyaa Oollee HHTEPECHHI,
yeM exenHeBHbIC. Ha puc. 35 moka3aHbl CBOJHEIC JaHHBIE O CPEIHEH
ckopocth. IMeHHO 3TU JaHHBIE SBISIOTCS OCHOBOM BHIBOJIOB O 3arpy3Ke
CeTH B pa3HOE BpeMs Hemenw (I 9uTaOedbHOCTH IO OCH a0CIHCC
OCTaBJIEHA TOJNKCH TOJBKO MOJI KaXJI0M YeTBEPTON OTMETKOM TeKylie-
ro BpemeHH). [1ockobKy rpaduk JHHEEH O OCH OPJHHAT, JISTKO CPaB-
HUBAaTh MHTETPUPOBAHHYIO 3arpy3Ky CETH B pa3Hble IHU U Pa3HbIE Iie-
puoab! paboduero BpeMeHH.

10E001012

24vcp Vmax Nref YPak YBytes NPak NBytes Comps Sec CYCs
01:00 2.72 210.2 61 27861 9954445 109 13242 25 3572 153
02:00 3.75 110.24 8 34187 1381%2%% 12 11139 27 3600 117
5 15680 4661004 K 10598 25 3600 122
: . 9 14887 3717705 14 15380 28 3600 117
05:00 .94 78.33 3 14150 3479940 4 6056 25 3600 116

9

0

06:00 1) 63.56 10303 2031827 13 10412 25 3600 117
07:00 .95 47 .82 1 11682 3503737 18 13641 26 3600 110
08:00 .94 72.4 [} 13673 3450168 o] Q 26 3600 110
09:00 1.78 110.04 21 19460 6579654 34 51476 27 3600 118
10:00 14.88 314 440 114159 54837597 800 528846 45 3600 112

11:00 22.92 233.7 117 176985 84478732 189 128081 67 3600 121
12:00 1%.58 29%5.11 550 170616 72187686 893 495634 T6 3600 106
13:00 23.28 310.14 532 190163 85811889 1522 1148458 88 3600 95
14:00 12.14 127.66 3% 105071 44741355 138 513%0 75 3600 124
15:00 19.73 241.98 102 182992 72750822 222 151821 96 3600 94
16:00 30.1 243.38 114 235518 1.109%6e8 201 192219 89 3600 107
17:00 23.85 322.64 270 1%519%4 879%1609%7 827 320009 88 3600 108
18:00 25.98 181.42 36 222599 95780830 48 44597 79 3600 121
1%:00 17.31 125.96 36 160779 63793421 64 49614 67 3600 102
20:00 14.57 156.88 3 121851 53717444 12 128 b6 3600 106
21:00 17.87 160.8 b4 148023 65868166 352 56513 47 3600 111
22:00 18.49% 313.68 551 17309%2 68169860 1307 1261875 43 3600 115
23:00 9.71 159.33 46 73294 35808347 94 97134 33 3600 106
00:00 5.21 110.46 12 46099 19191817 18 24245 28 3600 118

Puc. 34. ArpernpoBaHHas cyTo4yHas ceBoaka 3a 12.10.2000
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I'maBa 2. CuHTe3 NPOrpaMMHO¥ cpeJbl MOHUTOPHHIA

CPEOHAA CHKOPOCThE =a 89710 - 15710 2000
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BPEMA (YAChHI,
Puc. 35. ExXeHeAenbHble AaHHbIe NO CpeAHen CKOPOCTH

EE Vep
E Unmax

A. TEFEHTBEB

CPEOHAA W MAKCHMAAbHAA CKOPOCTH cza 89718 - 157108 20808
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no Cp. U Makc. ckopocTtam (2000 r.)

Puc. 36. ExxeHeaenbHble faHHbIE




CeTeBoii MOHUTOPHHT. MeTO/bI U CPEICTBA

CETH @a @918 - 15-/10 2000

KOMNEHTEFDER B

YHCAD

L5068
e -
50

cp

=

MMHYTb} ——————————

BPEMA {(4YACHI,

Puc. 37. ExxeHegenbHble AaHHbIe NO Yucny

paboumnx cTaHUMI B ceTu

OTHOCSIIIUICS TMPHUMEPHO K

Ilux ©Ha Tpadmke Vmax puc. 36,
19 yacam cpenpl, COOTBETCTBYET (hailicepBepHBIM orepanusM (B 3TO

BpeMs HCIIONHsIACh YCTAaHOBKA aHTHBUPYCHBIX CPEICTB ¢ (haiicepse-

pa LIBMMU na onny u3 PC).

Wntepecen rpaduk puc. 37, mo KOTOPOMY MOXHO BHJIETH YHCIIO
peanbHO BKItOYeHHBIX PC ceTn B pa3Hble MOMEHTHI BPEMEHH 3a Hesle-

0. B TOHe#AeNB HUK B CETH MPUCYTCTBYET MakcuMalibHoe dncio PC
(3aberas Brepen, CKaXKeM, YTO STOT Pe3yJIbTaT XapaKTepeH s 00
Heznenu). He MeHee MHTEpPECeH M TOT pe3yJIbTaT, YTO HUKOTIA, JaXKe

HOYBIO, YHCJIO HNOAKII0YeHHBIX PC He ObIBaeT MeHee 22 — 3TO U €CTh
o0Iee YUCIO MOCTOSHHO BKIIOUeHHBIX cepBepoB u [1K kak oOmiens-

TaK U JJabopaTOpHOTO 3HAUYEHUS.

CTUTYTCKOTO,
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3ArrPd3KA KOPNOPATHBHOHM CETH U3MH PAH = A.TEPEHTLEB
TEXHHWUECKHE YCAODBMA KOHTPODAA za 2318 - 297168 2000

Puc. 38. CBogka TeXHUYECKUX YCINIOBUIA KOHTPONSA 3a Heaeno



CeTeBoii MOHUTOPHHT. MeTO/bI U CPEICTBA

CrnenyeTr 0cob0 MOSCHUTH TpaduKu Ha pHC. 38, A HATISAHOCTH
BbIOpaHHBIE 32 MocienHio Hexaemo okTsopa 2010 r. Ha nero cmpo-
CIMPOBaHbl KaK YK€ 3HaKOMble Vmax TEMHO-CHHMM LBETOM (B JaH-
HOM CiIy4ae OTCYUHMTHIBAEMOE B TMPOLEHTaX OT MAaKCHUMAaJbHOIO, 3a
100% npunst ypoBerb 600 Kb/c) 1 Comps romyOpIM IIBETOM, TaK M
JIB€ JIOTIOJMHHUTENbHBIE BakHble XapakTepucTuku. CYCsec (kopuuHe-
BBII IIBET) /1a€T MHHUMAJIHHOE YHCIO «KOPOTKHX» LHUKJIIOB B CEKYHIY
U TpeACTaBIsIeT co00H, TakuM 00pa3oM, HIDKHIOIO OTHOAIOIIYI0 CEPHH
©KEIHEBHBIX I'paMKOB THIA MpHUBEACHHBIX Ha puc. 33. 10¥Npak%
MOSCHEH YyTh HUXKE.

Hcxons u3 toro, 4to 3a 1 paboumii UK MporpaMma HaOJIHOICHUS
MoOXeT o0OpaboraTth | makeT, AJMHA KOTOPOTO HE TIPEBBIMIACT
1514 6aiiT, MakCcUManbHBIA 00BEM ceTeBOM HMH(OpMAIWH, KOTOPHIH
MOJXKET repepaboTaTh mporpamma Habmogenus, npu 100 nukmax co-
ctaBuT 1514*100/1024 = 148Kb. Temeps MOHATEH CMBICT HabIrOIIE-
Hus nepemenHord CYCsec: HY)XHO CIeIUTb, YTOOBI 3TH 3HAYCHUS! HE
OBUTH OBI CIIUIIIKOM MBI,

ITepemennas CYCsec Ha puc. 38 MMeeT elle OAHY OTUYETIUBYIO
TEH/ICHIUIO: K CHWYKEHHUIO CBOMX CPEIHUX 3HAYEHUH OT MOHEeAETbHUKA
K 19 gacam cpens! (BpeMsi CHATHS OTYETOB) M Jlajiee K KOHILY BOCKpe-
ceHbd. Jleno B TOM, 4TO, KaK CKa3aHO Bblule, oneparruBHas bJ[ nepuo-
JUYECKH — €CTECTBEHHO, BO BPEMs CHSTHS OTYETOB, — KOPPEKTUPYETCsI
C yIaJeHUEM U3 HEe CTPOK, COOTBETCTBYIOUIMX KOJUIM3HMSAM, BPEMEH-
HOM HacTpoWKe KOMIBIOTEPOB U T.M. C TEUEHHEM BpPEMEHH MEXIY
koppekuusMu dta BJl, omHako, pacteT B 00beMe, YTO CHIDKAET YHCIIO
pabourx IMKIOB MpOrpamMMbl HaOJIOAEHUS, TOCKOJIBKY KaXAyIO IO-
CIIEYIONIYI0 MPOBEPKY IMaKeTa MPUXOANTCS HCIIONHATH YXKE IO yBe-
nuaerHoi bJI.

Ilocnemanii w3 Tmokaszarenmeid puc. 38, 0003HAUCHHBIH Kak
10*Npak%, cooTBETCTBYET caMOil HM)KHEH, CBETIO-3€NEHON JTOMaHOU
Ha PUCYHKE U MOKa3bIBaET MPOLEHT OTKa3aHHBIX K 00padOoTKe MaKeToB
oT obmiero yucna naketoB. [yis ydiield HarIsTHOCTH MpH rpaduye-
CKOM IIOKa3e IMoKa3aTesib yMHoxaercs Ha 10, uyToObl caenath Oolee
3aMETHBIMU BBIOPOCHL. BumHO, 94T0o O KpaiiHedr mepe 1 pa3 Ha puc.
38 (27 oxTs6pst okono 18 wacoB) ATOT MoKazatenb momHsuics 1o S0,
T.€. 10 5% OTKa3aHHBIX K 00pabOTKe [TaKeTOB, YTO SBJSIETCS JOBOJIBHO
BBICOKHM 3HAYEHHUEM.
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I'maBa 2. CuHTe3 NPOrpaMMHO¥ cpeJbl MOHUTOPHHIA

ITokaxeM Teneph Apyrue Bo3MOXKHOCTH arperaiuu. Ha puc. 39 no-
Ka3aH CIUCOK KommbloTepoB JlaGoparopun 4.04 mo coctosiHHIO Ha
12 oxTa6ps 2000 r'°. Ha puc. 40 naHpl cBOAHbIE AaHHbIE 32 12 OKTAO-
ps 2000 r o BCEM 3TUM KOMITbIOTEpAM.

1. Egorova IP=69

2. SergeP IP=74
3. Polak IP=78
4. Alex IP=85
5. 802 IP=94
6. 905 IP=98
7. MMX IP=99
8. PII-907 1IP=167
9. PII-905 1IP=168

10. Exch IP=209
11. WEB SQL IP=210
12. NTSrvr IP=211

13. Y905 IP=245
14. EMS IP=246
15. DevSrv IP=247
16. Y907 IP=252

Puc. 39. Cnucok komnbroTepoB JlaopaTtopun 4.04 Ha 12.10.2000

10 B gacrosumee Bpems Takoii Jlabopatopuu B [IOMU PAH He cymiecTByer.
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Puc. 40. CBogHble aaHHble no MK na6opaTopum 4.04 3a 12.10.2000




I'maBa 2. CuHTe3 NPOrpaMMHO¥ cpeJbl MOHUTOPHHIA

W3 momydeHHBIX MaHHBIX MOXXHO Cr€HEpHUPOBATH CIENYIOIIUE PH-
CYHKH: TpaWK{ pa3IUIHBIX CETEBBIX MakeToB (puc. 41 u 42), Bxons-
mmid 1 ucxomsumid tpaduku (puc. 43), COOTHOIIEHHE CYyMMAapHOTO
Tpaduka Jlaboparopuu 4.04 ¢ oOmEenHCTHTYTCKUM (pHc. 44) U COOTHO-
menne Tpadukos 1o pazmmuasM [1K JlabopaTtopun (puc. 45).

COOTHOWEHHE TFPAPMKOB: IP-BX0OOAUET O, IPX-MOAHOr0O W nMNPOJYErO
12.10. 2008 { ABCOAWTHELBE NMNoKA3IATE AW

@
HMHHYTBI)

Puc. 41. Tpadumkun no MK na6opatopum 4.04 3a 12.10.2000

COOTHOWEHWE TFPAPHKOB: IP-BX0OAUErO, IPX-MNOAHO0O W TMNPOYEro
12.18.2808 {NPOULEHTHB >

!
1
=
2
]

a
TEKYUEE BPEMA --- > (YACH, MWHYTED

Puc. 42. Tpadumku IPX, Other u IP
no naéopartopuu 4.04 3a 12.10.2000
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CeTeBoii MOHUTOPHHT. MeTO/bI U CPEICTBA

NnoyACOBOH MCX00AUMM TPAPMK 24 12.10.2000 = A.TEPEHTLEB
HCXKOOAUWME BHYTPEHHHE Y3A4Abl B ULEAOM W AAGB. 4.84

i
1
2
2
=}

TEKHUEE BPEMA --- > (YACH, MHHYTEHD

Puc. 43. Ucxopaawmn Tpaduk nabopatopum 4.04 3a 12.10.2000

CYMMAPHBIH WCHKOOAUMH TPAPMK 34 12.10.2808 - A.TEPEHTHEB
AABOPATOPHA 4.84 MW MNPOYHE WCXOOAWUME Y3Abl

Puc. 44. CymmapHbin Tpaduk nabopatopum 4.04 3a 12.10.2000
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NMOKOMMOHEHTHEHM HCxOOAUMHA TRFAPHMK A4A6. 4.084 34 12.108. 280848

[ ] nPoune

- =]

IP=211

(YACEI, MHHYTEI>

Puc. 45. lTlokoMNoHeHTHbIN Tpadunk naboparopum 4.04 3a 12.10.2000




CeTeBoii MOHUTOPHHT. MeTO/bI U CPEICTBA

Jlerko BunmeTh, kK mpuMepy, uto cpean Beex 11K Jlaboparopuu 4.04
ocHoBHOH Tpaduk gasan I1K c IP 193.232.194.85 “Alex” nmons3oBare-
a1 A. JIp10eHKo.

Takum 00pa3oM, C MTOMOIIBIO arperHPOBAHHBIX OTYETOB CETEBOTO
MOHHMTOPUHIA BO3MOYHO ITOJIy4eHUE PA3JIMIHBIX «CPE30BY» IO Pas3ind-
HBbIM IpyIIaM KOMIIBIOTEPOB, B TOM YHUCIIE B COCTaBe MOAPa3/CIICHUI
WHCTHUTYTA, JJIsl CPABHUTEIBHOMN OIEHKU OMJUTMHTOBBIX TIOKA3aTelei.

AHaJIOrMyHbIe JaHHbIC MMO3HEE ObLIM HEOJHOKPATHO HMCIIOJIb30Ba-
HBI JUIs aHanu3a TpadukoB paznmuyHbix rpynn PC B cetu npu cepres-
HOM TPEBBINICHUH CPETHUX 3HAUEHHUH IO TIOPOTOBBIX MOKa3aTenei s
YTOYHEHUSI KOHKPETHBIX HOJI, «3a0MBAIOIINX» CBOUM TPA(pUKOM CETh.
IToapo6HEe ATOT BOIpoc OyIeT pacCMOTPEH B IMOCIEIYIONINX TOMAaX
JTAaHHOH pa0OoTHI.
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I'/TABA 3. IPOI'PAMMHAA PEAJIM3ALIUA
MOHUTOPHUHI' A

B ILIBMU PAH aBTopom Benack pazpadoTka CETE€BOI0 MOHUTOPHH-
ra B TedyeHue 19 ner. @akTuyecku, B TEUEHUE BCEX JIET IKCIUTyaTalluH
MTOCTOSTHHO HCIONHSIACh Ta WM MHas jopaboTka mporpamm, BAT-
(aiinoB, MHCTPYKUUI MOJIL30BATENIO, & TaKKe BHEIIHETO BHIa BEO-
caiiTa 1 ero KoHTeHTa [23].

B nponecce pa3pabotku ObUT ONpoOOBaH Psl TEXHHYECKUX KOHDU-
rypauuii pazmuunbix IIK, ot Pentium-1-90 no coBpemenusix. Utoro-
BOH KOH(UTypamnueil OCHOBHON HAaOIOMAIOIICH CTAHITMH, COXPaHEH-
Hoit Ha gonrue roxasl, ctand Intel Core Duo E7300 2,66 GHz ¢ xamem
3Mb. Koneuno, 8 MS-DOS paboTaiio ToJIbKO OIHO SAPO.

B xauectBe web-cepBepa OblT BEIOpaH cepBep Ha ocHOBe Pentium-
11I/600GHz, Microsoft Windows Server’2000 u Apache 1.3.23. Bno-
cnencTBum dTa KoH(purypanus Obuta oOHOBIEHa m0 Intel Pentiumd4 /
3,0 GHz / 2Gb / Raid1:2*80Gb \ Microsoft Windows Server 2003 R2
Service Pack 2, 4To oka3ajaoch BIOJHE TOCTATOYHBIM IS pa3gadd aH-
TUBUPYCHBIX 0OHOBIIEHUH [24] [25], moanep:xku AHTHBHPYCHOTO Caii-
Ta Y BBIIOJHEHUS psilia APYTUX ONEpaluidi pealbHOrO BPEMEHH, B TOM
YHCJe CBA3aHHBIX C OTOOpaKEHHEM Ha CaliTe B PEalbHOM BpPEMEHH
OCHOBHBIX XapaKTEPUCTHK 3arpy3KH ceTH (MOApPOOHO paccMaTpUBAIOT-
Cs1 BO BTOPOM TOME JaHHOU pabOoTHI).

3.1. Co3naHue nNporpaMMHOii cpeibl MOHUTOPUHIA

C yuéroM ocoOeHHOCTEH BBIOpAaHHOM OIEPALIOHHON Cpeabl Kak
MS-DOS 6.22, co3ganue IporpaMMHOH Cpenbl pa3paboTKH TpHoOpe-
TaeT caMocCTOsATeNbHOe 3HaueHne. OcoOOEHHO Ba)KHO STO IJISi COBpe-
MEHHBIX KOMIIBIOTEPOB, HE PACCUMTAHHBIX Ha JKCIUTyaTauuio B MS-
DOS. ITostomy, TIpencTaBiIseTcss BAXKHBIM OIMKACATh MOAPOOHO co3ma-
HUE TPOTPAMMHOM Cpelibl CeTEeBOI0 MOHUTOPHHIA Ha COBPEMEHHBIX
[IK, He Tepsis MX BO3MOXKHOTO (YHKUMOHAILHOTO Ha3HAYEHHUS Kak
Windows-0prHeHTHPOBaHHON Cpenbl pa3paboToK.

CoOCTBEHHO, 3TaIlbl CO3JaHuUs, Ha4YMHasg C IOJHOCTBHIO OCBOOOXK-
JnéHHoro ot ganHbix HDD, nepeuucienbl HUXe.

e Otkmounts yepe3 BIOS BerpoenHslit ceTeBoif anamnTep, eciau Ta-
KOBO MMeeTCs Ha MAaTEePUHCKOH IL1aTe.

e Ycranosuth B ciotT PCI — Fast Ethernet PCI Adapter FA 310™,
pPacCMOTpPEHHBIN BBIIIE KaK CETEBOM aaanTep, MO3BOJIAIONIUN BbITOJI-
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HATh Promiscuous Mode B pexxume NPUHATHS CETEBBIX MAKETOB Ia-
KeTHBIM Jpairisepom MS-DOS.

e 3arpy3uThCs ¢ IIOCTaBOYHOM auckeTs! MS-DOS 6.22'" u BEI3BaTH
nporpamMmy oOciryxuBanus auckoB fdisk.exe.

e VY nanuts Bce cyluiecTByromuue pasaensl HDD, ecnu oM ecTb.

e OOpazoBatb HOBHIH pazgen Primary FAT16 (oTkasatbcst OT uc-
[I0JIb30BAaHUsI BCEIO AMCKOBOI'O IPOCTPAHCTBA Ul 3TOrO paszenal)
06séMom 2047M6. OtoT pasmen Oymer BuaeH moxa OykBoi C: kak B
MS-DOS, tak u 8 Windows.

e OOpazoBatp emé oauH pasznen Primary FAT16 ¢ Temu ke napa-
MeTpaMu. DTOT pasaen Oyner BumeH kak D: B MS-DOS u xak F: B
Windows. OT0OT nuck mpeaHa3zHadeH IS ONEePaTUBHBIX JaHHBIX CETe-
BOr0 MOHUTOpWHTra. KoHeuHO, MOKHO OBLTO OBl MX XPaHUTH TaKKe Ha
qucke C:, HO TOrJa HEBO3MOYKHO COXpPaHEHHE ONEPaTHBHBIX JaHHBIX
6e3 nepeycranoBku MS-DOS. Boo0mie, pazaeneHne TOMOB OJ TPoO-
IpaMMBI U JaHHBIE SBISETCS XOPOIINM TOHOM Tipu 1r000i1 OC.

e [lepe3arpy3uThCsl C JUCKETHI.

e @opmarupoBath pasgen C: ¢ MepeHoCOM OINEepanuoHHON CHCTe-
Mbl MS-DOS (mapametp /S komanas! format) ¢ auckerst Ha HDD.

e ®OopmaruposaTs pazznen D: 6e3 nepenoca MS-DOS.

e Ompenenuts auck C: Kak 3arpy3ounslii pasgen B MBR (mpo-
rpamma fdisk.exe).

o [lepesarpysutbes B MS-DOS ¢ HDD; 6yayT Bunas! mucku C: u D:.

e Ha mucke C: cozngare karanor \DOS u nepeHectn Tyaa Bce ¢aii-
JIBI ¢ AUCTPpUOYTHUBHBIX AuckeT MS-DOS 6.22.

e Ha nucke C: co3math HEOOXOMUMEIE KaTaJIOTH M TIEPEHECTH TyAa
HEOOXOIUMBIE BCIIOMOTaTeNbHBIE cpeAcTBa (Hampumep, HoproH-
Kommannep nnm, mydme, Bonkos-Kommanaep v.5.0), a Takxe B Kara-
nore, k mpumepy, \UTIL, HeoOXonnMble MpOrpaMMHBIE CPENICTBA AJIS
pabotsl, B yactHocTH, apxuBatop ARJ.EXE, u apyrue (1 ucmons3yio
coOcTBeHHBIH ApaiiBep knaBuaTypsl TAMKB.COM). He 3a0bITh B Ka-
tajore, Hanpumep, \NETWORK 3ammcars nmpaitBep NGRPCL.SYS ¢
TTOCTaBOYHOM JAUCKETHI 1 amantepa FA 3 10T,

"' B mMoém Bapuante nocTaBouHoi jucketsl MS-DOS 6.22 npucyTCTBYIOT TAKKE DS
BCIIOMOTaTeNbHBIX YTHINT, Hanpumep, Bonkos-Kommannep VC.COM c HeoOxoau-
MbIMH (aitnamu, a Taxoke psg nporpamm u3 Norton Utilities 4.50.
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e Coznatp Qaiiner CONFIG.SYS u AUTOEXEC.BAT B xopze
nucka C:, HampuMep, B BUJIE, TOKa3aHHOM Ha pucyHKax 47 u 48.

e Co3natp Ha aucke D: xaramor \NETWORK u 3ammcars Tyna HeoO-
XOAWMMBIE ISl PabOThI CETEBOTO aHaJIM3aTOpa OCHOBHBIE M BCIIOMOTa-
tenbHble Qaitnel TAMCNET.EXE, TAMCNET.SCR, TAMCNET.HLP,
TAMDRVR.EXE, TAMVIEW.EXE wu makernoie ¢aititer TAMB-
NE2.BAT, TAMBNEU.BAT u npoune. Co3naTe B 3TOM K€ Karayiore
HauanbHbI BapuanT TAMCNET.DBN x0T Obl ¢ 01HOM CTpOKOM, onu-
coiBatotei reit urepuera (B Moém ciydae Cisco-4000).

e [lepesarpy3utbcss U yOenuTbCs B TOM, YTO CETEBOM aHAIU3aTOP
MOJIKITIOYAEeTCsl HOPMallbHO W MPHUHUMAET MakeThl. B ciryuae HeoOxo-
numoctH, ucnpaButh B Qaitie CONFIG.SYS mnapamerpsl npaiiBepa
NGRPCIL.SYS w/unu npaiisepa EMM386.EXE.

e 3arpysuthces ¢ nocraBoyHoro CD-ROM Windows u co3nats HO-
BEI MIEPBUYHBIN CHCTEMHBIA pa3zmen manst Windows, oTBeIs eMy IpH-
mepHo 20-30I'6. @opmarupoBath ero kak FAT32 u ycraHOBHTH Tyla
Windows. Jtot pazgen He Oyaer BuaeH B MS-DOS, Ho Oyzaer onpe-
nensiTbes Kak D: B Windows.

o JlocrymueiMu  cpeAactBamMu  Windows — co3maTh  BTOPHUYHBIMA
(extension) pasznen, orBeAs eMy Bech octarok HDD u oTdopmarupoBats
ero kak NTFS. Otot paznen Taxke He Oyaet BuaeH B MS-DOS, Ho BuieH
kak muck E: B Windows. [Ipu >xenannu, MOKHO BMECTO OIHOTO CO3/IaTh
HECKOJIBKO pa3JiesioB B Ooke extension (Tpu 3ToM, pasymeercs, OyKBbI B
Windows Oyayt npyrue). Juck E:, B otimuue ot D:, npeaHasHayeH s
naHHbIX B Windows, uTo0bI nipu c60s1x Windows MO>KHO OBLIO OBI JIETKO
nepeycTaHoBUTh cucteMy Windows Ha qucke D:, He 3aTparuBasi JaHHBIX.

Taxum ob6pazom, Bce pazaenst HDD moxHO mpencraButh B BHUE
Tabnuubl Ha puc. 46, npuHsae 06séM HDD 3a 120 Gb.

CymecTBYyIOT U Apyrue, 0ojee CI0KHbBIE BaApUAHThI paclpelesIeHUs
HDD. Ha IIK aBtopa ucmons3ytorcs 3 Toma B pasmene Extension u
emé omuH Windows Primary ans BTOpoi oOmepanMOHHOW CHCTEMBI
Windows’XP SP3 (mepBas sBmsercss Windows’2000 SP4 Update
Rollup 1, u eit HenocTyneH Bropoii pazmen Windows Primary, Haun-
Hatomuiica Boime 120 Gb). 3auem u nmouemy Ha paboyem [1K ucnons-
3ytotca nBe Windows, a Taxke pacupeaenenue HDD B saTom ciryuae
moApoOHO TosICHEHO B [26] [27].

85



CeTeBoii MOHUTOPHHT. MeTO/bI U CPEICTBA

.. BykBeHHoe
Tun Toma (ggj’g;‘a q:gpl::]‘: HaUMEHOBaHHe
Pa3A pasi MS-DOS Windows

HDD, Primary, . .
MBR 2047 Mb FAT-16 C: C:
HDD, 2ii Primary 2047 Mb FAT-16 D: F:
rv;/ indows Prima- 35 Gy NTRS/FAT32 - D:
Windows Exten- .
sion 85 Gb NTFS — E:
CD/DVD-ROM E: G:
Flash - H:

Puc. 46. HanmeHoBaHusa ToMmoB ogHoro u Toro xe MK
B pa3nun4Hbix OC

IIpu ycranoske Windows mociie MS-DOS, Windows «BUAHT» yiKe
ycraHoBieHHYt0 MS-DOS u aBromarndecku ¢gopmupyer BOOT.INI,
BKITIOUAIONIHIA 00€ oTnepalinoHHble cucTeMbl. Ha aTare 3arpy3ku mob-
30BaTeNIO0 MpeAaraeTcsi CMCOK U3 00EUX CUCTEM C BOIIPOCOM, KaKyIO
13 HUX 3arpy3UTh.

[pu padore B Windows, pexomenayetcs mucku C: u F: uckmounts
13 OTCIIeKUBAHUS M3MEHEHHI CHCTEMBI, IOCKOIBKY WH(OpMAIs Ha HUX
npousBoauTcs: Tonbko B MS-DOS. OOcny>kuBaHHE THX AUCKOB (TIpo-
BEPKHU OIMOOK, cOOEB, KaTajoroB, IMPOBEpKa IMepeceucHuit (aiioB Imo
KJIaCTEPHBIM LIETOYKaM M MH.Jp.) PEKOMEHIYeTCsl TaKXKe HCIIONHATH B
MS-DOS. IlpaBma, mpun€Tcs CMUPUTECI ¢ TeM, 9to Windows Bcromy
«cy€m» cBor (aiiibl ¢ JUIMHHBIMA UMEHAMH, B TOM YHUCIIE U HA 3TH TOMA.

Crnenyer Takke OTMETUTb, YTO IPU UCHOJIb30BaHUM BHeHUX CD-
ROM pa3nuyHbIXx NpoU3BOJUTENEH IS MPOBEPKU HA aHTUBUPYCHI IPU
ooxkupoBke Windows Ha auckax C: miu E: MoryT OBITE 00pa3oBaHbI
croporHue (aiiner 1o 500 M6, nmoanexamye yAaaJeHUIo Toclie BOC-
cTaHoBJIeHHs cucteMbl Windows oT BupycoB [26] [27].

Ha I1K aBTopa B 1ensX ycuiieHHs] 0€30MaCHOCTH YCTaHOBJICH TaKkKe
BOOT-Wizard ot ®u3texCodT, B KOTOPOM MOKHO COXPaHSATh KPUTH-
yeckue s Tor win uHoi OC (aiiabl 1 aBTOMaTUYECKH BOCCTAHABIIH-
BaTh X Iepern 3arpy3Kkoil. HyHo mpuzHaAThCs, 9TO 3TOT (PyHKIMOHAT
HECKOJIBKO pa3 criacall aBTopa MpH OMIMOKaX B YCTAHOBKE Pa3MYHBIX
aK3eMIUIIpoB Windows.

Onucannas koHcTpykuus HDD komnbroTepa 1Mo3BoJisieT UCIOIb30-
BaTh €ro MOCTOSIHHO Kak pabdouwnii [IK B Windows, HO TIpH KelaHUH
nepe3arpy3koil OH MOXKET OBITh MpEBpaIIéH B MOIIHYIO HaOIIoAaro-
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Iyl craHIui. Pasymeercs, HaOm0IaTh MaKeThl B 3TOM ClIy4ae MpH-
nércs n3 toukd noaxirouenns [1K k KBC.

[MENU]

menuitem=Game, Max Conventional

menuitem=Work, Possible Working

menuitem=Net, Network Operations

menudefault=Net,5

menucolor=14,1

[Game]

FILES=40

BUFFERS=45,0

STACKS=4,512

LASTDRIVE=Z

DEVICE=C:\DOS\himem.sys /V /NUMHANDLES=64 /TESTMEM:OFF
DEVICE=C:\DOS\emm386.exe NOEMS HIGHSCAN D=64 X=D400-
DFFF V

DOS=HIGH, UMB

SHELL C:\command.com C:\ /E:512 /P

[Work]

FILES=50

BUFFERS=40,0

FCBS=4,0

STACKS=9,512

COUNTRY=007,866,C:\DOS\country.sys
DEVICE=C:\DOS\himem.sys /V /NUMHANDLES=64 /TESTMEM:OFF
DEVICE=C:\DOS\emm386.exe NOEMS HIGHSCAN D=64 X=D400-
DFFF V

DEVICEGIGH=C:\DOS\display.sys CON=(EGA,866,3)
DEVICEGIGH=C: \UTIL\vide-cdd.sys /D:ECSCD001
LASTDRIVE=M

DOS=HIGH, UMB

SHELL C:\command.com C:\ /E:512 /P

[Net]

FILES=50

BUFFERS=45, 0

FCBS=4,0

STACKS=4,512

LASTDRIVE=Z

DEVICE=C:\DOS\himem.sys /V /NUMHANDLES=64 /TESTMEM:OFF
DEVICE=C:\DOS\emm386.exe NOEMS HIGHSCAN D=64 X=D400-
DFFF V

DEVICE=D: \NETWORK\ngrpci.sys 0x62 /w

DOS=HIGH,6 UMB

SHELL C:\command.com C:\ /E:512 /P

Puc. 47. ®ainn CONFIG.SYS Ha 3 BapuaHTa 3arpy3ku
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QECHO OFF

PROMPT $p$g

MODE CON CP PREPARE=((866) C:\DOS\ega3.cpi)
MODE CON CP SELECT=866
PATH=C:\DOS;C:\UTIL;C:\

SET TEMP=C:\TEMP

SET TMP=C:\TEMP

tamkb /i=0,31

IF .%CONFIG%.==.Net. GOTO Net

LH C:\GMOUSE\gmouse /P2

LH C:\UTIL\mscdex.exe /V /D:ECSCD001 /M:10
GOTO Ok

:Net

D:

CD NETWORK

REM Jlanee BH30B HabGiopamuer CTaHLNM
tambne2 .bat

:0k

Puc. 48. ®ann AUTOEXEC.BAT Ha 3 BapuaHTa 3arpy3ku

3.2. Cnenuduyeckue NnporpaMMHbIe CpecTBa

[IporpamMmHBIE CpeNCTBa CETEBOr0O MOHMUTOPHHIA BKIIIOUAIOT B ceOs
HECKOJIBKO TPYMII IPOTPaMMHBIX KOMIOHEHTOB. O/lHa U3 HUX SIBIISETCS
COOCTBEHHO MPOrpaMMOl CETEBOI0O MOHUTOPUHTA M HATIMCAHA Ha S3bIKE
BeIcokoro ypoBHst PowerBASIC for DOS 3.0 (Bnocnenctsuu 3.5).

Bropast ciayXuT UIs ONTUMM3ALUHM Psiia BBIYUCICHUM, BKIIOYast
npuéM U MEPBUYHYIO 00pabOTKY MPUHSTHIX CETEBBIX MAKETOB, U HAIHU-
cana Ha Makpoaccembnepe MS-DOS MASM Bepcuu 5.10 — 1988 1.

TpeTbs Tpymma SBIseTCs BCIIOMOTaTENFHON M UCTIONTHSIET OTIepaIiiy
arperanyy JaHHBIX, HAlTUCaHA Ha MaKpOsI3bIKE TPOTPAMMHOTO TaKeTa
SuperCalc-4.

3.2.1. Ilporpamma cereBoro monutopuara TamCNet.exe

Ota mporpamma sIBIseTCs COOPaHHBIM C PSIIOM HOAIIPOTpaMM MOJIY-
JIeM, HCHOJIHSIOIUM Bce (GYHKIMU ceTeBoro MoHuTopuHra. [logkmoyga-
eMbIe MOIyJId — OmOIMoTeKka KoHBepTaruu MaHHBX TamCnv.OBJ u
MoJIIporpaMMa HU3K0ypoBHeBoro npuéma nakeros TamINet.OBJ.

[IporpamMma fromyckaeT ynpaBieHHE yKa3aHHEM NapaMeTpOB BBI3O-
Ba B KOMaHJHOU cTpoke. [lapameTpbl mpeaBaparoTcs Cad1IaMH B OTAe-
JS0TCs MpoOenaMu. VIHBIMU clioBaMH, KOMaHIHas CTPOKa UMEET BUJI:

TAMCNET.EXE [knwou[=3nauenuel] ...

TakoBsIMU TTapaMeTpaMu (10 TOCIETHEN BEPCHUU) MOTYT OBITh Cie-
IyIoIIue.
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LST1=nnnn (0<nnnn<9900) — 3amaér HayambHBIII HOMEp MEPBOTO
oruéra TAMCnnnn.LST, mrade Oepércsi MakCHMalbHO TPHCYTCTBYIO-
i B KaTajore u K Hemy mpubasisercs 1. Homep ceeime 9000 mensiet-
cs Ha 2. IIocKoNbKy pe3ynbTHPYIOIIMI apXUB COAEPKUT 96 OTUETOB, a
UM apXuBa COIEPKHUT MOCIEIHUNA HOMEP OTYETA, B KaTajore XpaHeHUs
otu€roB Oynyr mmena A0096, A0192, A0288 u 1.1. Eciu katanor He
OITyCTOIINTH 10 MOMEHTa, Korja HoMep oryéra mpeBbicuT 9900, HoBas
nocenoBarenbHOCT, HauHETCT ¢ A0097, A0193 u T.1. Takoit mpuém
MO3BOJISIET XpaHUTh B KaTasiore apxuBoB HC oTuéThl 32 5—-6 MecsIieB.

INT=tt (0<tt<61, mo ymonuanuto 15) — 3aga€t MHTEpBaT B MUHYTaxX
MEXIY OTYETAMU.

KFULL=/l — npuka3 B KaX10M /I-M 0T4€Te BBHIBOAUTH CTATUCTHKY
Hox. [1o ymonmaanuro, 4.

KEEP — mpuka3 mociie kaxmoro otaéra HE oOHynATH Tekyrme
MOKa3aTeNn, HHaYe OHM NPUHYANUTENbHO OOHYsroTCs. Mcmonb3yercs
IUIl CPaBHHUTENBHO KPATKOBPEMEHHOTO (HECKONbKO MAHEH) aHaiau3a
croponHux cereil. [lonpoduee cm. Tom 2.

BUFLIM=kk (19<kk<81, no ymomuanuto 10) — mporeHT 3amoHe-
Hus OydepoB, mpu KOTOPOM OOHOBJIEHHE OCHOBHBIX TOKa3arejed Ha
dKpaHe cokparmmaercs A0 1 paza B ceKyHIy (paHee ObLTO MCUHUCIICHHE
mo WtCyec).

STMRK - Bectu u BblIaBaTh CTaTUCTHKY IO MapKHpPOBAaHHBIM B
bJ1 Homam.

HSYN — cuHXpOHU3UPOBaTh CBOJKHU C HYyJIEM MUHYT dacoB Ha [1K.

NET=aaaa.bbbb|.cccc] — BHyTpeHHAs Tekymas ceTb. [lapamerp
BBEJIEH CPaBHHUTEIHHO HEJAABHO ITOCIIE ITEepeBoa OOJIBIIMHCTBA HOJ BO
BHyTpeHHI0I0 ceTh 10.0.*.*/16 (w1 cpabateiBanus napametpa CNDS).

CNDS — nocne Kaxxaoro nojHoro otyé€ra cxatb b/, uckimouns IP-
anpeca BHe Tekyuier cetu. [lonomaurensHo napamerp CNOISE — nns
UCKITIOUeHHs 100aBieHHbIX HelPuHbix HOJ (T.e. MAC-anpecos 6e3 IP).

EODAY - ocymiecTBUTh BBIXOJ U3 IPOTrpaMMbl C KOJIOM 3aBepIIe-
Hus 1 B 00:00:00 moce otuéra.

PPASS — noka3siBaTh ¥ PUKCHPOBATH ITAPOJIH TTOYTEHI.

2, 3 — ykaszaThb BHCOCTPaHUILy, IIEpexo] Ha KOTOpylo Oyaer ocy-
LIECTBIEH MPUHYANUTENBHO Yepe3 60 ceKyH[ mocie Moka3a HHOM CTpa-
HUIIBL.

NOUT - 3anper mro6oro BeiBona Ha HDD, xpome xypnuana .LOG.
Hcrnonp3yeTcs mpu mokaze BHyTpeHHeH cetn (moapobduee cMm. Tom 2).

GO — npuka3 Hauath paboTy, 6€3 ITOro mapaMeTpa BHLAAETCS KO-
POTKasi clipaBKa 0 BO3MOXHBIX IIapaMeTpax 1 paboTa 3aKkaHUYMBaETCS.
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DEMO — nemMopesxim, oodepenHo MOKa3bIBAIOTCS CTPaHUIIHI 1, 2, 3.

COM=x — ykazanne COM-niopTa ajsi CBS3M C MOHHTOPHOH TIpO-
rpamMmMoH.

DNODES=yy — yka3zaHue, Kakue MaKkeThl JaMIUpPOBaTh Ha IUCK:
16 — nnunneie, 8 — NoDestination, 4 — NewMAC, 2 — NewlP, 1 — Te,
KoTopbie uMeroT npusHak +4 B BJ[PC. Hucno yy Moxer ObITh apudme-
TUYECKON CYMMOH YKa3aHHBIX COCTAaBJISIOLIUX.

[IporpaMma HammcaHa Ha aNTOPUTMHYECKOM SI3BIKE BBICOKOTO
ypoBHS T TpaHcusimud KommuisitopoM PowerBASIC for DOS 3.5.
[ocnenusist crabunbHas Bepcus nporpammsl — 5.23. Bepcust nporpam-
MbI 5.13 3apeructpupoBana B OUIIC 14.07.2014 r mox N2014617164.

3.2.2. KnaBuartypuslii gpaiisep TamKb.com

Ctporo roBopsi, 3TOT ApaiBep PyCCKON KJIaBUATypbl ObUI HalKCaH
emeé 10 3KCILTyaTallii CeTeBOro MoHUTOprHra B 1988 r. u akcmiyaru-
poBaics Ha pa3sbix [1IK Bmnots 1o Windows 3.x.

ITocne nepBoii 3arpy3ku ApaiBep OCTaETCsl PE3UJIEHTHBIM B olepa-
tuBHOU mamaATH (TSR — Terminate and Stay Resident), 3annmas menee
1 Kb. O6Bém 3arpyxeHHo#t nporpammbel Mmeree 4 Kb. [lpaiiBep mnepe-
xBaTbiBaeT npepeiBanue 09. s nokaza pycCKMX CUMBOJIOB Ha 9KpaHe
MpeaBapuTeIbHO HEOOXO0AUMO 3arpy3UTh COOTBETCTBYIOIINE IIPUQTHI
B 3HaKorenepatop I1K.

OTiuanuTensHBIE 0COOCHHOCTH JIpaiiBepa CIICIyTOIIIHe.

e B0O3MOXXHOCTh MEPEKII0YaTh SI3BIK C PYCCKOTO Ha JIATBIHb M 00-
pPaTHO OJHOKPATHBIM HAKaTHEM M OTIIyCKaHHEM He(pyHKIHMOHATBHON
npaBoil kiaBuiM Shift, Tak 4TO mepekoUeHUE sI3bIKa HE BIHMSACT Ha
BBOJI YIIPABIISIOLINX CHMBOJIOB.

e Bo3MOKHOCTh IIpM BBI30BE [paiiBepa yKa3aTb Ha SKpaHE MeCTO
(ctpoky u cronben) moaceetku «PYC/LAT» npu nepexroueHnH si3bIKa.

¢ BO3MOXXHOCTh ONEPATHBHO MEHATH MECTO (CTPOKY W CTOJIOEI)
nonceetkn «PYC/LAT» Bo Bpems 3KCIUTyaTaninu JpaliBepa BBI30BOM
BTOPO# €ro KOHH ¢ HyKHBIMH ITapamMeTpamMu (HaCTPOIKH MEHSIOTCS B
MEPBOH KOMMMU MPOTPaMMBI).

® BO3MOXHOCTB MPUHYAUTENHHO IIPY TIEPBOM WIIN TIOCIIETYIOIIEM BBI-
30B€ YCTAHOBUTH MHTEPIPETAINIO PyCCKOW HITH JIATHHCKOM KIIaBHATYPHI.

e B03MOXXHOCTh BPEMEHHO /I€3aByHPOBATh IpaiBep, HE BBITPYXKas
€ro U3 MaMsTH KOMIIBIOTEpa, U MPpU HeOOXOAUMOCTH BHOBb BKJIFOUUTH
€ro JeicTBue.
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¢ B03MOXHOCTB CHATH ApaiiBep (¢ BoccTaHoBieHueM Int09h) 6e3 me-
pesarpy3ku MS-DOS BbI30BOM BTOpOH KOINWHU JpaiiBepa C COOTBET-
CTBYIOLIMM MapaMeTpoM (00e KOmuM mnepecTaroT (yHKIHOHHUPOBATH,
Int09h BoccranaBnuBaetcs). Pazymeercs, 1uisi oOecriedeH st STOro Bek-
Top mnpepbiBaHus 09h He MOKEH OBITH MEPEeKPHIT MOCTOPOHHEH Mpo-
IpaMMOM.

e Brigaya Tpenu Ha auHamuk [1K mpu 3anunanuy KIaBUII WU Tie-
peToIHeHNH BHYTpEeHHETo Oydepa.

e Briaua 3BykoBoro curnana Ha auHaMmuk [1K npu nepexitouennn
SI3bIKA — BBICOKOI'O TOHA IIPH MEPEKIIOYCHUH Ha PYCCKHHA M HHU3KOTO
py OOpaTHOM MEPEKIIOUEHUN Ha JTaThIHb.

[IporpamMma, MOMUMO OOBIYHOTO BBI30BA, MOXET OBITH MHCTAJUIU-
poBana uepe3 CONFIG.SYS omeparopom INSTALL, B ToM uucne B
HMA. B 3T0oM ciydae oHa HEBBITpYyKaema.

[Iporpamma Hanwmcana Ha si3bpike Makpoaccembiep MS-DOS 5.10,
nocieaHsa sepcust — 1.5-98.

3.2.3. [IpajiBep uMUTAIIUM NPUEMA NAKETOB U3 JOKAJBLHOI ceTH
TamDrvr.EXE

JaHHas mporpamMma MOJHOCTRIO HMUTHPYET IOJTydeHHE TTAaKETOB W3
cetu craunaptasiM PC/TCP FTP ppaiisepom. Ilocne 3arpy3ku craHo-
BUTCS PE3UACHTHON B MaMSTH U 1O KOMaHJE omepaTtopa OepéT mo oa-
HOMY CETEeBBIC IMAKETHI U3 MPeABApUTENLHO co3manHoro Ha HDD daitra
ETHERX.DAT u nogaér Ha BepXHHUIl ypOBEHB, KaK €CII OBl MCIIOJHS-
muck npoueaypsl UpCall crannaptaoro FTP npaiiBepa npu noixydeHun
MAaKeTOB U3 ceTu. Peanusyer mnu umutupyert npouenypsl FTP npaiise-
pa, MOMMEHOBaHHBIE B TAa0J. puC. §; OMO3HAETCS CTAHAAPTHBIMU IPOIIE-
nypamu Tiorcka kak o0branbii naketHsiid PC/TCP FTP npaiisep.

[TonyuyeHue nmakeToB UCHOJIHSAETCS MPU HAKATUU U OTIYCKAaHUU Pe-
ructpoBoit kimasumu LShift. [To mocTmkennn koHMa (aiina mpu Haka-
Toi knasutie ScrollLock ocymiecTBiaseTcs aBTOMAaTHIECKIH ITepexoT K
Havany (aiina.

IIporpamma nHammcana Ha MakpoaccemoOnepe MS-DOS 5.10 —
1988 r., 3anumas menee 7 Kb. Texymas Bepcus — 1.4 2013.

Bepcus 14.06.13 3apeructpupoana B @UIIC mox N2014617165.

3.2.4. bubdauorexka koHBepTanuu JaHHbIX TamCnv.OBJ

JlaHHasl YTHUITUTA UCTIONHSET MPeoOpa3oBaHUe PA3IMYHBIX JAHHBIX
B CHMMBOJIbHBIN Buj. HeoOXomuMocTh co3naHusi OMOIMOTEKH OIpejie-
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JIeHa TeM, 9To cTaHmapTHeIe cpeacTBa popmatupoBanus (USINGS() u
np.) s3eika PowerBASIC for DOS BechMa HEeONTUMANIBHBI IO CPaBHE-
HUIO C 3JIEMEHTaMH CO3JJaHHON OHOIHOTEKH (MoApoOHEe 3TO TTOKAa3aHO
B ToMe 2). bubnmoreka Hanmcana Ha Makpoaccembiepe MS-DOS 5.10
1 UMEeT CIEYIONINe BXObI, ONIMCAaHHbIE HIDKE.

TAMCWH4 (Word, Flex) — mpeobpa3oBaHrne NEpeMEHHOW THITA
WORD B TekctoByro FLEX-nepemennyro mnmuHoii 4 Oaiita B 16-HOM
BHJIE.

TAMCBH2 (Byte, Flex) — mpeobpa3oBanue mepeMEeHHOW TuIa
BYTE B TekcroByto Flex-nepemeHHyto JiHOM 2 Oaiita B 16-HOM Brze.

TAMCID4 (Integer, Flex) — npeoOpazoBaHue IETOYUCICHHON IT0-
noxutensHoi nepemenHoil INTEGER Bo FLEX-nepemennyro anmuHON
4 3Haka (necsatTuuHbd Bun). Jlomyctumo ans 3Hadenuit ot 0 1o 9999.

TAMCBD3 (Byte, Flex) — B HacTos1I€e BpeMs HE UCIIOIB3YETCS.

TAMCID3 (Integer, Flex) — npeoOpa3zoBanue 1eI0YHCIEHHON TO-
noxurenbHoi nepeMeHHoll INTEGER Bo FLEX-nepeMeHHy 0 IuMHON
3 mHaka (necsaTuyHbIN BuA). Jomyctiumo ams 3HaueHuit ot 0 qo 999.

TAMCBD?2 (Byte, Flex) — mpeoOpa3oBanue 6aiTOBOM nepeMeHHOM
Bo Flex-mepemennyro B necsituaHoM Buje (2 3HaKa). s 3HaYeHHH OT
0 1o 63h.

TAMCID2 (Integer, Flex) — npeoOpazoBaHue IeTOYUCIEHHON I10-
noxurensHoi nepemenHoi INTEGER Bo FLEX-nepemenHyto 1iuHOM
2 3Haka (necsaTuuHbd Bun). JomycTumo ans 3Hadenuit ot 0 10 99.

TAMCWDS5 (Word, Flex) — mpeobpazoBaHrne NEpeMEHHOW THITA
WORD Bo Flex-nniepemennyto anuHoi 5 3HakoB. JlomycTUMO s 3HA-
yenwnii ot 0 1o 1869Fh.

TAMCIDS (Integer, Flex) — npeobpazoBanue eT0YUCIEHHON I10-
noxutensHoi epeMeHHold INTEGER Bo FLEX-nepeMennyro 1iuHoi
5 3Haka (mecsTHUHbIN BUA). JomycTumo mist 3HadeHwi oT 0 10 99999.

TAMCLDY (Long, Flex) — mpeoOpa3oBaHue HeTOYHCICHHONW MO-
noxurensHoi nepemeHHo! LONG INTEGER Bo FLEX-nepemennyto
JUTMHON 9 3HaKOB (mecstuuHbli BUa). JlomycTumo st 3HadeHnid oT 0
710 999999999.

TAMCDD9 (Double Word, Flex) — nmpeoOpa3oBaHue mMeI09HCICH-
HOM monoxurensHoit nepemeHHor DOUBLE WORD Bo FLEX-
MEPeMEHHYI0 IIMHON 9 3HaKOB (mecATHUYHBIH BHn). [lomycTuMo mis
sgaueHnii ot 0 10 999999999.

TAMCLDA (Long, Flex) — npeoOpa3oBaHue LEIOYUCICHHON TO-
noxutenbHoi nepemenHor LONG INTEGER Bo FLEX-niepemennyto
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muHOoM 10 3HaKOB (mecsaTuaHBIHA BuU). JomycTumo i 3HadeHuit ot 0
710 9999999999.

TAMCDDA (Double Word, Flex) — npeoOpa3oBaHue 1eao4ucicH-
HOolt monoxurensHoit mepemenHorr DOUBLE WORD Bo FLEX-
nepeMeHHyo AnuHoi 10 3HakoB (AecaTH4HBIN BuA). JlomycTuMoO st
3gauyeHuit oT 0 10 999999999.

TAMCLD7 (Long, Flex) — mpeoOpa3oBanue HeIOYHCICHHONW TO-
noxutensHol nepeMeHHod LONG INTEGER Bo FLEX-nepemennyto
JUTMHON 7 3HAKOB (mecatwdHbli BUa). JlomycTumo it 3Ha9eHuid oT 0
710 9999999.

TAMCDD?7 (Double Word, Flex) — npeoOpa3oBanue meI09HCICH-
HOlt monoxwurensHoit mepemenHorr DOUBLE WORD Bo FLEX-
MEPEeMEHHYI0 JUIMHON 7 3HaKOB (IecATUYHBIH BHA). [lomycTuMo st
sgauenwnii ot 0 1o 9999999.

TAMCXH?2 (Byte, Flex) — B HacTos111€e BpeMsl HE UCIIOIb3YETCs.

TAMCXH4 (Byte, Flex) — npeoOpa3zoBaHre 0aliTOBOM ImepeMeHHOM
WU dJIeMeHTa 0aHTOBOTO MacCHBa B TEKCTOBBIN 16-pUYHBIN BUA JTH-
HO1 4 OaiiTa.

TAMCXHC (Byte, Flex) — B HacTosIIIee BpeMs HE HCIIOIB3YETCs.

TAMCMHG6 (Flex, Flex) — npeobpazoBanne MAC-aapeca u3 6 cum-
BOJIOB B C)kaToM BHIE B 12 cumBosioB Hex-koma 6e3 pa3menuTeneii.

TAMCMIP (Flex, Flex) — mpeo6pazoBanue TekcroBoro IP-anpeca B
cxatom Bujie (6 0aliTOB) B 15-CHMBOIIBHBIN BHJT (XXX.XXX.XXX.XXX).

TAMCNV3S (BYVAL WORD) — dopmupoBanne cerMeHTHOTO
aZpeca CTPaHHUIbI BUACONAMSTH B OMEPATHBHOM MaMSATH MPOTPaAMMEI
KOHBEpPTaIUH.

TAMWLDS (FLEX, INTEGER, BYVAL INTEGER, BYVAL IN-
TEGER) — nepenoc texcroBoii Flex-ctpoku B Buzeomamsts (NPage,
NPos, NStr). Unciao mepeHOCHMBIX CHMBOJIOB ONPENEISASTCS JTITHHON
Flex-nepemeHHOH.

TAMWLDA (DWORD, INTEGER, BYVAL INTEGER, BYVAL
INTEGER) — mpeobpa3oBanue menodncieHHoil nepemennoii DOU-
BLE WORD B gecsatuunoe 3HaueHue nnuHou 10 3HAKOB Hemocpen-
cTBeHHO B BuaeonamsaTs (NPage, NPos, NStr).

TAMWLD7 (DWORD, INTEGER, BYVAL INTEGER, BYVAL
INTEGER) — mpeobpa3oBanue nenourcieHHoi nepemenHod DOU-
BLE WORD B gecsatuunoe 3HadeHue mmuHoW 10 3HAKOB HEmoOCpen-
cTBeHHO B BuAeonamats (NPage, NPos, NStr).
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TAMWDD7 (DWORD, INTEGER, BYVAL INTEGER, BYVAL
INTEGER) — mpeobpa3oBanue nemnouncienHoii nepemennod DOU-
BLE WORD B pecsaTuyHOE 3HaYeHHE UIMHONW 7 3HAKOB HEMOCPEa-
cTBeHHO B Bueonamath (NPage, NPos, NStr).

[IporpamMma HanmcaHa Ha si3bike MakpoaccemOiiepa MASM 5.10 —
1988 r.

Jyuna oubnmnorexu — 1167 Oaiitos, mocieanss sepcus ot 13.06.2013.

Bepcus mporpammer 13.06.13 3apeructpuposana B ®UIIC mog
N2014617400.

3.2.5. HuzkoypoBHeBblIii IpuéM ceTeBbIx makeToB TamINet.OBJ

Kax yxe Opuio ckazano, unTepdeiic ¢ maketaeiMm PC/TCP FTP-
IpaiiBepoM JOJDKEH OBITH BBITONTHEH Ha AcceMOnepe. JlanHas mporie-
Iypa UCIIONHsET Bech HHTep(eiic ¢ ITUM IpaiiBEepOM U JONOIHHUTEIb-
HO BKJIFOYAET Psi NPOLENYp, LISl KOTOPHIX TpeOyeTcs HCIOIHEHHE Ha
AccemMOiiepe, B YaCTHOCTH, MEPEKIIOUEHHE DKpaHa CO CTaHIapTHOTO
pexxnmMa B 25 cTpok Ha pexxuM B 50 cTpok U 00paTHo.

IHoamporpamma Hamucana Ha Makpoaccembnepe MS-DOS 5.10 —
1988 r.

Hmuna mnoamporpammbel 2716  OaiiToB, mocienHsss Bepcus —
23.06.2013.

Bepcus mporpammer 23.06.13 3apeructpupoBana B ®UIIC mox
N2014617161.

3.2.6. IIporpaMma npocMoTpa AaMIHPOBAHHBIX CETEBBIX NIAKETOB
TamView.EXE

Ota mporpaMMa MO3BOJISIET TOCIEI0BAaTeIbHO OT Hayalla Jamma K
KOHILy IPOCMaTpUBaTh 3aliCaHHbIe CeTeBbIe MaKkeThl. MHpopManuio o
METO/I€ T0Ka3a MaKeTOB MOYKHO MOIYYHUTh U3 puc. 25.

OpHako mporpaMMa Mmo3BOJIAET BBHITIOIHUTD U O0JIee CIOKHBIE OTe-
panui. B 9acTHOCTH, MOYKHO 33J1aTh 8bIX00HOU NaMIT-(haiiil, B KOTOPBIHA
MIEPEHOCHUTD WJIH HE MIEPEHOCHUTH 0UEPETHON MPOCMATPHUBAEMBIN TTAKET,
BBIJIETISS, TAKUM 00pa3oM, HYXKHYIO IleTb HakeToB. bonee toro, ecimu
CHelMaIbHBIMU TapamMeTpamMu Iporpammsel 3agatb MAC-aapeca uc-
TOYHHMKA W/WIU MONyYaTeisi, MO)KHO aBTOMaTH3MPOBAaHHO CO31aTh pe-
3YJABTHPYIOMUI 1aMI-(Qaiiyl TOIBKO U3 3aJaHHBIX TaKHMM 00pa3oM Ia-
KkeToB. Pesynprupyromuii namm-dain OyJer TmOCTpOoeH MO0 TOMY JKe
MIPUHIINITY, YTO ¥ UCXOIHBIH.

Komanpa BbI30Ba IpOrpaMMbl UIMEET BHI:

TAMVIEW.EXE /FI=Bxoonoii®@aiin [/uma[=3nauenue]] ...
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[TapameTpsl BBI30Ba IPOTPaAMMBI CIIEAYIOIIHE.

FO — 3amanne nMeHN BBIXOIHOTO (haiiia 11 BEIOOPKH.

LOG - 3aganue numenu BeixonHoro ASCII-daiina s oTuéra.

MF — MAC-anpec <From> mipu BEIOOpKE.

MT — MAC-aapec <To> [Ipu BeIOOpKE.

ONLY - npukaz orOuparh HakeThl TOJIbKO TO obouM MAC-
aapecam (H).

OR — npukaz orOupars nakeTs! o obonm MAC-aapecam (MJIN)

IF wiu NIF — 3ananue [P-From nnu [P-No-From.

NP — npuka3 He OKa3bIBaTh HEMIEUATHBIE CUMBOJIBI B ITPABBIX MOJISIX.

GO — apromMaTHYeCcKHii pexkuM paboThI Oe3 yIpaBiIeHHs C KJIaBUATYPHL

[Ipu ympaBieHU# ¢ KIaBHATyphl B HEABTOMATHYECKOM PEXHUME MIPH
ykazanuu FO pelictBytoT knaBumm: <Esc> — HeMesIeHHBIN BBIXOJ C
3aKpBITHEM Bcex (aiiioB, <Space> — MPOITyCK MMakeTa 06e3 KOMHpoBa-
Hus, <Enter> — KonmrpoBaHUe MaKeTa B pe3yIbTUPYIOMUN (Hai.

[Iporpamma Hanmcana Ha si3sike PowerBASIC for DOS 3.5.

3.2.7. IporpaMmMa npocMOTpa cJeJaHHBIX CKPHHIIOTOB
TamVPcx.EXE

CrpyKkTypa CTpaHHIBI TEKCTOBOM BHACONAMATH IPENIONaracT Hc-
MOJTb30BAaHUE IBYX OalTOB TOJ KaXKIbIii CHMBOJ — CHavaJla YKa3bIBaeTCs
KOJI CHMBOJIa, a BCJIE 32 HUM — KOJ| aTpuOyTa, C KOTOPHIM JTAHHBIA CHM-
BOJI TIOKa3bIBaeTCsl Ha 3KpaHe. CKPHHIIOT MPOTrpaMMOM CETeBOT0 MOHH-
TOPHHIA 3alMCBIBAET MOAPSN Hy KHYIO CTPAHHUILy BHICOMAMATH Ha JUCK
kak 8000 OaiitoB. Pasymeercs, B TakoM BHIE MOKa3aTh YTO-THOO Ha
9KpaHe, 1a e B onepanuoHHo cucteMe Windows, He IMOTyYHTCS.

CrenmasibHO U1l TPOCMOTpa CAETaHHBIX CKPUHIIOTOB CrAejaHa
JaHHAsA IIporpamMma, KOTopasi UMeeT 1B€ (DyHKITHH:

— MOJITOTOBKA W3 CIENaHHOTO CKPHHIIOTA HA TUCKE CTPAaHHUIBI B
BHJEOIIAMSTH U IT0Ka3 €€ B okHe Windows;

— dopMupoBaHue 4y€pHO-0€7I0r0 BapuaHTa CKPUHIIOTA CIIEHUaTbHO
IUISl WUTIOCTPALUil B CTaThsX, COOPHMKAaX M T.A. C 3alHCBIO B BHIE
TXT-daiina.

Te pucyHkw, rie BaXKeH IBET, B JaHHON padoTe CAeNaHbl C UCTIONb-
30BAHMEM OIMCHIBAEMOM MporpaMMel. [Ioka3piBacMblil B OKHE LIBETHOU
pucyHok konmpyercs B popmar BMP unmn PCX u BcTaBmsiercs B TeKCT
paboTHL

[Ipoune pucyHKH MOJyYEHBI U3 TEKCTOBOTO YEPHO-0ENIOr0 BapHaH-
Ta CKPHHILNOTA, IOATOTOBJIIEHHOIO JaHHOW mnporpammoil. IIpuHnmn
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IIOATIOTOBKH: BCEC anI/I6YTLI BCE€X CHMBOJIOB 3aMCHAIOTCA Ha anI/I6YT
«4€pHBINA IBET Ha 6estoM (oHey.

IIporpamma HamucaHa Ha anropuTMudeckoM sa3bike PowerBASIC
for DOS 3.5.

3.2.8. IIporpamma ¢pukcanuu aatsl B jgore TamDate. COM

B BAT-¢aiine Ha puc. 19 ecTh cchulka Ha JaBHO pa3pabOTaHHYIO
aBTOpoM mporpamMmy TamDate. Ota mporpamMma HCIONB3yeTCS LIS
3aHECCHUS! B KaKOW-TMOO MPOTOKON HYKHOTO TEKCTa, CHa0KEHHOTO
TeKyIled natoil u BpeMeHeM. IIpu Be13oBe

TAMDATE T7ext > PROT.LOG,

B (haiin PROT.LOG Oyner nobaBneHa cTpoka Hamogoome

12018.12.03(1) 17:40:56 Text,

a Takke CQOPMUPOBAH KOJ 3aBEPIICHHS COTIACHO MOPSIAKOBOMY
HOMEpY JTHS HE/ICIH.

[Tocneauuii BapuaHT nporpamMmsl — ot 28.08.1991. S3pik — Makpo-
accemOuep mist MS-DOS Bepcun 5.10 — 1988 1.

3.2.9. IlporpamMMBsl arperanuy oT4¢TOB

Jyisi KOHBepTalH €XKEJHEBHOTO OTYeTa WU TPYMIBI OTYETOB 32
nenb B popmar CSV pazpadorana nmporpamma TAMSNET2.EXE. Ilo-
CKOJIBKY 32 BpeMs IKCIUTyaTallly MPOTPaMMEI CETEBOTO MOHUTOPHUHTA
(dopMar BBIXOJHOTO OTYETa HECKOJBKO Pa3 MEHSUICS, MOCIEIyIOIIUe
IporpaMMbl MMENH Bo3pacTratomue uMmena. IlocnenHuit BapuaHT —
TAMSNETS5.EXE.

Pesynbrar pabotel mporpammbl — CSV-daiin, duTaeMblii TaKeTOM
SuperCalc-4, conepxamuii TaHHBIE BCEX OTYETOB 32 HY)KHBIE CYTKH.
Ha puc. 49 npencrasien Takoi daitn 3a 03 mexadps 2000 1. OH co-
JEPKUT JaHHBIE 96 OTUYETOB 3a ITOT JECHb.

[TapameTpsl mporpaMmbl cIeIyIOLIHE.

LST1=nnnn — yka3piBaeT NepBbId U3 OTYETOB, XpAHSIIUXCS B 00-
IeM Kartajore.

KLST=kkkk — xomu4ecTBO OTUETOB; €CITM HE YKa3aHO, OEpyTCs IO
koHIa win 10 Homepa 9000. OObIYHO 3a AeHBL 00pa3yeTcs 96 OTYETOB,
OJHAKO €CJIM ObUTH BBIXOIBI U3 MPOTrPaMMBI (IIpH 3TOM (HOPMHUPYIOTCS
JOTIOJHUTENBHBIE OTYETHI), YUCIIO APYTOE.

GO - npuka3 Hauats paboty. bes aToro napamerpa Beinaércs Help.

IHocneaanii Bapuant nporpammsl TAMSNETS.EXE — Bepcust 5.3
ot 29.10.06.
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10,

"03/12-00",

96,"Vep", "Vmax", "Nref" ,"YPak", "YBytes", "NPak", "NBytes", "Comps", "Sec","CY¥Cmin",

00:

15,
: 30,
: 45,
:00,
:15,
: 30,
: 45,
:00,
:15,
: 30,
: 45,
:00,
:15,
: 30,
: 45,
:00,

: 30,
: 45,
:00,
:15,
: 30,
: 45,
:00,
:15,
: 30,
:45,
:00,
:15,
: 30,
:45,

6.07, 44.
5.81, 48.
6.51, 101.
7.61, 100.
5.24, 112.
4.88, 28.
4.66, 21.
5.15, 298.
4.56, 9.
4.68, 62
4.57, 17
4.49, 10.
5.07, 43.
4.72, 14
4.42, 59
0.36, 24
:15, 0.29, 29
0.33, 19.
0.33, 14
0.32, 32
3.62, 37
0.44, 70.
0.37, 21.
0.76, 53.
0.27, 19.
0.44, 70.
0.39, 33.
0.21, 3.
0.25, 25.
0.28, 44.
0.24, 42

.50,
.06,

.07,
.06,
.87,
.61,

.05,

.31,
.50,

.24,

24, 1,
10, 13,
50,
40,
62,
43,
57,
16,
67,

~

~

(6]

N

MWOO0OO0OO0ODO0OO0OHOOMWMOOOOODOOOOOHONMNOOOWO®

SN N S N N NS S S N S S S S S S S S S oSS oSS s s osos s

33,
90,

34,

70,
24,
63,
217,
44,
21,
50,
12,
69,

5594375, 3,
5350988, 15,
6002355,
6782772,
4828068,
4500408,
4298714,
4745613,
4205351,
4313865,
4211021,
4141170,
4669348,
4350601,
4068413,
329793,
263314,
308543,
299843,
297695,
3329766,
405235,
342888,
699027,
252630,
409523,
356280,
197782,
226991,
259380,
224882,
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900,
9200,
9200,
871,
900,
9200,
9200,
9200,
900,
9200,
9200,
9200,
900,
9200,
9200,
9200,
900,
9200,
9200,
9200,
9200,
900,
9200,
9200,
9200,
900,
9200,
9200,
9200,
900,
9200,

118,
223,
240,
235,
105,
231,
239,
239,

235,
230,
237,

86,
233,
221,
244,

84,
224,
232,
234,

96,
246,
239,
234,

93,
249,
243,
247,
104,
247,
242,




:00,
:15,
: 30,
:45,
:00,
:15,
: 30,
:45,
:00,
:15,
: 30,
:45,
:00,
:15,
: 30,
:45,
:00,
:15,
: 30,
:45,
:00,
:15,
: 30,
: 45,
:00,
:15,
: 30,
: 45,
:00,
:15,
: 30,
: 45,
:00,
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.22,
.17,
.24,
.53,
.91,
.42,
.35,
.26,
.39,
.26,
.12,
.27,
.98,
.44,
.24,
.32,
.20,
.43,
.85,
.15,
.55,
.50,
.55,
.04,
.44,
.04,
.02,
.61,
.86,
.82,
.05,
.55,
.24,

12.
.40,
10.
93.

64

65

12

57
87

74
82
94
144

72
107
123

272

94,

38,
20,

.08,
.04,
.32,
18.
18.

25,
50,

.39,
50.
.19,
.40,
.14,
98.
51.
.84,
73.
.24,
.29,
.80,
.49,
69.
.98,
118.
270.

33,

18,
58,

74,

94,

46,
20,

.43,
.57,
.19,
183.
285.
330.

12,
42,
51,

.17,
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20,
19,
20,
20,
22,
18,
18,
18,
22,
22,
23,
23,
23,
21,
22,
22,
23,
23,
23,
24,
26,
22,
23,
25,
28,
23,
24,
26,
26,
26,
28,
30,
30,

900,
9200,
900,
900,
900,
9200,
900,
900,
900,
9200,
900,
900,
900,
9200,
900,
900,
900,
9200,
900,
900,
900,
900,
9200,
900,
900,
900,
9200,
900,
900,
900,
9200,
900,
900,




:15,
: 30,
: 45,
:00,
:15,
: 30,
: 45,
:00,
:15,
: 30,
: 45,
:00,
:15,
: 30,
:45,
:00,
:15,
: 30,
:45,
:00,
:15,
: 30,
:45,
:00,
:15,
: 30,
: 45,
:00,
:15,
: 30,
:45,
:00,

HH HRERRE REWNENN
BWOWOOKHO®UOWVOK®ULUWL

OO0 O0OO0OO0O0OO0OO0OO0OKrRROORIMAMMNW

.18,
.37,
.94,
.33,
.67,
.95,
.67,
.64,
.58,
.28,
.19,
.26,
.11,
.22,
.66,
.60,
.25,
.85,
.58,

.41,
.42,
.20,
.57,
.71,
.44,
.35,
.51,
.96,
.23,
.50,
.82,

283

208.
135.

.76, 64,
39, 124,
75, 14,
.90, 44,
.51, 100,
.67, 2,
.51, 31,
.00, 255,
.57, 137,
.44, 4,
.88, 0,
.70, 1,
.45, 2,
.90, 53,
.88, 84,
.66, 1,
.51, 0,
.50, 389,
.24, 10,
.68, 23,
.07, 1,
.30, 0,
.71, 4,
.47, 0,
.90, 0,
.00, 0,
.31, 0,
.03, 0,
.54, 11,
.22, 0,
.51, 0,
.35, 0,

23184293, 275,

23538384, 378,
13769733, 23,
18728150, 85,
36559851, 243,
15617087, 4,
14434480, 71,
7962287, 4086,
9749382, 290,
10388017, 7,
9392354, 0,
9456548, 3,
8473582, 2,
12181244, 104,
13480614, 149,
3315354, 3,
2073122, 0,
4468989, 889,
6978534, 27,
1605823, 50,
377157, 2,
388731, 0,
1101718, 4,
528988, 0,
652195, 0,
405414, 0,
326752, 0,
470235, 0,
886424, 19,
215284, 0,
458615, 0,
751995, 0,

(5]
©
vy
N
~

~

OoOoOOMNOOOOO

S S S S S~~~

900,
900,
900,
9200,
900,
900,
900,
9200,
900,
900,
900,
9200,
900,
900,
900,
900,
9200,
900,
900,
900,
9200,
900,
900,
900,
9200,
900,
900,
900,
9200,
900,
900,
900,

91,
233,
231,
232,

97,
235,
230,
230,

84,
216,
224,
237,

84,
221,
240,
238,

83,
221,
226,
224,

85,
243,
247,
244,

84,
244,
239,
235,

83,
243,
232,
239,

Puc. 49. CSV-chann, uHTerpupyowmmn ot4étbl 3a 03.12.2000 r.




CeTeBoii MOHUTOPHHT. MeTO/bI U CPEICTBA

IIporpamma Hamucana Ha s3eike PowerBASIC for DOS 3.5, mo-
cnenusst sepens 1.2 ot 30.08.2000.

[onyuyennsie CSV-gaitnel umenytores kak Dyymmdd.CSV u cny-
JKaT BXOJIOM I MaKpomporpaMmbl Ha si3bike SuperCalc-4, xotopas
WCTIONHSET JAajJbHEHITYI0 HHTETPAIlMIO B BU, IIOKa3aHHbIN Ha puc. 50.
Otn daiinel umenyotes Eyymmdd.CSV.

10, "E001203",, ,,, 11,

24, "Wep", "Vmax" , "Nref" , "YPak", "YBytes" ,"NPak" , "NBytes" ,"Comps" ,"Sec" , "CYCmin"
"01:00",6.49,101.5,23,49176,23730490,31,37887,24,3571,118
"02:00",4.98,298.16,52,32798,18372803, 98, 93796,22,3600,105
v03:00",4.58,62.5,21,30151,16871407,35,27149,22,3600,91
"04:00",3.64,59.06,0,27167,13418155,0,0,21, 3600, 86
"05:00",.32,32.31,0,9543,1169395,0,0,21,3600,84
"06:00",1.3,70.7,9,13003,4776916,13,12412,19,3600, 96
v07:00",.33,70.44,0,8748,1216215,0,0,21,3600,93
v08:00",.25,44.69,8,8113,917400,15,11964,20,3600,104
v09:00",.46,93.2,1,11243,1704565,1,1514,22, 3600, 97
"10:00",.36,65.32,0,11066,1311902,0,0,22,3600,100
v11:00",.56,57.4,3,14975,2053932,8,7750,23, 3600, 94
v12:00",3.55,98.18,24,38282,13080619,47,35139,23,3600,85
v13:00",3.24,94.8,2,30546,11961330,2,3028,26,3600,101
v14:00",3.38,144.49,15,37282,12477630, 42, 26056,28,3600,97
"15:00",10.38,270.2,38,80236,38271532, 92, 60179,26,3600,83
v16:00",16.9,330.51,148,124953,62310842,276,182650, 30, 3600, 97
"17:00",21.49,283.76,246,156655,79220560,761,317612 34,3600 ,91
v18:00",20.23,324,388,130487,74573705,724 ,451775,35,3600 ,97
v19:00",10.58,314.57,142, 94476 ,38986301,300,140758, 32, 3600, 84
"20:00",10.16,203.9,140,81716, 37450794 ,258,181366,29,3600,84
"21:00",4.1,301.5,422,49350,15126468,966,1182425,26,3600,83
"22:00",.65,30.07,5,14718,2396594 , 6, 6818, 28,3600 ,85
v23:00",.5,41.9,0,12553,1854596,0,0,23,3600,84
v00:00",.63,61.54,11,14050,2312318,19,15112,20,3600,83

Puc. 50. CSV-chann BTopuyHOM uHTerpaumm 3a 03.12.2000 r.

Crenyer OTMETHTD, 9TO HE3aBUCUMO OT TOTO, CKOJIBKO OBLIO OTUE-
TOB 332 MHTETPUPYEMBbIil JeHb, U B KaKHe TOYHO Yachl U MUHYTBHI OHU
ObuTH, B (aiilax BTOPUYHON MHTErpaldy BCETAa MPHUCYTCTBYIOT TOY-
HEIE 24 daca ¢ HyJIeBBIMH MUHYTaMH.

B ¢aiinax BTOpHYHON MHTErpalyd aBTOMATUYE€CKU CTPOUTCSA DA
rpadukoB, Harogo0Me yKa3aHHbIX Ha puc. 30, 31, 32 u 33.

Bo3moxHa Tarke manpHeiIIas MHTErpauusi cOOpPaHHBIX JaHHBIX
JUTS TIOJTyYEHUST HEACTBHBIX M MeCSIUHBIX (aitnoB. [Ipumeps! pesymibra-
TOB TaKOM MHTErpalluy IPUBEACHBI BBIIIE Ha puc. 36, 37.

IIpy HEOOXOOMMOCTH MOXHO IPOBECTH MHTETPALMIO IO «Cpe-
3aM» — TpyMIaM KOMIIBIOTEPOB, KaK 3TO MOKa3aHo Ha puc. 40-45.

3.3. OTi1agka MOHUTOPHON NMPOrpamMMbl

[IpoekTupys CTOIb CIOXKHBIE KOMILUICKCHI MPOTpaMM, HEBO3MOXKHO
OBIJIO0 HE 3amyMaTbCs O crocobax mx ommanku. [Iporpamma ceTeBoro
MOHHUTOPUHTI'A, BMECTEC CO CBOMMHU KOMIIOHCHTAMMH, BKJIt04YaJla HECKOJIbKO
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cerMeHToB, 9acTh Ha PowerBASIC, gyacts Ha Makpoaccemobiepe, u 3a-
HUMaJia TOYTH BCIO OCHOBHYIO mamsate MS-DOS. Bmecre ¢ Heil nerko
ymentancst apaiisep smymsuuu ceth TamDrvr.EXE u knaBuatypHbIi
npatisep TamKb.COM, HO MecTa Ij1s1 OTIIaqInKa yke He OBbLIO.

Brixon u3 monoskerus ObL1 HaliaeH ciiexyromniii. CTaHgapTHEIN Ba-
pHUAHT MPOrpaMMbl MOHUTOPUHTA BKIIOYAI JBa OOJNBIIMX Oydepa s
mpuéMa CeTeBBbIX MakeToB, onpenensemple kak “DIM  STATIC
A1(0:%BufSize), A2(0:%BufSize)”. [lepemennas %BufSize B Haua-
Jie IPOTrpaMMBbl UMeJIa MAaKCUMAJIBHBIA pa3Mep AJisl CIOBHBIX MaCCHBOB
Al u A2, T.e. IIMHA KaXXJI0r0 MaccuBa ompenaensiack kak 32768 asme-
MEHTOB, win 65536 6aiitoB (132K6 mis obonx). OmHaKO, TOMHS, ITO
MaKCHMAaJIbHBII pa3Mep CEeTeBOro makeTa cocTaBisul 1560 GaiiToB, me-
pel HadaJoM OTJIAJKH MporpaMMa NEpEeKOMIIINPOBAIACh CO 3HAYe-
HreMm %BufSize B 1580, uro maBano 3160 0aliTOB B KaXKIOM MAaCCHBE.
OO1as 3KOHOMHS ITaMSTH OKa3bIBajaCch TAKOBOM, YTO ITO3BOJIAJIA 3a-
rpy’katb U ucnoib3oBats omiaguuk AFD (Advanced Full-Screen De-
bugger), koTopbIif oTHUMaN npuMepHO 97 KO onepaTUBHON naMsTH.

Hpaiiseppr HIMEM.SYS 1 EMM386.EXE, kak mokazaHo Ha puc.
47, IpUCyTCTBOBAIIM, HO PEAIbHO BEPXHSIS MMaMATh HE UCIIOJIb30BaIach
WHa4e, KaK s pa3MerneHus TaM yactu MS-DOS (cum. puc. 51).

Memory Type Total = Used + Free

Conventional 640K 87K 553K

Upper 107K 18K 89K

Reserved 384K 384K OK

Extended (XMS) 15,253K 265K 14,988K

Total memory 16,384K 753K 15,631K

Total under 1 MB 747K 104K 643K

Largest executable program size 553K (566,576 bytes)
Largest free upper memory block 46K (47,440 bytes)

MS-DOS is resident in the high memory area.

Puc. 51. PacnpegeneHue onepatMuBHON NamsiTu
nocne 3arpy3km MS-DOS

Takum 00pa3oMm, B MOMEHT Hauajia OTJIaJKH CHadaia 3arpyskaics
ormaguuk AFD, koropserii mociae komanmel “Q{UIT} R” ocraBancs
PE3UACHTHBIM B MaMSTH. 3aTeéM TPY3WINCHh KJIABUATYpHBIN HaiiBep U
JpaiiBep SMYJISIUY JOKAIbHOU ceTd ((aityl ¢ HEOOXOAUMBIMH IS OT-
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JaJKy IakeTaMH Obll 3apaHee MOATOTOBIIEH), a IMOCIEAHUM 3arpyska-
mack coOpaHHas TMPOTrpaMMa CETEBOTO MOHHTOPHHTA C «yMEHBIIECH-
HBIMU» Oydepamu, pazymeeTcs, IOCTABIEHHAs B PEXXUM OTIAAKH, KO-
r/1a BpeMs ToKa3a CTpaHuIs! «0» He OrpaHUYEHO.

g GeicTpeiiero OThICKaHHSA B ONEPAaTUBHOW MaMATH HEOOXO0nu-
MBbIX OJIOKOB, Ha 3KkpaHe «0» MOKa3bIBalOTCSA CETMEHTHBIE ajpeca Moj-
nporpamMmMbel TamCnv.OBJ, noanporpamMmer TamlInet.OBJ, oboux Oy-
(epoB I CUMTHIBAHUS MAKETOB M pa3HOOOpa3Has OTJialodYHas WH-
¢dopmanus (cM. puc. 12), Takasi, Kak HHAUKALU 3amoHeHns 0ydepos,
IUIaBaIOIIME CMEIICHUS TEeKYIeH 3arpy3Kku 0ydepoB 1 MHOTOE Jpyroe.

Camu nognporpammsl TamCnv.OBJ u TamlInet.OBJ ycTtpoens! Ta-
KHM 00pa3oM, 9TO BCE BaXKHBIE TOYKH Hadaja aTOPUTMHUYECKUX OJIOKOB
HaunHANMUCh ¢ oreparopa NOP (90h), koTopblif Ha BpeMs OTJIaIKd MOT
3ameHsThes BpyuHyto Ha INT3 (CCh), uTo gaBaso mpepbeIBaHHe U TIepe-
xon k omnaguuky AFD, Bcerna HaxongieMycst B )KIyIIEM peXUME.

IlomaroBelii npuEéM CETEBBIX MAKETOB OCYIUECTBIISIETCA IIOCIIE
Ha)KaTHsI M OTIyCKaHMs peructpoBoii knasumu Left Shift. Ecnu neoO-
XOJUMO, UCTIONB3YIOTCA CHEUAIbHBIE PEKUMBI [TOIIArOBOTO MPOJIBH-
KCHHUSI CETEBBIX MAaKeTOB B Oydepax ¢ MOMOLIbIO KJIaBHII OTIAJIKU
“[” m “]”, noka3aHHbIX Ha puc. 17.

CnenyeT OTMETUTh, 4TO, K COKAJICHUIO, HMCIIOJIHEHUE OTIAAKH B
okHe Windows HeymoOHO, MOCKOJBKY BBI3OB oTiamdnka AFD wu3
XKAYIIETO peXHuMa HCIoNHAeTcs coderaHueMm Kiasum <Ctrl+Esc>,
YTO SIBJISIETCS CTAaHIApTHOM koMmOuHanueid Windows ajst aHanora ak-
TUBauu I TaBHOrO MEHIO.

[pu xenanum cMensl daiia ¢ JaAMOIMPOBAHHBIMH MAKETaMU HEOO-
XOJUMO CHATH OTJIAXXHUBAEMYIO POTpaMMy U ApaiBep dMYJIALNH, CAE-
JaTh HEOOXOAMMBIE IEepeHMEHOBaHMs (AlIoOB U BHOBb 3allyCTHUTh
IpaiBep SMYJSAIUN U OTIAKUBBAEMYIO IIPOTpaMMy.

3.4. MonuTopuHr npu usmenusueiicsa cxeme JIBC

Kak yxe OO cKka3aHO, TEMaTHKa CETEBOTO MOHHTOpPWHTA pa3pada-
ThIBaeTcs aBTOpoM ¢ 1999 r. 3a 3To Bpemsi HECKOIBKO pa3 CYIIECTBEHHO
n3MeHmnack crpykrypa JIBC, hopmMar HEKOTOPHIX IKPaHOB MPOTPaAMMEBI
MOHHTOpHHTA. M cama mporpamMma MOHUTOpPWHTA TpeTepIiena psia Cy-
LIECTBEHHBIX NM3MEHEHHH B CTOPOHY ONTUMH3AINN CBOEH PaOOTHI.

B JaHHOM TOMEC aBTOpP CO3HATCJIIbHO OrpaHUYMUJICA MCPBUYHBIMU
cBegennsMu o ctpykrype JIBC u paboTe mporpamMmsl ceTeBOr0 MOHH-
TopuHra. IIpakTuueckue MPUIOKEHUS U PAa3BUTUE NPOrPaMMBI CETeE-
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BOTO MOHUTOPHHTA OYAYyT pacCMOTPEHBI BO BTOPOM TOME aHHOW pa-
OOTHI, ITTAHUPYEMOM K OTAEIHHOH ITyOJIHKAITIH.

Kak yxe ormeuanocs, mo ycinosusm rpanra 04-07-902608 POOU,
pe3yNbTaThl MPOMBIIIICHHON pa3pa0oTKu 00sM3aHBl ObUTM OBITH pasz-
MetieHsl B MHTEpHETE, 9TO M OBLI0 McmoiaHeHo B 2004 T. cneruaib-
HBIM pa3zienoM AHTUBUpYCHOrO caifta. Ha puc. 52 mokaszaHa mpuHIHN-
MUagbHasg cXeMa MOTOKOB MH(QOPMAMK NPU CETEBOM MOHHTOPHHIE K
MOMEHTY 3aBEpIIICHUS TPOMBITIUICHHOH pa3padoTku (2006 T.).

Kax MoxHO BUIETh U3 pHC. 52, MEpPCOHATBHBIH KOMIIBIOTEP C MO-
HUTOpHOW mporpammoiri (MII), perynspHo moxydass AaHHBIE OT
Habmomarormedt crannmu (HC) mo serial-kabenro, MCTOTHAET arpera-
[MIO TaHHBIX W TOCBIJIAET Yepe3 JIOKATbHYIO CeTh pe3ynbTaThl Ha AB-
cepBep [28] [29] [30] [31]. DroT cinyuaii sBisieTcsl IpUMepoM (yHK-
1MoHaja, padoratomiero Ha AB-cepBepe MOMIMO aHTUBHUPYCHBIX J0-
nosHeHnH. OZHOBPEMEHHO HCIONB3yeTCs (DYHKIMS OTCEUeHHUs 3apa-
#&unpix [1K ¢ momomrsio kommyraTopa Cisco Catalyst.

[MonpoGuee Bce st cBszu [32] [33] [34] [35] [36] [37] [38] OyayT
OIHCAHBI B TIOCTIENYIOMINX TOMaX PaOOTHI.
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MHTepHeT

F AHTHEBHD YCHER
: Arperampa Aasme< no LUDP CepEep
B Al 1T 1Rtttk taionsstdabionson st ot ket ks ks ot st AR
|
: —————————————————————————— T
| YI"IB.BIEIIE MOFE 3 OB SNer] A
k 4
KorMryTarop | o
Cisco Catalyst 1 ¥ab
Hommopms
2950 _

I P '\ +| [Rom.rc |

mogrTs |
Xab Xab
2-T0 . ?1-ro
ITaka ITaHA

MenczoeatTend

Puc. 52. Cxema ceTeBOro MmoHutopuHra B 2006 r.
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3AKIIOYEHHUE

Tom | naHHO# pabOTHI MOCBSLIEH CO3AAHUIO IPOTOTHUIIA CETEBOIO aHa-
nI3aTopa, OCHOBaHHOTO Ha oOprdHOM [1K 1 mMeromemMcs B mpoaxe cere-
BOM agantepe. PaboTast B KpyIryIocyTOUHOM peKMMe U HaOmmoas BCe UMe-
OIIME XOXK/ICHNE TTaKeThl B MHTEPECYEMOM YUYaCTKe JIOKATbHON BBIYHCITH-
TETIbHOM CeTH, CHAOKEHHBIN MPOLEAYPaMH, OPraHU3YIOLIMMU KPYIJIOCY-
TOYHYIO paloTy, CETEBOI aHAIN3aTOp KAHAIBHOIO YPOBHS HPEBPAILEH B
CPEACTBO MOCTOSHHOTO CETEBOr0 MOHUTOpUHTa 00BekTOB JIBC.

HccnenoBanbl 0cOOEHHOCTH (PU3MYECKOTO CTPOCHUS U KaHAJIBHOTO
YpOBHS nepeaaun ceTeBbiX nanHbix B [IDMU PAH. Onpenenena cBsi3b
MEXIy KaHaJIbHBIM YPOBHEM IIaKETOB M BBIIIECTOSLIMMHU 110 MOJIEIH
ISO-OSI ypoBHsIMU TIepeauu CETEBBIX JaHHBIX.

OmnpenenéH MeTon M HaWIEHbI TEXHUYECKHE CPENCTBA IOIYyUEHHS
BCEX CETEBBIX MakeTOB KaHajabHOro ypoBHs [SO-OSI Ha BblneneHHOM
[1K, paGoraromem noj ymnpaBjeHWEM ONEPALUOHHONH cUCTeMbl MS-
DOS 6.22. Ilokazano, uro u3bpanHas OC anexkBaTHa MOCTaBICHHOU
3aJ1a4€ PeaJIbHOrO BPEMEHH.

CuHTE3UpOBaHbBl MIPOrpaMMHBIE CPEICTBA CETEBOI0 MOHHUTOPHHTA.
Jns oTnagKy yKazaHHBIX CPEICTB pa3paboTaH 3MyJIATOp NpUEMa ceTe-
BBIX MTAKETOB (ApaiiBep JOKaIbHON CeTH).

Co3znanye ONMUCaHHOTO CPEACTBA MO3BOJMIIO PELIUTh HMPHUHIUIIH-
ANBHBI BOMPOC O JIE€TAJIbHOM OTJIOXEHHOM PAacCMOTPEHHH CETEBBIX
MAaKeTOB. Ye caMa Mo ce0e 3Ta BO3MOKHOCTb INPEJCTABISIET OCHOBY
IUIl MHOTHX HCCIIEIOBaHMH, TaKMX, KaK ONpEAEJIeHUE TOYHOIO aJIro-
puT™Ma MexmporpamMHoi cBs3u HyperTerminal ¢ komMMmyTtaTopamu
Cisco Catalyst, oTcnexxnBaHre MPOIECCOB MONy4eHUs (paiioB ¢ cep-
BepoB Apache o npotokony HTTP 1.1 u MHOrMMH ApYTHMHU.

BHeapenune ceTeBoro MOHUTOPUHIA Cpasy K€ pelaeTr psii OMIIIMH-
TFOBBIX 3a/1ay, TaKWX, KaK OTCJIEKUBAHUE CPEIHEH M MaKCUMaJbHOMN
CKOpPOCTEM B CETH, pacHpeAeiIeHHe Harpy3Ku IO NPUHUMAaEeMbIM M3
Wnrepuera, moceutaeMbiM B MHTEpHET W BHYTPHCETEBHIM ITaKETaM.
Ot pe3ynbTaThl pukcupyroTcs kak B Online-pexume ¢ MOMOIIBIO
skpanoB HaOmromaromieii craHimu, Tak U B GopMe JOITOBPEMEHHBIX
MIPOTOKOJIOB, COXPaHsAEMBIX B ApXHUBE Ha IPYTOM KOMIBIOTEPE.

OpHOMl W3 YacTHBIX PEMIEHHBIX 3a/1ad SBIISETCS OTCIEKHBAHHE
MTOYTOBON aKTUBHOCTH TOJIb30BaTENEH.

[pyroii peléHHoi YaCTHOM 3a/1aueil SIBIISETCS CJAEKEHHUE 3a AKTUBHO-
CTBIO Ha0Opa BBIICJICHHBIX CETEBBIX YCTPOMCTB — OOBIYHO, CEPBEPOB 00-
niero HasHaueHus. [Ipu 3ToM oTKa3 1000ro 13 cepBepoB, U, B YaCTHOCTH,
o01Iero MapipyTuzaTopa He BIHMSET Ha IOTy4YeHHE pe3ysbTaToB ceTe-
BbIM MOHUTOPUHIOM IO APYTUM OTCIIEKHUBAEMbIM YCTPOHCTBAM.

105



CeTeBoii MOHUTOPHHT. MeTO/IbI U CPEICTBA

ITockonpKy camMM TEXHHYECKHE CPEACTBA MPEIOKEHHOTO BapHaH-
Ta CETEBOIO0 MOHUTOPHHIA HE UCIYCKAIOT HUKAKUX MaKEeTOB U JaKe HE
nmeroT HU [P-ampeca B cetn, atm MAC-anpeca, ¢ukcanuss HaIHIUsL
HaOIroneHns NPUHLUMIHNAIGHO HEeBO3MOXKHA. [lo Tem jke mpuyuHaMm,
Kakoe OBl TO HH OBUIO YIIPaBJICHHE WM 3JIOHAMEPEHHOE BMEIIATEIh-
CTBO B CpEJCTBAa IPENJIOKEHHOI'O BapHaHTa CETEBOI0 MOHHUTOPHHIA
Yyepes CeTh HENCIOIHIMO.

ITokazaHo, 4TO C MOMOIIBIO CUHTE3UPOBAaHHBIX cpeacTB Ha [I9BM
HEBBICOKOI MOIITHOCTH BO3MOXKHO YCTOMYMBOE HAONIOJEHHE CETEBBIX
MAKEeTOB KaHAJIbHOT'O YPOBHS, B TOM YHCJI€ KOJUTU3HOHHBIX.

VYcnemHoe BHEIpEHHE MPEIIOKEHHON TEXHOJIOTHH TIO3BOJIHIIO
PEeLUTh psAA Pa3IUYHBIX 3a/ad, MOAPOOHO OMUCHIBAEMBIX B JAPYTHX
TOMaX JaHHOW MOHOTpaduH.

K ux guciy, B 4aCTHOCTH, OTHOCATCS:

— BBISIBJICHUE aTaK ceTeBbIX BUpycoB Ha JIBC;

— ontuMu3anus cTpykrypsl cetu JIBC c BblnereHneM CErMEHTOB,
conepxamux [IK ¢ Oompmumu oObEMaMH IMEepechUIaeMBIX JTaHHBIX,
JUTA MCKJTIOYEHHS BIMSIHAA HA OCTAJIbHBIE YYaCTKU CETH;

— ompejielieHre HapyMIAIONINX MPaBUiia padOThI B CETH MEPCOHAITb-
HBIX KOMITBIOTEPOB MJIM CEPBEPOB:

— aBToMatudeckoe oTkitoueHue ot JIBC ycTpoiicTs, Hapymaromumx
mpaBwmiia pabOTHl B CETH, NMPU HWCIOJIB30BAHWU ILIEHTPAJIM30BAHHOTO
kommyTtaropa Cisco Catalyst;

— CO3TaHue TIEPCHOCHON HAOJIOMAONICH CTAHIINH, TTPUTOTHOW IS
JKCIIpecc-aHaau3a CTOPOHHUX CETEH.

[Ipennoxennas TexHONOTHS PabOTHI C CETEBHIM MOHHUTOPHUHTOM
onpo6oBana B [IDMU PAH u psine cTopoHHUX OpraHu3anuii.

Bce co3manHbIE aBTOPOM YTHIUTHI CIIPOSKTHPOBAHBI C TTOAIEPIKKOM
oOparieHusi ¢ Ha0OPOM YNPAaBJISIONIMX apaMEeTPOB, YTO MO3BOJISIECT UX
OBICTPO TIEpEeHACTPaWBaTh Ha HYXHBIH PEXUM PabOTHI U TpeOyeMble
00bEKThl MHPOPMAIIMOHHOTO MPOCTPAHCTBA. Bce yTHUIMTHI SIBISIOTCS
16-0utHBIMU npHITOXKeHUsIMH MS-DOS.

ABTOpPY K MOMEHTY IyOJIMKAIMX JaHHOW paboThl, HECMOTPS Ha TO-
ytr 20 NeT SKCIUTyaTaluy pa3paboTaHHBIX CPEJCTB, HEM3BECTHBI MOJI-
HbIE aHAJIOTH OMMCAHHBIX MPOTPAMMHO-TEXHHYECKHUX CPENICTB CETEBO-
0 MOHHTOPUHTA.

IIpencraBneHHple Cpe/ICTBA CPABHUTEIBHO JIETKO MOTYT OBITH TH-
PaKUPOBaHbI ISl MCIOJIB30BaHU B APYIHX opranusanuax. HeoOxo-
JUMBblE MaTe€pHalbHBIE PECYpCHI U 3TOTO TOpa3f0 MeEHbBIIHE, YeM
MIOKYTIKa CIIEUAIN3UPOBAHHBIX TAKETOB.
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